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IBM recommends Microsoft® Windows® XP Professional. 
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IBM ThinkPad X40 



GO with IBM Think Express Program 

IBM Think Express models are configured and priced 
with small to medium-size businesses in mind. 



IBM rated #1 in tech support for desktops 

and notebooks by PC Magazine readers. 

PC Magazine 17th Annual Reader 

Satisfaction Survey - July 14, 2004 



^Availability: All offers subject to availability. IBM reserves the right to alter product offerings and specifications at any time, without notice. IBM is not responsible for photographic or typographic errors. *Pricing: 
does not include tax or shipping and is subject to change without notice. Reseller prices may vary. Warranty: For a copy of applicable product warranties, write to: Warranty Information, P.O. Box 12195, RTP : NC 
27709, Attn: Dept JDJA/B203. IBM makes no representation or warranty regarding third-party products or services. Footnotes: (1) Embedded Security Subsystem: requires software download. (2) Mobile Processor: 
Power management reduces processor speed when in battery mode. (3) Wireless 11a, 11b and 11g: based on IEEE 802.11a, 802.11b and 802. 11g, respectively. An adapter with 11a/b, 1 1 b/g or 1 1 a/b/g can communicate 
on either or any of these listed formats respectively; the actual connection will be based on the access point to which it connects. (4) Included software: may differ from its retail version (if available) and may not 
include user manuals or all program functionality. License agreements may apply. (5) Memory: For PCs without a separate video card, memory supports both system and video. Accessible system memory is up to 
64MB less than the amount stated, depending on video mode. (6) Hard drive: GB = billion bytes. Accessible capacity is less; up to 4GB is service partition. (8) Limited warranty: Support unrelated to a warranty issue 
may be subject to additional charges. (9) ServicePac services: are available for machines normally used for business, professional or trade purposes, rather than personal, family or household purposes, Service period 
begins with the equipment date of purchase. Service levels are response-time objectives and are not guarantees. If the machine problem turns out to be a Customer Replaceable Unit (CRU), IBM will express ship the part to 
you for quick replacement. Onsite 24x7x2-hour service is not available in all locations. For ThinkPad notebooks requiring LCD or other component replacement, IBM may choose to perform service at the depot repair 



Our ultraportable notebook has never 

been easier tO Carry. Trains Planes Automobiles 
Three reasons not to lug around a heavy notebook. So, when you're 
away from the office and working wirelessly, use an IBM ThinkPad" X40 
notebook, with Intel' Centrino" Mobile Technology (on select models). 
They're our thinnest, lightest 11 notebooks ever. Yet, they're really big 
on features, like a full-size keyboard 10 . Some models are just 2.7 lbs. 
Other models feature the longest standard battery life of any leading brand 
notebook 1 " (8-cell battery required, not shown). The IBM ThinkPad X40. 
Fast and powerful, in a surprisingly convenient take-home size. 

You might want to keep an eye on it. 



Ultralight weight. Longest-lasting standard battery. 

Only on a ThinkPad. 



1866 426-3130 ibm.com/shop/m176 




MOBILE 
TECHNOLOGY 

IBM ThinkPad R51 

Ultimate Value 

Distinctive IBM Innovations: 

• IBM Embedded Security Subsystem 2.0 - 
Strongest security as a standard feature (Excluding 
IBM models with Integrated Fingerprint Reader) 

• IBM Access Connections - switch between wired 
and wireless Connections 

System Features: 

• Intel® Centrino™ Mobile Technology 

• Intel® Pentium 2 M Processor 715 (1.50GHz) 2 

• Intel® PRO/Wireless Network Connections 802.1 1 b/g 3 

• Microsoft Windows XP Professional'- 

• 14.1" XGA TFT display (1024x768) 
•256MB DDR SDRAM 5 

• 30GB hard drive 6 

• Ultrabay™ Enhanced CD-RW/DVD-ROM combo 

• IBM UltraConnect™ Antenna for increased 
signal strength 

• 1-yr system/battery limited warranty" 



$1,299' 



MavCode 28838QU-M176 

THINK EXPRESS MODEL PRICED AT: 

$46/mo for 36 months 
SuccessLease for Small Business 19 

ServicePac" Service Upgrade: 3 
3-yr Depot Repair #30L9192 $132 



IBM ThinkPad X40 

Our thinnest and lightest 

Distinctive IBM Innovations: 

• IBM Embedded Security Subsystem 2.0 - 
Strongest security as a standard feature 

• IBM Rescue and Recovery™ - 
One-button recovery and restore solution 

System Features: 

• InteP Centrino™ Mobile Technology 

* InteP Pentium® M Processor ULV 1 .1 GHz 

* InteP PRO/Wireless Network Connection 802.11 b/g 

• Microsoft Windows XP Professional 
•12.1" XGA TFT display (1024x768) 
•256MB DDR SDRAM 

• 20GB hard drive 

• Integrated Gigabit Ethernet and modem 

• Legendary IBM full-size keyboard 1 " 
•Only .94" thin" 

• 2, 7-lb travel weight 1? 

• 1-yr system/battery limited warranty" 



NavCode 2386A4U-M176 

THINK EXPRESS MODEL PRICED AT: 

$53/mo for 36 months 
SuccessLease for Small Business 



$1,499' 



center. Calls must be received by 5pm local time in order to qualify for Next Business Day service. (10) Full-size keyboard: As defined by ISO/IEC 15412. (11) Thinness: may vary at certain points on the system. 
(12) Travel weight: includes battery and optional travel bezel instead of standard optical drive in Ultrabay bay : if applicable; weight may vary due to vendor components, manufacturing process and options. (13) Public 
network access limited: Subscription may be required and fees may apply. (19) SuccessLease: SuccessLease program, rates and terms are provided by third-party financiers approved by IBM Global Financing to 
credit-qualified business customers installing in the U.S. Featured monthly lease payments based on prespecified end-of-lease purchase option; documentation fee and first month's payment due at lease signing; taxes 
are additional. Options cannot be leased separately. IBM and IBM Global Financing reserve the right to alter product offerings, specifications or financing terms at any time, without notice. Trademarks: The following 
are trademarks or registered trademarks of IBM Corporation: IBM, the IBM logo, Rapid Restore, Rescue and Recovery, ThinkPad, Ultrabay, UltraConnect and UltraNav. Microsoft and Windows are registered trademarks 
of Microsoft Corporation. Intel, Intel Xeon, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Intel SpeedStep and Pentium are trademarks or registered trademarks of Intel Corporation or its subsidiaries 
in the United States and other countries. Other company, product and service names may be trademarks or service marks of other companies, ©2004 IBM Corporation All rights reserved. 
Visit www.iimi.com/pc/safecomputing periodically for the latest information on safe and effective computing. 



Take a look at some of our latest models. And get connected. 




Why IBM ThinkPad Notebooks? 
To make IBM ThinkPad ■ notebooks 
even more valuable, each one 
featured here can give you the 
efficiency productivity and edge you 
need and comes with all the following 
ThinkVantage™ Technologies: 

IBM Active Protection System: 

Butterfingers unitel Select IBM 
ThinkPad notebooks now include 
airbag-like technology to help protect 
your hard drive from some damage 

caused by drops and jolts. 

NEW! Rescue and Recovery: 

Lost your data because of a 
software crash or virus? Recover 
previously saved data in minutes 

with our one-button solution. 

Access Connections: 

Switch between wired and wireless 
connections. 

Embedded Security 
Subsystem 2.0: 1 

Hackers and thieves, beware. Our 
combined hardware and software 
solution is designed to protect user 
data and keep it private. 

Access IBM: 

Get the help you need, when you 
need it. One button on your ThinkPad 
notebook brings you a world of 
resources and assistance. 



IBM ThinkPad R51 

System Features: 

• Intel® Centrino™ Mobile Technology 

• Intel * Pentium- M Processor 725 (1.6QGHz) ? 

* Intel® PRO/Wireless Network Connection 802.1 1 b/g 3 

• Microsoft Windows XP Professional' 

• 15" XGA TFT display (1024x768) 
•256MB DDR SDRAM 5 

♦40GB hard drive 1 - 

• Integrated Ethernet and modem 

• IBM Ultrabay™ Enhanced CD-RW/ 
DVD-ROM combo 

• IBM UltraConnect 1 ' 1 Antenna for 
increased signal strength 

• 1-yr system/battery limited warranty 6 



NavCode 1836G4U-M1 76 

THINK EXPRESS MODEL 

PRICED AT: 



$1,449 




IBM ThinkPad T42 

System Features: 

• Intel 5 * Centrino™ Mobile Technology 

• Intel® Pentium® M Processor 725 (1. 60GHz) 

• Intel® PRO/Wireless Connection 802,1 1 b 

• Microsoft Windows XP Professional 

• 15" XGA TFT display (1024x768) 

• 32MB ATI Mobility RADEON 7500 graphics 
•256MB DDR SDRAM 

• 30GB hard drive 

• Integrated Gigabit Ethernet and modem 

• IBM Ultrabay Slim DVD-ROM 

• IBM UltraConnect Antenna 
for increased signal strength 

•1-yr system/battery limited warranty 3 



NavCode 2378R7U-M1 76 

THINK EXPRESS MODEL 
PRICED AT: 



$1,599 






S58/mo for 36 months 
SuccessLease for Small Business 
ServicePac Service Upgrade 12 : 
3-yr Depot Repair #30L9192 $132 



IBM ThinkPad T42 

IBM ThinkVantage Technologies: 

• Integrated Fingerprint Reader - Your 
passwords at the tip of your finger. 

System Features: 

• Intel® Centrino™ Mobile Technology 

• Intel® Pentium® M Processor 735 (1 ,70GHz) 

• Intel® PRO/Wireless Network Connection 
802.1 1 b/g 

• Microsoft Windows XP Professional 

• 15" XGA TFT display (1 024x768) 

• 32MB ATI Mobility RADEON 7500 graphics 
•512MB DDR SDRAM 

• 40GB hard drive 

• Integrated Gigabit Ethernet and modem 

• IBM Ultrabay Slim CD-RW/DVD-ROM combo 

• IBM UltraConnect Antenna 
for increased signal strength 

• 3-yr system/1 -yr battery limited warranty 8 

NavCode 2379R8U-M176 

THINK EXPRESS MODEL 
PRICED AT: 



$2,179 



$52/mo for 36 months 
SuccessLease for Small Business 13 



S78/mofor36 months 
SuccessLease for Small Business 
ServicePac Service Upgrade: 
4-yr Onsite Repair/Next Business Day 
Response #69P9198 $299 




$1,749 



IBM ThinkPad X40 

System Features: 

• Intel 5 * Centrino™ Mobile Technology 

• Intel® Pentium® M Processor LV 1 .40GHz 

• Intel® PRO/Wireless Connection 802.11 b/g 

• Microsoft Windows XP Professional 
•12.1" XGA TFT display (1024x768) 

• Intel Extreme Graphics 2 

• 256MB DDR SDRAM 
•40GB hard drive 

• Integrated Gigabit Ethernet and modem 

• Legendary IBM fullsize keyboard' 1 
•7.5-hr Li-Ion battery" 

• 1-yr system/battery limited warranty 8 

NavCode 2386E9U-M 176 
THINK EXPRESS MODEL 
PRICED AT: 

$62/mo for 36 months 
SuccessLease for Small Business 
ServicePac Service Upgrade: 
3-yr Onsite Repair/9x5/Next Business Day 
Response #30L9195 $243 



IBM ThinkPad X40 Solution Pack 

IBM ThinkVantage Technologies: 

• Longest standard battery life of any 
leading-brand notebook 21 

System Features: 

• Intel® Centrino™ Mobile Technology 

• Intel® Pentium® M Processor LV 1.40GHz 

• Intel® PRO/Wireless Network Connection 802.11 b/g 

• Microsoft Windows XP Professional 

• 12.1" XGA TFT display (1024x768) 
•256MB DDR SDRAM 

•40GB hard drive 

• Integrated Gigabit Ethernet and modem 
•7.5-hr Li-Ion battery 

• 3-yr system/1 -yr battery limited warranty 8 
Accessories Included: 

• ThinkPad X4 UltraBase Dock 

• IBM Ultrabay Slim CD-RW/DVD-ROM combo 
NavCode 2382ECU-M176 

THINK EXPRESS MODEL 
PRICED AT: 



$2,149 



S76/mo for 36 months 
SuccessLease for Small Business 

ServicePac Service Upgrade: 

5-yr Onsite Repair/9x5/Next Business Day 

Response #69P9200 $449 




{Monitor not included) 

Why IBM ThinkCentre PCs? 

Only IBM offers these features to 
protect your users, connect them, 
and keep thern working. Each 
ThinkCentre™ desktop featured here 
can give them the efficiency, 
productivity and edge they need 
with the following ThinkVantage 
Technologies: 

Rescue and Recovery: 
Lost your data because of a 
software crash or virus? Recover 
previously saved data in minutes 
with our one-button solution. 

Access IBM: 

Get the help you need, when you 
need it. One button on your 
ThinkCentre desktop brings you 

a world of IBM resources and 
assistance. 



IBM ThinkCentre A5Q 
Tower form factor 

System Features: 

• Intel 5 Pentium"' 4 Processor 
with HT Technology 3.0GHz 

• Microsoft Windows XP Professional 

• Intel® Extreme Graphics 2 
•256MB DDR PC3200 5 
•40GB hard drive* CD-ROM 
•Integrated 10/100 Ethernet 

• Norton Antivirus 1 ' 1 with 90 days of virus 
definition updates 

• Lotus- 1 SmartSuite- Millennium license 

• 1-yr parts limited warranty with 1-yr 
limited onsite service 1. 



NavCode 81 4821 U-M1 76 

THINK EXPRESS MODEL 
PRICED AT: 



$649 



$23/mo for 36 months 
SuccessLease for Small Business 
ServicePac Service Upgrade: 
2-yr Onsite Repair/9x5/Next Business 
Day Response #54P1859 $75 



NavCode* 1 Get the latest pricing and information fast. Use NavCode on the phone or on the Web. 



^Availability: All offers subject to availability. IBM reserves the right to alter product offerings and specifications at any time, without notice. IBM is not responsible for photographic or typographic errors. 'Pricing: does 
not include tax or shipping and is subject to change without notice. Reseller prices may vary. Warranty: For a copy of applicable product warranties, write to: Warranty Information, P.O. Box 12195, RTR NC 27709, Attn: 
Dept JDJA/B203. IBM makes no representation or warranty regarding third-party products or services. Footnotes: (1) Embedded security system: requires software download. (2) Mobile Processors: Power 
management reduces processor speed when in battery mode (3) Wireless 11a, 11b and 11g: based on IEEE 802.11a, 802.11b and 802.1 1g, respectively. An adapter with 1 1 a/b , 1 1 b/g or 1 1 a/b/g can communicate on 
either or any of these listed formats respectively; the actual connection will be based on the access point to which it connects. (4) Included software: may differ from its retail version (if available) and may not include 
user manuals or all program functionality. License agreements may apply. (5) Memory: For PCs without a separate video card, memory supports both system and video. Accessible system memory is up to 64MB less 
than the amount stated, depending on video mode. (6) Hard drive: GB = billion bytes. Accessible capacity is less; up to 4GB is service partition. (8) Limited warranty: Support unrelated to a warranty issue may be 
subject to additional charges (12) ServicePac services: are available for machines normally used for business, professional or trade purposes, rather than personal, family or household purposes. Service period begins 
with the equipment date of purchase. Service levels are response-time objectives and are not guarantees. If the machine problem turns out to be a Customer Replaceable Unit (CRU), IBM will express ship the part to you 
for quick replacement. Onsite 24x7x2-hour service is not available in all locations. For ThinkPad notebooks requiring LCD or other component replacement, IBM may choose to perform service at the depot repair center. 



IBM recommends Microsoft® Windows® XP Professional, 




$799 



NavCode 842721 U-M1 76 
THINK EXPRESS MODEL 
PRICED AT: 

$29/mo for 36 months 
SuccessLease for Small Business 

ServicePac Service Upgrade: 
3-yr 0nsite/9x5/4-hr Response 
#54P1862 $239 



(Monitor not included) 

IBM ThinkCentre A50 
Ultra small form factor 

System Features: 

• Intel* Pentium® 4 Processor 
witnHT Technology 3.0GHz 

• Microsoft Windows XP Professional 

• Intel® Extreme Graphics 2 

• Ultra small form factor — 74% smaller 
than a standard IBM desktop 6 

•256MB DDR PC3200 
•40GB hard drive 'CD-ROM 

• Gigabit-Ethernet Integrated 

• Norton Antivirus with 90 days of virus 
definition updates 

• Lotus SmartSuite Millennium license 

• 1-yr limited warranty with limited 
onsite service 1 '' 

NavCode 80902 1U-M 176 
THIMK EXPRESS MODEL 
PRICED AT: 

$30/mofor36 months 
SuccessLease for Small Business 

ServicePac Service Upgrade: 
3-yr 0nsite/9x5/Next Business Day 
Response #54P1 861 $132 

IBM ThinkCentre A51p 

TOWer form factor (model not shown) 
System Features: 

• Intel"' Pentium 3 4 Processor 530 
with HT Technology 

• Processor speed 3.0GHz 
•800MHz FSB 

• Microsoft Windows XP Professional 

• Inter 5 Graphics Media Accelerator 9000 

• 256MB DDR2PC2-3200 
•40GB hard drive 'CD-RW 

• Gigabit Ethernet-integrated 

• IBM Embedded Security Subsystem 2.0 

• 1-yr parts limited warranty with 
1-yr limited onsite service 17 



$829 




IBM eServer BladeCenter 

System Features: 

• Flexible - full performance and 
manageability of traditional rack 
optimized platforms 

• Infrastructure integration - help lower 
TCO and increase control 

• Simplify - easy to deploy, easy to 
install, easy to manage 

HS20 

• Intel- Xeon" r ' 2.8Ghz/533Mhz FSB 

• 40GB IDE/2GB DDR2 PC21 00 

• 3-year limited warranty 

MavCode8832LEX-M176 (hn CQQ 

EXPRESS MODEL PRICED AT: $£ , UOu 

BladeCenter Chassis 

• 7L) rack mount chassis- up to 14 blades per chassis 
•2000W power 

•Cisco Ethernet switch module 



$7,289 



NavCode 86773EU-M1 76 

EXPRESS MODEL PRICED AT: 

$258/mo for 36 months 
SuccessLease for Small Business 
ServicePac Service Upgrade: 
3-yr Onsite/9x5/4 hr Response 
HS20 #69P9517 $279 
BladeCenter Chassis 41 L2736 $600 

IBM eServer xSeries 336 

System Features: 

• Leading performance with Intel's 
EM64T technology - 32 and 64bit 
simultaneous computing 

• High Availability with redundant power 
and hot swap fans - Calibrated Vectored 
Cooling enables density and performance 

•Simple Management with on board 
service processors and optional 
remote management support - take 
control of your server environment 

• Intel Xeon 2.8Ghz/800Mhz FSB 
•Two 73GB SCSI/2GB DDR2 PC3200 



NavCode 88370EU-M1 76 
EXPRESS MODEL 
PRICED AT: 



$3,349 



S119/mo for 36 months 
SuccessLease for Small Business 

ServicePac Service Upgrade: 
4-yr 0nsite/9x5/4-hr Response 
#69P9243 $609 




The IBM InfoprinP 1412 

System Features: 

• Enhance your system with 
Monochrome Laser/200 MHz processor 

• Speed: Print up to 27 
pages-per-minute (ppm) ?n 

• First page-out time as fast as 8 seconds 2 ^ 

• Print quality: up to 2400 image quality 

• 32MB of memory 

• Parallel and USB attachment and 
10/100 Base TX Fast Ethernet interfaces 

• 1-yr limited warranty' 7 

NavCode 75P5759-M1 76 

PRICED AT BASE = I|>^rty 



NavCode 75P5760-M1 76 

NETWORK = 



$519 



250 Sheet Tray #75 P61 12 $92 

ServicePac Service Upgrade: 
1-yr Onsite/9x5/Next Business Day 
4-yr Response #29R551 8 $47 



IBM InfoPrint Express Offerings: 

Easy to buy. Easy to deploy. Priced right. 

Special Edition InfoPrint® 
1422n Express Bundle 

System Features: 

• Monochrome Laser/366 MHz processor 
•Speed: Print up to 32 

pages-per-minute (ppm)' :: 

• First page-out time as fast as 9 seconds™ 

• Print quality: up to 2400 image quality 

• Up to 64MB of memory 

• Parallel and USB attachment and 

1 0/100 Base TX Fast Ethernet interfaces 

• 1-yr limited warranty" 
Bundle Includes: 

• Duplex Capability 

• Additional 250-sheet drawer 



NavCode 75P6795-M1 76 
PRICED AT: 



$879 



$32/mo for 36 months 
SuccessLease for Small Business 




MOBILE 
TECHNOLOGY 



IBM Think Express Program: 

We've configured and priced many of 
our products specifically for small and 
medium businesses. And best of ail, 
they're available direct from IBM or 
through select IBM Business Partners. 



IBM ThinkPad Accessories 

Belkin Components Universal Notebook 
Travel Surge Protector 
#22P7127 $20 

Targus Wireless Optical Mini Mouse 
#22P7438 $27 

IBM ThinkPad Carrying Case 18 - Expander 
#73P3597 $59 

ThinkPad 72W AC/DC Combo Adapter 
#22P9010 $99 

ThinkPad Port Replicator II 
#74P6733 $179 



IBM ThinkCentre Accessories 

IBM UPS 500 
#33L3477 $99 

IBM ThinkVision™ L170p 17" Flat Panel 
Monitor with system purchase 
#W9SPHBO $449 



IBM Server Accessories 

IBM S2 42U Standard Rack Cabinet 
#93074SX $1,489 

IBM Rackmount XLV 3000VA UPS 
#2130R30 $1,799 



1 866 426-31 30 ibm.com/shop/m1 76 



Calls must be received by 5pm local time in order to qualify for Next Business Day Service. (14) Full-size keyboard: As defined by ISO/I EC 15412. (15) Battery: These model numbers achieved the Ziff Davis Media, Inc.s 
Business Winstone-- 2002 BatteryMark~ M Version 1,0 Battery Rundown Time of at least the time shown. This test was performed without independent verification by the VeriTest testing division of Lionbridge Technologies, 
Inc. ("VeriTest") or Ziff Davis Media, Inc.; neither Ziff Davis Media, Inc., nor VeriTest makes any representations or warranties as to these test results. Winstone is a registered trademark and BatteryMark is a trademark 
of Ziff Davis Publishing Holdings, Inc., in the U.S. and other countries. A description of the environment under which the test was performed is available at ibm.eom/pcAw//thinkpad/batterylife. Battery life (and recharge 
times) will vary based on many factors including screen brightness, applications, features, power management, battery conditioning and other customer preferences. (16) Size claims: are based on a comparison of chassis 
volume to the volume of IBM's standard desktop chassis. (17) Systems with limited onsite service: are designed to be repaired during the applicable warranty period primarily with customer-replaceable parts provided 
by IBM. IBM will only send a technician onsite to perform a repair if (a) remote telephone diagnosis and/or customer part replacement are unable to resolve the problem, or (b) the part is one of the few designated by IBM 
for onsite replacement. For a list of onsite replaceable parts, contact IBM. Support unrelated to a warranty issue may be subject to additional charges. (18) Certain IBM logo products: are not manufactured, warranted 
or supported by IBM; IBM logos and trademarks used under license. Contact IBM for details. (19) SuccessLease: SuccessLease program, rates and terms are provided by third-party financiers approved by IBM Global 
Financing to credit-qualified business customers installing in the U.S. Featured monthly lease payments based on prespecified end-of-lease purchase option; documentation fee and first month's payment due at lease 
signing; taxes are additional. Options cannot be leased separately. IBM and IBM Global Financing reserve the right to alter product offerings, specifications or financing terms at any time, without notice, (20) Print speed: 
Exact speed varies depending on document complexity, system configuration, software application, driver and printer state. (21) Battery Life: Based on manufacturers published figures or CNET.com results for the top 
5 vendors in 2003 notebook sales based on IDC data as of 1/29/2004. Trademarks: The following are trademarks or registered trademarks of IBM Corporation: IBM, the IBM logo, ImageUltra, Lotus, NavCode, Rapid 
Restore, Rescue and Recovery, SmartSuite, ThinkCentre, ThinkPad, ThinkVantage. ThinkVision, UltraConnect, UltraBase, Ultrabay and UltraNav, Microsoft and Windows are registered trademarks of Microsoft 
Corporation. Intel, Intel Xeon, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Intel SpeedStep and Pentium are trademarks or registered trademarks of Intel Corporation or its subsidiaries in the United 
States and other countries, Other company, product and service names may be trademarks or service marks of other companies. © 2004 IBM Corporation. All rights reserved. 
Visit www.ibm.com/pc/safecomputing periodically for the latest information on safe and effective computing. 
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indows Securi 




Microsoft took a lot of knocks last year over security issues in its Windows, Internet Explorer, and 
Office software. The company redeemed itself somewhat by releasing Windows XP Service Pack 
2, an update that made WinXP its most secure operating system to date. Still, by itself WinXP SP2 
doesn't address all the vulnerabilities today's computers face. This month we'll arm you with the 
knowledge you need to pick up where Microsoft left off and make your PC as secure as possible. 
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What Evil Lurks . . . ? 

The Best Defense Is To Know Your Enemy 

What's New For Security In WinXP Service Pack 2? 

Working With Security Center 
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We Review The Competition So You Can Decide For Yourself 
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Windows XP Service Pack 2 Improves Your Security 

Keep Older Windows Versions Secure 

Your Ageless OS 
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Is Linux Really More Secure Than Windows? 
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Microsoft Corp. in the United States and /or other countries. PC Today is not 
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sponsored by Microsoft. The use of the Microsoft and Windows trademarks 
in this publication does not represent participation in, or endorsement of, 
this publication by Microsoft. 
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News, Views & Expert Advice Tips & Tweaks 



Look no further than this department for operating system 
news, the scoop about recent Windows updates, and profes- 
sional opinions from our expert columnists. 



8 



OS Wire 

The Latest Operating System News 
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Windows Update Tracker 

Windows Updates You Should Consider For Your System 

Scot's Take 

Solve Windows Problems On Your Own 

Windows Warfare 

Never Neglect Your Outbound Security 

IT Corner 

Do It Yourself & Make A Difference 

Roadside Assistance 

Cookie Paranoia 

This Old Desktop 

X-Ray Vision For Computer Memory 



Windows Boot Camp 

If you're in the market for some basic, practical advice about 
Windows and Microsoft Office, this department is the perfect 
place to start. 

26 Entry-Level Windows 

Solve Application Errors 

28 Start-To-Finish Guide 

Install Windows XP 

32 Crib Sheet 

Make Windows 98 Look Like 
Windows XP 




Experts Only 



Whether you're a battle-scarred PC veteran or a less experienced 
user looking to expand your horizons, this department has some 
practical advice that can help. 



34 Advanced Guide 

Install Linux 

41 Outside The Box 

Install A Wireless Network 




This department is your one-stop shop for productivity, system 
optimization, Web browsing, security, networking, and all sorts 
of other tips and tweaks. 
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74 Work Smarter 

Tips For Increasing Productivity 

76 Optimization Central 

Tips & Tweaks For Improving Windows 

78 Surf Better 

Tips For Navigating The Internet 

80 Security & Networking 

Tips For Making Safe Connections 

82 PC Yesterday 

Tips For Maintaining Windows 3.x/95 Systems 

PCToday-com 

84 PC Today Online 

PC Today Makes A Great Gift 



Previews & Reviews: 

Whether you're on the lookout for new hardware or you're just 
curious about what's coming to computer store shelves near you, 
take a look at our previews of imminent items. Right after that, 
check out our latest software reviews, including this month's 
head-to-head challenge. 

Hardware 

86 The Hardware Scene 

A Look At New & Upcoming Arrivals 



Creative Zen Micro 
Dell Dimension 4700C 
Fujitsu LifeBook T4000 
HP OfficeJet 7410 
ILYSIimDVDup 
LGGSA-4160B DVD Drive 
SanDisk Photo Album 
Sharp Actius MP30 
Sony DVDirect 
ViewSonic CW2403 Wireless 
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File Organizers 

Programs That Help You Avoid Clutter 

Software Reviews 

Jasc Paint Shop Pro Studio 1.0 
CyberLink Power2Go 4 
Allume Systems Internet Cleanup 4.0 
Jasc Paint Shop Pro 9 
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Windows System Maintenance Tools Go Beyond The Basics 
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It's 5:01 and the workday is done. If you're ready 
to get more entertainment value out of your PC, 
this section is just for you. 
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Solve CD & DVD Problems 
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A Look At What's New In PC Gaming 
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Every latte needs some froth. To top off this issue, here's our monthly blend of fun facts, 
statistics, and trivia. 
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Fingerprint Reader Keeps Passwords Secure 

It might resemble a scene out of a futuristic sci-fi thriller, 
but it's happening now. A computer user sits down at his PC, 
touches an oval-shaped fingerprint recognition pad on his key- 
board, and logs onto his favorite password-protected Web sites 
without entering a single character. 

The device, Microsoft's Optical Desktop with Fingerprint 
Reader, automates system and Web site logins. With it, you 
will not need to choose between remembering a dozen or more 
passwords and letting Web sites store data, which can compro- 
mise cookies on your PC. 

The $105 bundle includes a specialized, wired keyboard that 
also offers user-definable multimedia and program launch 
controls, a wireless mouse from the upper range of Microsoft's 
line, and Digital Persona's fingerprint recognition software. 
Hardware installation is simple (you'll need two USB [Universal 
Serial Bus] ports), but software training /data entry will take 
some time, especially if you have numerous passwords. 

Nevertheless, the training process is simple, straightforward, 
and fun. (There's something really nifty about running that fin- 
gerprint-identification dialog box.) Once you have the device up 
and running, a simple touch of your fingertip on the sensor pad 
will bring up a dialog box. From it you can select any of the Web 



sites you have previously registered, and Windows will navigate 
to the site and supply the passwords and usernames you have 
provided. Sci-fi buffs will love the special effects, too. Microsoft 
has tricked out the reader with a blinking LED (light-emitting 
diode) and high-tech sounds that let you know your fingerprint 
passes muster. I 




Microsoft's new Optical Desktop with Fingerprint Reader 
provides you with a fingerprint-recognition touchpad that confirms 
your identity and lets you log onto your favorite Web sites without 
having to provide passwords and usernames. 



Batter Up! 

Beginning this season, baseball fans can catch all the Major 
League Baseball action live on satellite radio for less than $10 
per month. According to Washington-based XM Satellite Radio 
Holdings, MLB signed an 11-year, $650 million deal with XM. 
"This is the crown jewel, the deal that we've been waiting for," 
said Hugh Panero, chief executive for XM 
Satellite Radio. "Major League Baseball 
is America's national pastime and 
a natural fit with XM. Baseball 



SATE 

RADi 




XAA 



is also a sport ideally suited 
for radio, given its natural 
pace and the ability to vividly 
describe each play." 

Under the agreement, XM 
Satellite will become the official 
satellite radio of MLB. The network will 
have the rights to use the MLB logo and the brands of its 30 
affiliated teams. XM Satellite will broadcast all games live and 
will develop specific programming that highlights the league, 




its teams, and personalities. In addition, XM Satellite plans 
to create a MLB radio channel that features original content 
and classic games. 

XM is aggressively pursuing other deals it perceives will 
attract loyal listeners willing to pay the $9.99 monthly subscrip- 
tion fee (which covers not only MLB, but also all other regular 
programming). Recently, XM Satellite Radio inked a 
deal with controversial radio shock-jock team 
Opie & Anthony. (Listeners must pay an addi- 
■ ■ |jr tional $1.99 monthly fee to receive Opie & 

^ Anthony feed.) I 



XM Satellite Radio will pay Major League Baseball $650 
million over 1 1 years for the right to broadcast MLB 
games, use the MLB logo, and develop related content. 
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Pirates Of PC Land 

Most PC users know about the ongoing fight by Microsoft 
and other software companies to halt software piracy. 
However, despite that knowledge and the fact that 89% of 
business professionals see piracy as a risk no business can 
afford to take (according to Ipsos Public Affairs), piracy 
continues unabated. 

According to the BSA (Business Software Alliance), an 
advocacy group formed to fight software piracy, 23% of the 
software in the United States is pirated. Globally the figure is 
closer to 40%. New research from Ipsos Public Affairs confirms 
those statistics. Of 1,500 business professionals Ipsos Public 
Affairs surveyed in a broad range of industries, 23% report 
using unlicensed commercial software in the workplace. 

The BSA is taking an increasingly aggressive stance against 
software piracy, collecting more than $2.2 million in a recent out- 
of-court settlement with 25 corporations engaged in the use of 
pirated software. This represents an attitude shift from previous 
years when the BSA and other antipiracy activists primarily tar- 
geted the pirates themselves rather than their customers. 

"The Ipsos survey reveals a disconnect between what people 
know is right and what they do," said Bob Kruger, vice presi- 
dent of enforcement for BSA. "Businesses are aware of the risk 



of copying software, but . . . many fail to put into place policies 
and practices that prevent the problem from occurring." 

Cheaper hardware? Microsoft CEO Steve Ballmer, a leading 
proponent of the fight to end software piracy, has a novel solution 
to the problem: Make PCs so inexpensive ($100 or less) that users 
worldwide can afford to purchase the software that runs on them. 

"The biggest problem we have right now is that people who 
should be paying for software aren't," Ballmer told an audience 
of technology executives at a recent Florida industry conference. 
"There has to be ... a $100 computer to go down-market in 
some of these countries. We have to engineer (PCs) to be lighter 
and cheaper," he said. 

Within hours of his pronouncement, Internet bloggers were 
having a field day with Ballmer's suggestion. Many said Ballmer's 
concept reflected a belief that other companies should take a mon- 
etary hit to protect the Windows market but that Microsoft's li- 
censing fees are justified. "Ballmer, wake up!" noted one blogger. 

Microsoft has taken steps to reduce the price of Windows, 
but only for entry-level PCs in technologically underdeveloped 
countries where piracy is rampant. Ironically, PC users can 
build a $100 PC right now, but it will not have the power to run 
Windows. It will, however, run Linux. I 
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Community Mentors Demystify Web Design 

In an effort to help new and intermediate Web designers and 
developers, a group of Web design and development profes- 
sionals are acting as unpaid, online mentors. The mentoring site 
is a component of HTML Goodies (www.htmlgoodies.com), a 
Web development resource site and online community. HTML 
Goodies already posts numerous articles and FAQ pages that 
cover many common topics and questions regarding Web design 
and development. However, the mentoring resource, accessible 
at www.htmlgoodies.com/mentors, lets budding designers and 
developers ask questions directly to Web professionals. 

When submitting a question, you must compose the question in 
plain text and, if it relates to a coding error, submit the actual code. 
The site also asks submitters to research their question using 
HTML Goodies' online support pages before attempting direct 

HTML Goodies' Community Mentors site lets novice and intermediate 
Web designers and developers get person-to-person assistance with 
their Web design problems. 



correspondence. Available mentoring categories include CSS 
(Cascading Style Sheets), HTML, XML (Extensible Markup Lang 
uage), JavaScript, and other commonly used Web elements. I 




Community Mentors 
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Paris Straddles The OS Fence; Singapore Opens The 

After much public discussion and media coverage, the Paris 
government has decided it wants Linux, but not all at once. A 
Paris City Hall spokesperson announced that local government 
offices will be moving to "break the dependence on software 
suppliers with de facto monopolies" by gradually opening its 
systems to Linux suppliers. However, the representative said 
the city would not switch its 15,000-plus desktops to Linux 
en masse. According to the statement, French consulting firm 
Unilog SA conducted an independent study in which it deter- 
mined the switch would not save money or improve service. 

French officials report Microsoft reduced its licensing fees by 
60% to avert a wholesale migration to Linux and other open 
source software. Under its current plan, the city will spend 160 
million euro ($197 million) updating outdated PC networks, 
servers, and software over the next three years. The city will 
make determinations regarding which systems will run what 
OS as the project progresses, with the city giving consideration 
to interoperability among the various desktops. 

Paris joins other European governments (including Vienna 
and Berlin) that are considering Linux but not fully committed. 
However, Linux has made substantial inroads in Europe as of 



Door To Open Source 

late. Munich, Lower Saxony (Germany), Denmark, and Bergen 
(Norway) all have governmental entities that are adopting some 
form of open source software. 

In a separate announcement, the Singapore government will 
become the latest Asian nation to make a move toward open 
source. The Defense Ministry has announced it will be embracing 
Linux-based office productivity suite OpenOffice as an option for 
its 20,000 desktops rather than updating its obsolete Microsoft 
Office 97 installations. However, it will give users the choice of 
continuing to use their existing 
copies of Office 97. The move is 
significant for Linux proponents 
because of its size. By comparison, 
Munich, which has become the 
much-touted poster child for 
Linux migrations, runs on only 
14,000 desktops. I 



Paris is the latest European city to 
take a cautious, but favorable, stance 
regarding Linux adoption. 




Bits, Bits & More Bits 

British researchers have developed an optical disc with a ca- 
pacity of 1000GB, which is equivalent to approximately 1TB of 
data. Peter Lorok and his colleagues at London's Imperial College 
attained this capacity (which is more than 10 times the data of the 
largest DVD [8.5GB]), by squeezing 10 bits of information into 



each microscopic pit on the disc. Conventional CDs and DVDs 
store only 1 bit of data per disc. The double-sided, dual-layer disc, 
called the Multiplexed Optical Data Storage disc, holds 472 hours 
of film, or approximately the entire library of episodes from the 
Fox network cartoon comedy "The Simpsons." I 



Windows XP Service Pack 2: Is It Crashing Your Party 

Months after Microsoft released WinXP SP2, more and more 
users are complaining that it is crashing their systems, reducing 
performance, and interfering with application operation; espe- 
cially Internet and email programs. Some computer users have 
not been able to install SP2 at all. 

If since installing SP2 you have noticed problems such as fre- 
quent Internet disconnects, unexpected termination of programs 
(especially those requiring network or Internet connectivity), or 
inability to perform file downloads, there is a good chance SP2 
might be the culprit. You can uninstall SP2, but few experts rec- 
ommend this drastic step because SP2 gives a substantial boost to 
WinXP's security. 

Nevertheless, a freezing, sluggish, or inoperable system is a 
poor trade for system security. Fortunately, each week more 
software firms release updates that make them SP2-compat- 
ible. (Don't forget to keep your system updated.) Finally, 
Microsoft has released a number of support articles that deal 
with SP2 problems. Go to Microsoft's Help And Support site 



In addition to the list of applications that Windows XP Service Pack 2 
"breaks," Microsoft has posted a long list of programs that experience 
operating difficulties or limited functionality under SP2. 



(support.microsoft.com) and search for these helpful articles: 
842242, 875357, and 884130. 

If you haven't installed SP2 yet and your system is fairly se- 
cure (you have firewall or antivirus protection), you may want to 
wait a little longer. At the minimum, print a copy of Microsoft's 
article on installation issues (article 885894) before you begin. I 
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Who's Monitoring The 
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Secunia's weekly security 
advisories keep you updated 
about security flaws discovered 
in various programs including 
intrusion-detection and 
prevention software. 



Monitors? 

If you are relying on your an- 
tivirus and firewall software to 
protect you from outside intru- 
sion, think again. Security re- 
searchers have discovered a 
variety of vulnerabilities in intru- 
sion-detection programs, some of 
which let invaders disable the 
programs or use them to gain ac- 
cess to a remote PC. Compound- 
ing this problem is the fact that 
Windows XP Service Pack 2 dis- 
ables or interferes with the auto- 
protection features of some 
firewalls and antivirus software. 

Recently, market leader 
Symantec (www.symantec.com) 
came under fire when Canadian 
security researcher Daniel Milisic 
discovered a flaw in the auto-pro- 
tection feature of Norton Internet 
Security 2004. According to 
Milisic, the execution of certain 
Visual Basic scripts triggers the 



error, which affects the monitoring of incoming data. However, 
security company Secunia (www.secunia.com) terms the bug "in- 
appropriate behavior" rather than "a vulnerability." The company 
reports that the flaw does not actually shut down the program, 
but rather makes the program erroneously report that the feature 
is disabled. In addition, Norton stops notifying users of suspicious 
behavior. Secunia also reports that in addition to Norton Internet 
Security 2004, Norton Internet Security 2004 Professional and 
Symantec Norton Antivirus 2004 are also likely to be vulnerable. 

Symantec is no lone wolf where security holes are concerned. 
According to security intelligence company iDEFENSE (www.ide 
fense.com), consumer antivirus products from McAfee (www 
.mcafee.com), Computer Associates (www.ca.com), Kaspersky 
Lab (www.kaspersky.com), Sophos (www.sophos.com), Eset 
(www.nod32.com), and RAV (www.ravantivirus.com) all contain 
flaws that could let someone manipulate them remotely. 

For consumer users these vulnerabilities should serve as the 
proverbial wake-up call that absolute protection may be impos- 
sible. Computer users must keep their intrusion-detection soft- 
ware updated, and they should consider using multiple, 
compatible intrusion-detection programs. Additionally, it's a 
good idea to monitor security issues, including those relating to 
your intrusion-protection software, via an independent third 
party such as Secunia. I 



Current & Upcoming OSes 



2000 

Windows 2000 
Professional 

March 2000 

Windows Me 

December 2000 

2001 

Windows XP 

October 2001 

2002 

WinXP Media 
Center Edition 

November 2002 

2003 

WinXP Tablet 
PC Edition 

February 2003 

WinXP Media 

Center 

Edition 2004 

October 2003 

WinXP Service 
Pack 2 Beta 

December 2003 

Mac OS X 10.3 

(aka Panther) 

October 2003 



Linux 2.6 

Late Dec 2003 

2004 



Windows 

Longhorn 

WinHEC 2004 

Build 4074 

May 2004 

Bill Gates Proclaims 
Diskette Dead 

May 2004 

WinXP Service 

Pack 2 

Apple Mac 

OS X 10.3.5 

August 2004 

WinXP SP2 

Q3 2004 

WinXP Media 

Center Edition 

2005 and 

Windows Media 

Player 10 

Fall 2004 

Microsoft Virtual 
Server 2005 

Late 2004 



2005 

Longhorn Desktop 
and Server Beta 

Mid-2005* 

Macintosh 
OS X 10.4 Tiger 

Mid-2005* 

2006 



WinFX, Indigo, 

Avalon available 

for WinXP and 

Windows 

Server 2003 

Before or 

concurrent with 

Long-horn release 

Longhorn Desktop 
WinFS Beta 

Second half 
of 2006* 

Windows 

98/Me Extended 

Support Ends 

June 2006 

Windows XP 

Home Extended 

Support Ends 

December 2006 



2007 

Win2000 

Professional 

Extended 

Support Ends 

March 2007 

Longhorn Server 

2007* 

2008 

Windows XP 

Professional 

Edition Extended 

Support Ends 

December 2008 

WinXP Tablet PC 

Extended Support 

Ends 

December 2008 

Windows 

Longhorn 

Server Update and 

Service Pack 

Release 

2008 or 2009 

2010+ 

Windows 
Blackcomb 

*Estimated 



Longhorn Components Available 
Early For Windows XP? 

WinXP users will not have to upgrade 
to Longhorn to experience some of 
Microsoft's advanced components. 
According to company representatives, 
WinFX (the new programming model for 
Longhorn), along with components 
Indigo (a set of .NET technologies for 
WinFX) and Avalon (the presentation 
system on which the Aero interface 
resides) will be available for WinXP and 
Windows Server 2003 sometime in 2006; 
possibly before Longhorn debuts. 
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Windows Updates You Should Consider 
For Your System 



You knew it wouldn't take long. 
Shortly after the release of Windows 
XP Service Pack 2, Microsoft released 
some updates for SP2 users. A couple of 
them, which we highlight here, are crit- 
ical for a few users who may have 
trouble installing SP2 because of what's 
currently on their system. 

If you fall into that camp, use Auto- 
matic Updates to see if your system 
needs one of these installation update 
files. Without a doubt, you'll be seeing 
more updates to SP2 in the months to 
come. But for now, you may need a patch 
or two just to get the darn thing installed. 
Find these and other Windows updates at 
windowsupdate.microsoft.com. 



a* 



WinXP 

885523 Critical Update 
For Windows XP (1.1MB). 

This update is crucial for 
anyone who has T.V. Media (a type of 
adware) installed and also is trying to 
install WinXP Service Pack 2. If that 



describes you, then you've probably en- 
countered an error message while at- 
tempting to install SP2. The warning 
contains a Stop message ("c0000135, un- 
able to locate component") and informs 
you that winsrv was not found. This is a 
result of an incompatibility problem be- 
tween SP2 and T.V. Media. 

To resolve this issue, you can do one of 
two things. One is to download and in- 
stall this update before you attempt to in- 
stall SP2 again. In fact, if you have 
Automatic Updates en- 
abled, Windows Update 
will not offer you SP2 if it 
detects T.V. Media on 
your system. Choose this 
option if you want to keep 
T.V. Media. 

Your other option is 
to uninstall T.V. Media. 
Microsoft's Knowledge 
Base contains an article 
(number 886590) that 
comes with the Adware 
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- Compress or Encryp 



The update described in 
Knowledge Base article 873376 
fixes a flaw with the file and 
folder compression utility 
found in Windows XP SP1. 



T.V. Media Removal Tool. Alternately, 
the Knowledge Base article accompa- 
nying this update outlines step-by-step 
instructions for removing T.V. Media 
through your Registry. 

885626 Critical Update For Windows 
XP (469KB). Like the previous update, 
this file is crucial for a limited number 
of users who may experience problems 
while trying to install SP2. If your 
system contains an Intel Pentium 4 
or Intel Celeron D processor based on 
the Prescott C-0 processor stepping, 
and if your system uses an older, 
unsupported version of BIOS (Basic 
Input/ Output System), then one option 
is to install this update before you at- 
tempt to install SP2 again. (Prescott is 
the code name for a line of semicon- 
ductor chips manufactured by Intel.) 
Or, you could obtain an updated ver- 
sion of your BIOS from your system or 
processor manufacturer. 

885884 Critical Update For Office XP 
On Windows XP Service Pack 2 
(4.3MB). In last month's "Windows 
Update Tracker" (page 15), we told you 
about update 833987, which fixes a flaw 
in the way WinXP handles JPEGs (Joint 
Photographic Experts Group files). The 
flaw results in a buffer overrun, which 
in turn leaves WinXP users vulnerable to 
a remotely executed attack. 

This update to that patch is just for 
those running WinXP SP2. Although the 
previous file may appear as if it in- 
stalled properly, Microsoft warns that 
it's possible that the update did not, in 
fact, finish the complete installation. So 
download and install this file just to 
make sure you've eliminated the buffer 
overrun problem associated with JPEGs. 
873376 Security Up- 
date For Windows XP 
(474KB). With many good 
compression programs on 
the market, you may 
not realize that Windows 
sports its own file and 
folder compression util- 
ity. Right-click a folder 
icon and this compression 
option should appear in 
the pop-up menu. If 
you've installed another 



Details | 



J_ 



14 January 2005 / www.pctoday.com 



N« 



e^^iew^^Expej^Axivice s^rf 




compression program, the name of that 
application will appear on the menu in- 
stead, so you'll have to click Properties, 
General, and Advanced to access 
Compressed Folders. 

Unfortunately, this handy feature con- 
tains a flaw due to a buffer overrun that 
occurs when it deals with certain types of 
zipped files. An attacker who success- 
fully exploited this vulnerability through 
a Web site or email could gain complete 
control of the victim's system. This up- 
date for WinXP SP1 users changes the 
way Compressed Folders validates the 
length of a message before it sends it 
along to the appropriate buffer. 

873369 Update Rollup 1 For 
Windows XP Media Center Edition 
2005 With HDTV Support (9.5MB). 
This recommended update improves 
the overall performance of Media 
Center 2005 and fixes several specific 
problems found in this operating 
system. First, it corrects the synchro- 
nization problem between audio and 
video components when users watch 
live or recorded TV under certain condi- 
tions. Second, it resolves a problem with 
the extender device failing to work 
when users attempt to access expired 
media content. (After you install this 
update, you may still notice an error 
message when you use the extender de- 
vice to watch this type of content, but 
the device will work.) Third, it fixes the 
error or nonresponsive state that occurs 
when both NTSC tuner streams are in 
use and you try to switch channels in 
the program guide. 

In addition to these and other im- 
provements, the U.S. version of this up- 
date contains HDTV support for Media 
Center 2005. 

Win2000/XP 

841356 Security Up- 
date For Windows 
(4.2MB). You don't 
think much about the 
icons and shortcuts on your Desktop, and 
you certainly don't worry about their reli- 
ability. However, even the technology 
that powers the use of these items — the 
Windows shell — has flaws that can make 
you vulnerable to malicious attacks. In 




fact, if an attacker enticed you to visit a 
specially designed Web site, he could ac- 
cess your system and gain the same ad- 
ministrative privileges you enjoy. 

This critical update, for Win2000/XP 
users who have not installed SP2 yet, ad- 
dresses the problem of unchecked 
buffers that occur when the shell is at 
work. With this update installed, the 
Windows shell changes the way it vali- 
dates a message before passing it along 
to the buffer. 



TatalVelocity.com 




■■■ 



One of Total Velocity's adware products, 
T.V. Media, has a compatibility problem 
with Windows XP SP2 that may prevent 
users from installing the service pack. 

In addition, this update includes two 
other security-related modifications for 
WinXP/Server 2003. First, it ensures that 
the shell protocol won't automatically 
launch programs with certain file name 
extension mappings when handling po- 
tentially harmful requests. In addition, it 
prevents the shell protocol from refer- 
encing files. Both of these changes con- 
form to the default standards found in 
the SP2 version of Windows shell. 

840987 Security Update For Win- 
dows (5.8MB). Though Microsoft labels 
this a critical update for Win2000/XP 
SP1 users, of the four vulnerabilities it 
corrects only one can be exploited re- 
motely, thereby greatly reducing the 
threat. Nonetheless, it's best to install 
this update as soon as possible. 

Both the window management and 
VDM (Virtual DOS Machine) vulnerabili- 
ties run the risk of having a locally 
logged-on user attack the system and 
gain complete control of it. An attacker 
could launch a specially designed pro- 
gram to exploit the flaw in window man- 
agement APIs (application program 
interfaces) that allows an application to 



alter properties in other applications, 
even if the latter programs are running at 
a higher level of privilege. And because 
of a flawed component that works with 
the VDM subsystem, an attacker could 
get access to a system's kernel memory. 

The third vulnerability, like the pre- 
vious two, can only be exploited locally. 
The system kernel does not correctly 
reset some values. Therefore, an attacker 
who uses a specially crafted program 
could use this flaw to suspend and 
restart the system. 

Finally, an unchecked buffer results 
because of the manner in which the 
graphics rendering engine handles 
WMF (Windows Metafile Format) and 
EMF (Enhanced Meta File) image files. 
Thus, running any program that dis- 
plays these types of files puts the user at 
risk. An attacker could exploit this vul- 
nerability remotely by enticing a user to 
click a link on a Web site or within an 
HTML email message to view specially 
made image files. 

All Versions ^8} *\ I J* 1 

834707 Cumulative Security Update 
For Internet Explorer (size varies). Of 

the seven security vulnerabilities this up- 
date addresses, only one applies to users 
of WinXP SP2. Still, Microsoft regards 
this as an important /critical update for 
all users of IE 5.01 SP3 and above. 

That one flaw is a drag-and-drop 
vulnerability caused by improper vali- 
dation of DHTML (dynamic HTML) 
events. This could allow an attacker to 
place code on a victim's system through 
clicking a link either in an HTML-based 
email or on a Web site. Then, just by 
restarting the system, the victim would 
accidentally launch the malicious code 
and give the attacker the same level of 
privileges he has. 

In addition to correcting the way IE 
validates drag-and-drop events, this 
update fixes several other vulnerabili- 
ties and provides an assortment of se- 
curity and functional improvements to 
the browser, pct 

by Rachel Derowitsch 
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Scot's Take 



Commentary by Scot Finnie 



Solve Windows 

Problems On 

Your Own 



■ 'm going to let you in on a 



little secret. The experts out 
there who offer help to Win- 
dows users from magazines, 
newsletters, Web sites, blogs, 
Web forums, and newsgroups 
don't possess anything that 
you also don't have. You not 
only possess everything you need to 
diagnose your own Windows prob- 
lems, but you are also actually the best 
person to carry it out. All you lack is a tool 
that shows that you have the fortitude to take on 
the challenge of figuring this out on your 
own. But here it is, the Microsoft 
Knowledge Base Advanced 
Search, available on Micro- 
soft's Web site: www.sup 
port.microsoft.com 
/search/?adv=l. 

The Microsoft 
Knowledge Base is a 
Web-based tech sup- 
port database posted 
on the Internet that's 
free for all to use. When- 
ever Microsoft identifies a 
problem with Windows (or 
any of its software products), it 
creates a new Knowledge Base ar- 
ticle that identifies the problem, what prod- 
ucts it applies to, describes the symptoms, and offers 
any fix it knows of. 

Why You? 

You may be thinking, Why me? Why do I have to 
deal with this big problem on my Windows PC? 
Well, no one is immune. Sooner or later, even the 
savviest Windows user runs into a hassle, even with 
Microsoft's best OS, Windows XP. In fact, there are 



literally thousands of known problems with WinXP. 
Thankfully, Microsoft is pretty good about owning up 
to trouble spots in its software within its Knowledge 
Base. The trick is knowing how to search this huge pile 
of data to find your problem. 

If you take nothing else away from this article, take 
this piece of advice. Context is key. The No. 1 thing 
people do wrong when facing a software predicament 
is that they don't take the time to dispassionately 
record the setting and symptoms of the trouble. What 
was your computer doing when the problem struck? 
Record the details of the software you're working with 
and exactly what you were doing with it when the dif- 
ficulty first cropped up. 

Describe the exact symptoms in 
concrete terms of your problem. 
Take a screen shot of it 
^_^.^_ if possible. If not, write 

■ down all words ap- 

pearing on the error 
message. Try to ap- 
proach the problem 
scientifically; don't 
make assumptions 
about the cause. Don't 
describe problems poet- 
ically, like "I thought my 
computer was going to ex- 
plode!" Instead, describe the 
problem in terms of exactly what 
you see and what you hear. "It's making a 
sound like a cartoon explosion, but I don't see anything 
wrong." Just the facts, without impressions, guesses, 
suppositions, and so forth, are what will help you solve 
the problem. 

Finally, what's changed on your computer recently? 
Don't just assume that because you installed something 
new that it's the root of your problem. On the other 
hand, in thinking about possible causes, be sure to in- 
clude all recent changes to hardware and software. 
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All of these points are key for you in 
seeking help from an expert via email or 
phone. But they're equally important to 
you if you decide to take matters into 
your own hands. You have a leg up on 
the experts in diagnosing your problem- 
you've experienced it, they haven't. Trust 
me on this: Few experts out there have ex- 
perienced your exact problem. They're all 
checking the Microsoft Knowledge Base 
and other resources out there on the In- 
ternet for anyone to find with Google. 

Do It Yourself 

Once you've got an accurate summary 
of the problem in mind, visit the Micro- 
soft Knowledge Base. Start by reading the 
Advanced Search Options information 
under the Advanced Search box. The For 
field is where you type the text you're 
searching for. This word or short phrase 
should describe or name the problem you 
experienced. Use prominent words in 
error messages that describe the problem. 
If there's no error message, you'll prob- 
ably wind up trying several different 
words or word combinations. 

The most important selection you 
make on the Advanced Search page is in 
the Search Product area, the hyperlink 
that reads Specify A Product Or Version. 
When you click that link, you'll see a Web 
page that offers dozens of Microsoft prod- 
ucts and versions. If you don't select a 
specific product to search for, you'll wind 
up with a huge list of results that will take 
forever to work through. Start by making 
your search area narrow and expand it 
only if you strike out. 

So, for example, if you suspect your 
trouble is specific to WinXP, you might 
select Windows XP on the Select A Prod- 
uct page. If you suspect the problem is 
WinXP SP2, however, you can further 
narrow it. That might be the place to start, 
and you can expand out to WinXP if the 
narrower search doesn't turn up a docu- 
ment that describes a matching issue. 
(You'll need to click the More- Windows 
link on the Select A Product page to see 
the WinXP SP2 option.) You can find a 



page that lists all the products that 
Microsoft collects Knowledge Base arti- 
cles for at www.support.microsoft.com/ 
selectindex/default.aspx?target=search. 
Click the right-arrow button in the lower- 
right corner to see your results. 

That's the mechanics of the Microsoft 
KB tool. However, I think you might need 
more help with the process. Although the 
details in Microsoft KB articles are often 
extremely useful, the process of searching 
them is something of an art form. And 
there's actually a large group of third- 
party Web sites, databases, and utilities 
that are designed to make it easier to find 
things in the Knowledge Base. Although 
those have occasionally proved to be ex- 
cellent tools, Microsoft is perpetually up- 
dating, changing, and redesigning both 
the articles and the Web interface for 
them. What I've found over the years is 
that it's better to master the tool that 
Microsoft offers for this purpose than to 
rely on third-party products or services 
that may not be updated as frequently as 
Microsoft is updating. 

That means it's up to you to be diligent 
in trying several searches, possibly into 
different product areas. For each search, 
you'll have to work through the 40, 100, 
and sometimes 200 or more results (this 
is why you want to start your search in 
narrow areas). The results page gives a 
summary for each hit, and the names of 
the articles are often very descriptive. As a 
result, you don't have to click into every 
single article. You can usually scan the re- 
sults, and often you'll know within the 
first 20 results or so whether you're on the 
right track with a given search term or 
phrase. The results also give you ideas 
about other search strings you can try. 

Trial and error is an important aspect 
of this process. Be patient and persistent. 
Keep thinking about new ways to de- 
scribe the problem if you're not successful 
at first. Also, click all KB articles that 
sound similar, even if they're not exactly 
the same. Very often Microsoft links to ar- 
ticles from other articles when problems 
and solutions are related. The reverse is 



also true: Don't lock onto the advice given 
in a KB article unless it truly matches the 
problem you're having. Unless you're 
positive you've found the exact problem 
in a specific KB article, keep searching, 
but bookmark all related or possible 
matches as you go so you can come back 
to them and review them later. 

Another Resource 

While there's no guarantee the Mi- 
crosoft Knowledge Base charts every 
Win-dows shortcoming, it's still in 
most cases your best bet. But there's 
another Microsoft-related resource you 
should know about. The company has 
an interesting program that recognizes 
people who are extremely knowledge- 
able about Microsoft products and 
technology (and who are not Microsoft 
employees) with the "MVP" designa- 
tion. MVP stands for Most Valu- 
able Professional. Microsoft MVPs 
are named every year, and there's a 
very long list of them. Many of them 
are extremely generous with their 
time in helping people with prob- 
lems. And some of their Web sites are 
rich with information about Windows 
problems and customization. You can 
find out more about Microsoft MVPs 
at www.mvps.org. 

Several past and present Microsoft 
MVPs have Web sites that are especially 
worthy of your attention. A few of my 
favorites are James A. Eshelman, Kelly 
Theriot, Doug Knox, and James M. Fisher. 
Here are their Web sites. 

• Windows Support Center-James A. 
Eshelman (www.aumha.org) 

• Kelly's Korner-Kelly Theriot 
(www.kellys-korner.com) 

• Doug's Windows Tweaks and Tips- 
Doug Knox (www.dougknox.com) 

• James M. Fisher (jmfmvps.mvps.org) 

There are also many other excellent 
Windows help sites out there. My news- 
letter's Link Of The Week Awards page 
lists some of the very best: 

www.scotsnewsletter.com/links.htm I 




Windows Warfare 



Commentary by Christian Perry 



Never Neglect Your 
Outbound Security 



Admit it: You thought 
E.T. was cute when he 
phoned home. But when it 
comes to computers, phoning 
home often takes on a far 
more insidious nature that's 
neither cute nor particularly 
respectful of your privacy. 

Right beneath your nose, 
many programs constantly 
connect to remote sites when 
your Internet connection is active, 
for reasons varying from checking for 
updates to collecting information about 
the use of the product. Unless you have utili- 
ties in place to detect these connections, you'll 
never know if or when they are phoning home. 

Before we take a closer look at this activity, let's 
make some distinctions between this type of "phoning 
home" and the concept of spyware. 

Spyware developers rely specifically on their pro- 
grams to collect data from your computer, and this 
transfer of information is typically performed 
without your knowledge (hence the "spy" in spy- 
ware). But you've probably heard of spyware by now; 
in fact, chances are good you take active measures to 
avoid installing it. 

Unfortunately, the secret data transfer from your 
computer isn't limited just to programs officially 
deemed spyware. Plenty of seemingly legitimate appli- 
cations try to access the Internet without your knowl- 
edge to transfer information, and even if the 
applications are simply checking for program updates, 
it's still not a comforting thought that connections are 
occurring behind your back. After all, if Program A can 
secretly connect to the Internet anytime it pleases, 
what's to stop Programs B, C, and D from connecting? 
Even worse, Program D might be a Trojan horse that's 
sending passwords, financial data, and other informa- 
tion instead of harmless requests for program updates. 
Unless you have no Internet access, it's practically 
impossible to avoid programs trying to phone home to 




their developers or elsewhere. As a result, you should 
take an active role in monitoring every instance of out- 
bound access so you know exactly what's happening 
and when. The easiest way to do this is to use a free 
software firewall that lets you control application ac- 
cess rights, such as Sygate Personal Firewall 
(www.sygate.com), ZoneAlarm (www.zonelabs.com), 
or Kerio Personal Firewall (www.kerio.com). 

Note that if you're using a router for your home net- 
work, you might already have a firewall in place. 
Although router-based firewalls can do a great job of 
stopping malicious content from entering your network, 
many of them (particularly those using NAT, or 
Network Address Translation) allow any application to 
connect outwardly with no restrictions. Because so 
many of today's programs include code that instructs 
them to connect to remote locations, a firewall with no 
outbound configuration options is simply not sufficient. 

Sound Outbound 

Using Sygate Personal Firewall as an example, let's 
take a look at how you can monitor programs trying 
to access the Internet and stop them if necessary. (If 
you use or plan on using a different software firewall, 
you'll find similar options in your program of choice.) 
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After you install Sygate, it won't be long 
before the firewall alerts you to an out- 
bound connection. At first, most of these 
alerts will reflect activity by programs 
you expect to access the Internet, such as 
Internet Explorer, Outlook Express, 
Winamp, and other Net-centric pro- 
grams. For example, if you try to open 
an online music stream in Winamp, 
Sygate will display a pop-up window 
that asks, "Winamp (Winamp.exe) is 
trying to connect to (IP address) using 
remote port 80 (HTTP-World Wide 
Web). Do you want to allow this pro- 
gram to access the network?" 

If you initiated the outbound action 
and know the destination is safe, you can 
click Yes to allow the action, and if you 
want Sygate to remember your answer, 
click the Remember My Answer box be- 
fore clicking Yes. By following this proce- 
dure for other applications you use to 
access online content (including your 
browser and email client), you'll train the 
firewall to understand what it should 
allow or disallow without asking you. 

When the firewall is installed and ac- 
tive, you'll also receive occasional alerts 
reflecting outbound activity that you 
didn't initiate, and this is where the signif- 
icance of outbound monitoring enters the 
picture. When you receive an alert about 
such activity, take some time to investi- 
gate both the program and what it might 
be trying to transfer. In Sygate, you can 
obtain more information about the con- 
nection by clicking Details on the alert 
window. Sygate will then return more in- 
formation about the program that's trying 
to access the Internet, including where it 
resides on your hard drive (the file path), 
the protocol it's using, the port it's trying 
to access, and more technical details. The 
file path is especially useful because some 
programs use cryptic-sounding names 
that are difficult to decipher by glancing 
at the name alone. When you look at 
the file path, you can obtain hints that 
might clue you in to what the program 
is and what it might be doing. For 
instance, Avgcc32.exe resides in C:\ 



PROGRAMFILES\GRISOFT\AVG6, 
which is the folder for the AVG antivirus 
program. So when Sygate alerts you 
that Avgcc32.exe is trying to connect 
to the Internet, chances are pretty good 
that AVG is trying to look for up- 
dated virus definitions. 

But in some cases, you won't recognize 
either the program name or the file path, 
which is often the case with Windows 
components. If this happens, do not allow 
the program to access the Internet until 
you can verify its identity. One of the eas- 
iest methods for identification is to simply 
search for the program name on Google 
Groups (www.groups.google.com), 
where other people likely encountered the 
same firewall alert and started threads 
asking about the program. Here you can 
usually discover what the program is and 
whether you should allow or disallow ac- 
cess. If you can't find the answer on 
Google Groups, run a Web search on 
Google or another search engine. 

Regarding program updates, it's your 
choice whether you want programs to 
phone home on their own. But keep in 
mind that many products allow manual 
download and installation of updates, so 
if you're responsible enough to check for 
updates regularly, that might be a better 
choice in the interest of keeping your net- 
work under tight control. Two exceptions 
here are Windows and antivirus pro- 
grams, which need such regular updating 
that you're better off keeping them config- 
ured for automatic updates (or at least no- 
tification of new updates). 

Good, But Good Enough? 

Using a software firewall to monitor 
outbound connections not only can help 
protect you from malicious programs 
but also from well-known programs 
using your Internet connection to per- 
form tasks without your knowledge. 
Although many programs aren't doing 
anything necessarily harmful when they 
connect online, secretly using a network 
connection is never admirable, and you 
have the right to retain all power over 



what can or cannot connect into or out 
of your network. 

Yet security remains a constant task. 
Even with a software firewall, you're still 
at risk for unauthorized outbound con- 
nections because these firewalls don't 
catch every known connection. Further, 
someone with physical access to your 
computer can modify your firewall set- 
tings to allow malicious outbound con- 
nections. Sophisticated blended threats 
can even disable your firewall, allowing 
full outbound access, or hijack legitimate 
programs to fool your firewall into 
granting access to programs it allowed to 
connect in the past. 

Of course, no one wants to spend all 
day monitoring his or her security, either. 
But like most other aspects of computer 
security, if you want to take an extra step, 
there's usually an extra step available. 
Such is the case here. To add another 
set of eyes to your outbound moni- 
toring, download and use Active Ports 
(www.protect-me.com/freeware.html), a 
free port-monitoring tool that shows you 
all the currently open TCP (Transmis- 
sion Control Protocol) and UDP (User 
Datagram Protocol) ports on your com- 
puter and what processes are using those 
ports. Although Active Ports won't stop 
any connections, it'll paint an efficient 
picture of network activity. 

Security isn't just about protecting 
yourself from threats that can damage 
your computer and steal your valuable 
data. It also entails retaining control over 
and protecting everything that belongs 
to you, including both your comput- 
er and your Internet connection. De- 
velopers aren't paying you for the use of 
your Internet connection to make their 
programs more efficient, though this ac- 
tivity wouldn't be so annoying if you 
were made aware of it before it oc- 
curred. Sure, you'll benefit from some 
background connections (such as the 
aforementioned antivirus programs and 
Windows), but overall, you'll boost your 
security by monitoring all outbound 
activity, good and bad. I 
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Do It Yourself & 
Make A Difference 

M 



ost of the news about 
I movers and shakers in 
the PC world is news about cor- 
porations: Microsoft, IBM, Dell, 
and Sony, for example. This 
shouldn't come as a surprise be- 
cause it's corporate endeavors 
that created the PC industry as 
we know it. 

What's surprising is how so 
much of the real fire in the bel- 
ly of the PC world, especially in 
software, is the product of indepen- 
dent, do-it-yourselfer types. This DIY 
(Do-It- Yourself) ethic is incredibly pow- 
erful. Through this credo, people can bring 
things into existence that might not otherwise 
come to be because some company wouldn't think it 
was worth throwing money at. Even more surprising is 
the scope of these projects, which to most people would 
require some kind of corporate support to get running. 

Three Big Things 

So what kinds of things are people coming up with 
on their own? Here are three current examples. 

Livejournal (www.livejournal.com) is an open- 
source blogging and community-creation system that 
hundreds of thousands of people worldwide use. With 
Livejournal you can create online diaries that everyone 
or a select audience (such as other people with Live- 
Journal accounts) can read , or you can create commu- 
nities for discussing specific topics. Originally, the only 
way to get a Livejournal account was to have an ex- 
isting user invite you, something vaguely similar to 
Google's Gmail invitation process, but now you can 
create accounts for free (with certain features dis- 
abled), or you can pay a nominal yearly fee for full 
access. This tiered approach is common to many DIY 
endeavors: Because the entire thing is done in a very 
lean-and-mean fashion, paying users support the pro- 
ject quite easily. 

Wikipedia (www.wikipedia.org) is even more ambi- 
tious: It is a free encyclopedia, available on the Web. 
Detailed up-to-date entries on many subjects exist on 



the Wikipedia site, and many more are added daily. 
The entire site is freely accessible, and anyone can con- 
tribute or edit articles as they see fit. Because the project 
is a joint effort, no one person's contributions are 
bylined, and a staff of volunteers and overseers make 
sure that obviously incorrect information or vandalism 
are kept out of the system. Wikipedia is kept running 
thanks to the generous donations from many who find 
the site useful. I know I do, and I've taken the time out 
to contribute several detailed articles on Japanese 
cinema (one of my hobbies). 

Bram Cohen's BitTorrent (bittorrent.com) is a file 
sharing system, but it is not intended as a replacement 
for the Kazaas and eMules of the world. BitTorrent lets 
people download files from other people who 
already have those files. The beauty of this system is 
that the more people use it, the better it gets: Everyone 
who downloads information is also uploading informa- 
tion to other people, thereby increasing the total avail- 
ability and download speed of files in BitTorrent. Many 
authors of Linux distributions use BitTorrent to publish 
the ISO disk image files used to create installation CDs. 
This takes a good deal of the load off the dozens of 
mirror servers that normally publish ISOs. Because the 
BitTorrent spec and source code are totally open, 
anyone can write their own BitTorrent client or server, 
and many people have. 
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Wikipedia is one of many independent pro- 
jects in the computer world that seemed im- 
possible to pull off without corporate funding. 

Just Do It, Because It's Yours 

You've probably noticed that all three 
of these projects are not only DIY efforts, 
but they are free to use and have open- 
source code. Those aren't exclusive hall- 
marks of DIY work, but they seem to go 
hand-in-hand with that kind of work. The 
most important thing, of course, is the 
impetus: One guy, or a couple of guys, 
put their heads together and came up 
with these things on their own. Not only 
that, but they stayed true to their original 
aims and kept the project independent. 
They still own the whole enchilada. 

This motivation, "Just Do It," to quote 
the Nike ads, has been with the world of 
personal computing since the beginning. 
At first, there was no commercial soft- 
ware, not even from the makers of the 
computers themselves, and no support 
networks except for a few magazines and 
impromptu in-person clubs. It was a step 
up for people to be able to buy software 
in baggies and learn about it via word of 
mouth. But people sat down and tore 
into the new world of personal com- 
puting, as opposed to corporate or acad- 
emic, and came up with things that the 
designers of the machines themselves 
had never envisioned. 

After more commercially upscale PCs 
(such as the Apple I and II, the IBM PC, or 
the Tandy/Radio Shack machines) came 
out, so did more commercially produced 



software to go with it. The DIY impulse 
went with it, too, and big companies were 
no longer writing some of the most im- 
portant and valuable programs for PCs. 
The concept of shareware, for instance, 
wouldn't exist without a DIY motive 
behind it, and without that, some pro- 
grams might never have existed. (And at 
a considerable loss for all of us.) Phil 
Katz's independently created and freely 
traded PKZIP, for instance, became the 
most widely used and recognized file 
compression program for DOS and 
Windows. Now imagine a world without 
compressed files. Scary, right? 

The entire concept of shareware comes 
out of the DIY ethic: If no one else will do 
it, why not do it on your own? And if you 
can do it yourself, why not help others to 
do the same thanks to you? Not everyone 
is motivated by promises of money, 
amazingly; sometimes it's just easier to 
give something away than it is to try and 
sell it, especially if you're the only one 
responsible for it. 

Against All Odds 

One of the reasons I believe the DIY 
ethic is so important is because it stands 
in stark contrast to the way the rest of the 
computer world is going. We are headed 
into an age where software patents and 
stiff controls over intellectual property 
may become the norm, where the free- 
wheeling experimentalism of the first 
age of the PC may simply cease to exist 
on all levels. The very idea of free soft- 
ware, and do-it-yourself software along 
with it, is starting to come under fire. 
Giving something away for free? Why, 
that's downright un-American! (Or at 
least anticapitalist.) 

What I find most chilling is the idea 
that people will assume the only way to 
really do anything significant in the PC 
world is by pledging allegiance to a cor- 
porate sponsor. I don't think most people 
believe this now, but if software patenting 
and corporate strictures over the way 
things work in the PC world take hold, 
what will it be like in 30 years? A good 



deal of the openness we now take for 
granted — being able to just download a 
free FTP client and use that, for instance — 
would vanish. Perhaps not overnight, but 
slowly and by inches, and the DIY pro- 
grammers and hobbyists would be the 
first to feel the pain. 

Personal computing has had a mas- 
sive social impact, at least as big as the 
invention of the automobile or the tele- 
phone. Like its cousin the Internet, per- 
sonal computing has been an enabler. It 
lets people do things, on their own and 
with others, that simply weren't possible 
before. It comes as no surprise that some 
countries censor and restrict Internet 
access or make it a crime to own a com- 
puter without government permission. 
They don't want people doing things 
for themselves, whether it be accessing 
information or creating tools that allow 
people to share that information. 

There should be a place in any open so- 
ciety for someone to simply sit down, 
start coding, and create something that 
can succeed on its own without coming 
under fire for not being part of something 
bigger. If you write a program that is suc- 
cessful on its own and someone offers 
to buy it from you, the only thing that 
should stop you from doing so (or compel 
you to do so) is your own conscience. 

It's still possible for one guy at his 
keyboard to make a difference. And 
that's the way it should be. I 




BitTorrent, a free Web-based file distribution 
system, is another example of what individuals 
can do with a big idea and little money. 



PC Today /January 2005 21 




Roadside Assistance 



Commentary by Dave Methvin 



Cookie Paranoia 
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most) of you have become 
familiar with the spyware 
problem and started using 
free programs such as Ad- 
Aware (www.lavasoftusa 
.com) or Spybot Search & 
Destroy (www. safer-net 
working.org) to keep your 
systems clean. One side effect 
I've seen from the growing 
awareness of spyware is a 
rise in concern about cookies. 
Cookies are very different from 
spyware; in most cases they aren't 
something you need to worry too much 
about, and few people need the extra 
complexity of cookie manager software to 
take care of them. 

Keep Track Of Things 

All browsers support cookies as a way for Web sites 
to keep track of a specific computer that is requesting 
pages. The term "keep track" often worries people be- 
cause they don't want to be tracked. But think 
about the kind of things that a Web site 
might legitimately need to know. If 
you go to a shopping site, you would 
want the site to keep track of the 
items youVe added to the shopping 
cart while you're there. That is usu- 
ally done with a cookie. If you visit a 
site that is a members-only site, it 
needs to know you are a member, and 
often that information would be held in a 
cookie. Perhaps you like the convenience 
of having the site remember your login 
information so you don't have to retype 
it each time you visit the site. That is 
cookie territory, too. 

Browsers allow two different types of 
cookies. A session cookie only stays around 
during a particular visit to a Web site; the browser 
usually removes session cookies when you close the 
browser. In contrast, permanent cookies can stay 



around essentially forever. Cookies only are accessible 
by the site that set them, so your Amazon.com 
(www.amazon.com) cookie can't be picked off by 
Barnesandnoble.com (www.bn.com) to figure out what 
you bought. In most cases, the contents of a cookie only 
make sense to the site that set it anyway. It might be, 
for example, your customer number in their database 
that wouldn't be relevant in any other site. 

The Web site that sets a permanent cookie can also 
tell the browser a particular time it would like the 
cookie to expire, which can be an hour from now, a 
week, or several years. Incidentally, one reason per- 
manent cookies may stop working is because the PC's 
clock is incorrectly set far ahead into the future; 
the cookie isn't set because the browser thinks it's 
already expired. 
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Several spyware cleaners detect a par- 
ticular type of permanent cookie called 
the tracking cookie. These are often used 
for general banner advertising networks. 
When used for banner advertising, the 
cookie can keep track of which ads 
youVe seen. The advertiser uses this, for 
example, to ensure that you receive a va- 
riety of different ads and that you get just 
one pop-up ad when you visit a partic- 
ular site. If you block these kinds of 
cookies and visit a site that uses pop-up 
ads, you may find that you are inundated 
with pop-ups because the ad network 
thinks you are a new user on each visit to 
a page. (Of course, if you are running 
Windows XP Service Pack 2, you should 
be using the new pop-up blocker and 
won't see them anyway.) 

Another use for tracking cookies is for 
affiliate commission networks. Often 
when you click an ad on a Web site, the 
page that you go to for the ad will set a 
cookie, so that the site that displayed the 
ad to you will get credit for any sale 
within a short period of time (say one 
month). If you block the cookie, the site 
you visited will not get credit for the sale. 

Worst-Case Scenarios 

OK, all of those things sound pretty in- 
nocent. So why are people worried about 
the use of cookies, tracking cookies in 
particular? There are some scenarios 
where administrators can use a cookie, 
generally in combination with other data 
that a site collects, to build a profile on 
your computer's activities and perhaps 
even identify you personally. 

It's easiest to show by example how 
one can use cookies for evil. Let's say you 
visit the fictional Example.com, and it 
uses a third-party advertising network. 
The ad sets a permanent cookie on your 
system while you view a couple of pages, 
and then you leave. At that point the ad 
network doesn't know who you are, 
where you live, or even your email ad- 
dress. But let's say that you then visit an 
online store that uses the same ad net- 
work, and you purchase some products 



Utilities Of The Month 

Spyware Blaster & Cookie Viewer 
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know I've mentioned it before, but Spyware Blaster (www.javacoolsoftware 
.com/spywareblaster.html) is such a good example of how to do things that it re- 
ally deserves the encore. As far as cookies go, Spyware Blaster takes advantage of the 
cookie-blocking abilities that are already in the browser. Plus, there are no annoying 
prompts. Be sure to run its update feature frequently to freshen the block lists. 

Karen Kenworthy's Cookie Viewer (www.karenware.com/powertools/ptcookie 
.asp) is a great utility that tells you how to view and delete cookies. Combined with 
Spyware Blaster, Cookie Viewer gives you complete mastery over cookies. 



from that site that are shipped to your 
home. The ad network's cookie is now as- 
sociated with the store's site, as well; they 
know that computer has been to both 
sites. Now, if the store's site were to share 
your purchase information with the ad 
network, they would know who you are 
and could use their cookie to figure out 
where else you had been on the Internet. 

Although I used advertisements to set 
the cookies in that example, it would 
also be possible for the sites to use a 
Web bug to set the cookies. Those are in- 
visible images whose only purpose is to 
set the tracking cookie. Again, the termi- 
nology is often a lot more worrying than 
it should be. Many large sites use Web 
bugs as a way to count the traffic to their 
site, so their presence alone doesn't 
mean that the site is trying to pull some- 
thing over on you. 

Sounds scary, but it's difficult for any 
company to use permanent cookies as a 
reliable way to track who you are and 
where you go. You can delete cookies at 
any time, and when you do, they lose the 
association between that cookie and you 
(or more correctly, your computer). To be 
effective, the same tracking cookie needs 
to stay on your system for weeks or 
months at a time. And although this sce- 
nario is theoretically possible, I'm not 
aware of any company that is currently 
using cookies this way. 

Several forms of spyware will use an- 
other trick called cookie stuffing to put af- 
filiate cookies onto your system without 



your knowledge. If you buy any product 
from a site where spyware has stuffed a 
cookie on your system, you are unwit- 
tingly giving them money. The spyware 
maker may have also replaced a cookie 
from a legitimate ad that you clicked, 
meaning they have also cheated someone 
out of a commission. 

Reduce The Fear Factor 

You can reject most tracking cookies by 
going to the Tools menu in IE and se- 
lecting Internet Options, Privacy, and 
Advanced. Click Override Automatic 
Cookie Handling, Block (under Third- 
Party Cookies), and Always Allow Session 
Cookies. Click OK. SpywareBlaster can 
also help to block cookies from sites that 
have questionable policies. You can delete 
all your cookies occasionally if you're wor- 
ried that some have still gotten through. 
That's about all the management that most 
people will ever need for cookies. 

Finally, a pet peeve of mine: Cookies 
are not spyware! Spyware is software 
that runs on your computer. Cookies are 
not software, and they don't run on your 
computer. They are just little pieces of 
data stored by your browser. Spyware 
cleaners such as Spybot Search & 
Destroy offer you the option to remove 
tracking cookies, just as they may offer 
to remove other nonspyware items. All 
of those may compromise your privacy 
in some way — particularly if someone 
was snooping around on your PC — but 
they are not spyware. I 



Today / January i 





Alfred at alfred@pctoday.com 

Due to the volume of mail that 
he receives, he can't promise 
to answer all messages, but he 



This Old Desktop 



Commentary by Alfred Poor 
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Computer Memory 




The Windows interface 
was designed to hide all 
the complexities of your 
computer's operations, insu- 
lating you from the bits and 
bytes that make up the nuts 
and bolts of getting a PC to 
do useful or entertaining 
tasks. The graphical interface 
is more colorful and easier to 
use than the old text-based DOS 
command line. 

There's no doubt that Windows is an 
improvement over those primitive, pio- 
neer interfaces, but there are still times when 
it is handy to peer into the inner recesses of your 
computer's operations, either to troubleshoot some 
problem or to simply explore. 

Let's Get Debuggy With It 

DOS and Windows come with a utility named 
Debug.exe, which is a program that was intended for 
use by programmers to locate and correct errors in a 
computer program code. It allows you to load a pro- 
gram file into memory and then examine the program's 
instructions. This is definitely work for the propeller- 
heads, but lesser mortals can also use this same tool for 
their own advantage. 

You can also use DEBUG to examine the data that is 
already loaded into memory. Some hardware parts are 
mapped into your computer's memory; information 
from this hardware is accessed by the processor just as 
if it were memory. One primary example of this feature 
at work is the system BIOS (Basic Input/Output 
System). This is the collection of routines that the 
processor uses to boot up the operating system and to 
communicate with various hardware components. This 
information is stored in a ROM chip and gets mapped 
into the computer's memory. (ROM is much slower 
than RAM, so many older computers actually copy the 
contents of the BIOS ROM to a reserved section of 
system memory in a process called BIOS shadowing to 



improve performance. Newer versions of Windows 
typically bypass the system BIOS, and so this practice is 
not used on newer systems.) 

You can examine the contents of your computer's 
BIOS using the Debug.exe application. For the most 
part, the information is not meaningful to anyone but 
programmers, but there are some tidbits of information 
that are easily accessible and helpful. One key piece of 
information is the BIOS date. This is essential to know, 
as newer versions may resolve conflicts and errors con- 
tained in older versions. So how can you use DEBUG to 
check the BIOS date? 

First, you have to start the utility. Either boot your 
system to a DOS prompt or open a DOS window 
within Windows. Then type debug and press ENTER. 

At first, it may appear that nothing happened, but if 
you look closely, you'll see that the cursor has moved 
down a line, and a single hyphen (-) appears at the left 
side of the line as a prompt. That's your only clue that 
DEBUG is running. At this point, you can type a ques- 
tion mark (?) and press ENTER, and you'll see a list of 
all the commands available in the program. For our 
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Dial M For Music 



What drive letter is your CD drive? Want to change it to something easy to 
remember, such as M for music? Windows 95 was the first Windows ver- 
sion to make this easy to do. 

Click Start, Settings, and Control Panel. Click the System icon and then select the 
Device Manager tab. Click the plus sign (+) next to the optical drive to expand it 
and select the drive whose letter you want to change. Then choose Properties. 

On the Properties window for the drive, choose the Settings tab. At the 
bottom of the window, you'll see boxes for Start Drive Letter and End Drive 
Letter. Simply choose the letter you want to use in both boxes; Windows will only 
present the available letters. Choose OK repeatedly to close all windows and 
restart your computer. Your CD drive will now have its new letter assignment. I 



purposes, we only need to use one: D, for 
dump. This will list the contents of 
memory at a specific location. 

At the dash prompt, type D FFFF:5 L 
8 and then press ENTER. You will then 
see a line showing something similar to 
the following: 

FFFR0000 30 34 2F-31 32 2F 39 34 
04/12/94 

The command requests a dump of 
the memory starting at location 
FFFF:0005. This is an obscure ad- 
dressing system that uses two four- 
digit hexadecimal numbers to describe 
a location. The first four digits are the 
segment address, and the second four 
are the offset. The confusing part is that 
they overlap, with the segment shifted 
one place to the left. So FFFF:0005 cor- 
responds to memory location FFFF5, 
which is 1,048,565 in decimal. The same 
location could also be expressed as 
FFF0:00F5, FF00:0FF5, or F000:FFF5. 

The "L 8" in the command asks for 
only 8 bytes starting at that location. In 
the results line, the address is shown first. 
The contents of the memory at that point 
are then shown in eight hexadecimal 
values. And to the far right, you see the 
ASCII (American Standard Code for 
Information Interchange) code equiva- 
lents for these values. 30h equals 48 dec- 
imal, which is the equivalent to the digit 
"0" in the ASCII code. 34h is 52 decimal, 
or the digit "4," and so on. So with this 



simple DEBUG command, you can find 
out the date of your system BIOS. In this 
case, it was 04/12/94. 

A Graphic Example 

How about your graphics card? 
What is the date of its BIOS, and what 
else can you find out about it without 
having to open your computer case? 
Use DEBUG to look in another part of 
the system memory to answer these 
questions. At the dash prompt, type D 
C000:0010 and press ENTER. This time 
youTl get eight lines of data, with 16 
hexadecimal values on each line, and 
16 ASCII characters to the far right. 

Now, I'm going to practice my clair- 
voyance skills; the last two characters of 
the first line are I and B, and the first 
letter on the next line will be M. Yup, 
that's "IBM," and it doesn't matter what 
brand of computer you have. This is a 
vestigial appendage of a bygone era. In 
the early days of the IBM PC, some pro- 
grams checked to make sure that they 
were running on a genuine IBM com- 
puter for compatibility's sake. Clone 
makers soon learned to put the letters 
"IBM" in a specific location in their 
graphics adapter BIOS, so that it would 
appear to be an IBM system. And those 
three letters still appear there today on 
current models of all makes. 

OK, scanning the rest of the ASCII 
code, you should see some recognizable 



information. YouTl probably find a date 
and possibly even a time, which is the 
date of the graphics BIOS version. You 
may also find a company name. 
Sometimes the information spills into the 
next block of memory, so at the dash 
prompt, simply type D and press ENTER 
to display the next memory addresses in 
sequence. YouTl get another eight lines of 
results. Somewhere in the two blocks of 
results, you should see the company 
name, as well as perhaps the graphics 
chip model or revision number. 

Keep pressing D and ENTER to scroll 
through the memory contents or enter a 
different segment. When you're finished, 
press Q and then ENTER to quit DEBUG. 

Hearing Double? 

When Windows 3.x came out, com- 
puter systems with CD-ROM drives were 
a bit of a novelty. So it's not surprising 
that Microsoft's programmers didn't 
figure on the possibility of having two op- 
tical drives in one computer, even though 
that's a common configuration these days. 

If you do put a second CD drive in 
your Win3.x system, you may be sur- 
prised to discover that Media Player fails 
to find the second drive, making it impos- 
sible to play an audio CD from that drive. 
Fortunately, there's a solution. 

To fix this, you'll need to edit the 
System.ini file, located in your Windows 
folder. This is just a text file, so the easiest 
way to make the change is to open the file 
using Notepad. Scroll down through the 
file until you find the section that starts 
with [mci]. In that section, you should 
find this line: 

CDAudio=mcicda.drv 

To accommodate the second optical 
drive, simply copy this line and paste it as 
a new line below this one. Type 1 before 
the equals sign and type it again at the 
end of the line, as shown below: 

CDAudiol=mcicda.drvl 

Save the file, then restart Windows, 
and Media Player should now recognize 
your second CD drive. I 
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Solve Application Errors 



To err may be human, but to err and 
trash your PowerPoint presentation 
is distinctly PC. Sometimes the errors are 
random, other times they're more pre- 
dictable, but they're always annoying. 
To make matters worse, the most 
annoying errors always seem to have 
the most obfuscated error messages. 
Windows does come with a number of 
small tools to help you track and, in 
some cases, solve application errors. 

Perhaps the best known tool is 
Dr. Watson. If you have Windows, 
chances are you have Dr. Watson 
installed. The good doctor, however, 
has gone through some changes 
over the years and works differently 
depending on which version of Win- 
dows you're using. A handful of addi- 
tional tools can provide extra help 
in solving errors. Windows XP, for in- 
stance, lets you submit error reports to 
Microsoft each time an error occurs. Other 
tools help catch errors that Dr. Watson 
may miss. Well take a look at some error 
debugging tools and how you can use 
these tools to help pinpoint problems. 

House Calls 

As we mentioned above, Dr. Watson is 
perhaps the most well-known debugging 
application for Windows. Dr. Watson sits 



in the background waiting for errors to 
occur. When Dr. Watson detects an error, 
it takes a snapshot of everything that's 
going on in the system and saves the data 




to a log file. You may be able to use some 
of the information in the log to pinpoint 
where errors are occurring, but you'll find 
the log files are most helpful when sub- 
mitted to technical support teams. 

In newer versions of Windows, Dr. 
Watson is constantly running. Windows 
2000/XP users do not need to start Dr. 
Watson manually and will not see any 
indication that Dr. Watson is running. 



On older systems, users will need to 

start Dr. Watson before it can log any 

errors. In Windows 98/Me, click Run in 

the Start Menu and type drwatson. You'll 

see an icon in the System Tray when 

Dr. Watson is running. 

Win98/Me users who experience 
frequent but random errors may want 
to make a shortcut to Dr. Watson and 
place it in the Start-up program group 
in the Start menu. This will load 
Dr. Watson each time the system 
boots. To create a shortcut, right-click 
the Desktop, select New from the pop- 
up menu, and click Shortcut. Type 
drwatson in the text field and click 
Next. Provide a name for the shortcut 
and click Finish. Right-click the newly 
created shortcut and select Copy. 
Right-click the Start Menu and select 
Explore. Double-click Programs and 
Start-up and then select Paste from the 
Edit menu. 

Options. In Win98/Me, right-click the 
Dr. Watson icon in the System Tray and 
select Options. You can specify the 
number of log entries to save and set the 
directory where Dr. Watson will store its 
logs along with other options. 

There are more options available 
for Win2000/XP users. To open the 
configuration window, click Run in the 
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If an error caught you without Dr. Watson running, 
you can find a little extra information about the error 
in the Faultlog.txt file in your Windows directory. 



Start Menu and type drwtsn32. Once 
again, you can set the number of log 
entries to save and specify the directory 
where Dr. Watson will save its log files. 
These versions can also create Crash 
Dump files that developers or support 
staff can load into other debuggers. 

Win2000/XP users will also notice 
recent Dr. Watson entries listed at the 
bottom of the window. Highlight an 
error and click View to view the details. 

Log Files. The location where Dr. 
Watson saves log files by default depends 
on the version you're using. Open the 
configuration window using the method 
described previously to locate the direc- 
tory where Dr. Watson saves its log file. 
Older versions on Win98/Me systems 
use a .WLF file extension while newer 
versions running Win2000/XP use a 
.LOG extension. 

In Win95/98, double-click the Dr. 
Watson icon and then click Open Log File 
in the File menu. Users with Win2000/XP 
can open recent logs from the config- 
uration menu as described above. If you 
have cleared out entries in the configura- 
tion window, you can still open the 
Drwtsn32.log file in a text editor such as 
Wordpad (log files may be too large to 
open in Notepad). 

Logs can be very long, and most of the 
information is of no use to you unless 
you're a programmer. Nonetheless, in 
some instances you might be able to find 
some useful information buried in a Dr. 
Watson log. 



Each entry starts listing 
the date, time, and name of 
the application that crashed. 
Names provided are file 
names rather than generic 
program names. You'll also 
find a list of modules and 
other applications running at 
the time of the crash and a 
generic program error code. 
You can use this information 
to search the Web for other 
users who may have had 
similar problems with a spe- 
cific application. 

You can find the exact 
point where the problem oc- 
curred. You'll find multiple 
headers that read "State Dump For 
Thread Id xxxxx" (where xxxxx changes). 
You may see the word Fault in front of 
one or more of the indented lines under 
these headers. Take a closer look at the 
beginning of any segment that contains 
a Fault line, and you should see a line 
beginning with Function. In some in- 
stances, you may be able to find some 
information by researching the function 
name (also called a symbol). 

If the application is a Microsoft app, try 
searching Microsoft's online Knowledge 
Base (support.microsoft.com). It may be 
useful to include the application name, 
error code, and symbol (if any). If the 
error is from another application, search 
the support documents from the soft- 
ware's publisher. Other handy utilities 
include Google (www.google.com) and 
Google Groups (groups.google.com). 

In some instances, you may be able to 
track down a software conflict between 
two or more applications and find a 
simple workaround. Though in most 
cases, you probably will have to contact 
the software's tech support department. 
Submitting Dr. Watson logs may prove 
helpful. Even if the developer is unable to 
fix the problem in a timely manner, the 
company may be able to fix the problem 
in future revisions. 

Error Reporting 

In WinXP, Windows offers to report 
any errors directly to Microsoft anytime 
an error occurs. This may or may not be 



helpful depending on the situation. 
Regardless, due to privacy concerns, 
error reports are completely anonymous, 
and only a handful of Microsoft devel- 
opers have access to these error reports. 
Don't expect Microsoft to get back to you 
concerning an error report. Microsoft 
developers, however, may notice trends 
in submitted reports over time. They can 
use this information in the future to fix 
common errors. 

Remember, the information you sub- 
mit in these reports is confidential. If 
you do contact Microsoft's tech support 
department directly, they will not have 
access to the report you submitted. Dr. 
Watson logs, therefore, are still useful 
when contacting Microsoft's tech support 
department even if you've filed an auto- 
matic error report. 

Safety Net 

In older versions of Windows, unex- 
pected errors can slip through if Dr. 
Watson isn't running. Older versions of 
Windows still catch and record errors in 
a file called Fault.txt located in the 
C:\WINDOWSdirectory. 

Entries in this file are small, especially 
compared to the wealth of data provided 
by Dr. Watson. Nonetheless, they do pro- 
vide some basic information you might 
find helpful. You'll find the name of the 
application that caused the crash and the 
name of the module that crashed along 
with a date and time stamp. A few other 
technical details are provided, but they'll 
mostly be of use to technical personnel. 
Addition reports are appended to the end 
of the file, so you'll find the most recent 
errors listed at the bottom of the file. 

Limitations 

Dr. Watson and other error reporting 
utilities do have somewhat limited use. 
They will not, for instance, help with 
major errors involving the OS itself. (We'll 
refrain from making the obvious WinMe 
joke here). These applications are best 
used to catch errors that occur when 
specific applications crash. In instances 
where the entire OS suddenly locks up, 
they may be of little use. pct 

by Chad Denton 
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Start-To-Finish 




Install Windows XP 




Installing Windows XP couldn't be any 
easier — or so you might think. Just put 
your installation CD-ROM in the optical 
drive and watch the installer guide you 
through the process. And it's true: The 
actual installation of WinXP is even more 
hands-off and automated than ever 
before. But you need to be aware of sev- 
eral installation issues before you insert 
the CD-ROM into its drive, as well as 
some things you can do after the installa- 
tion to make your life easier. From prepa- 
ration to final configuration, well discuss 
everything you need to know to get 
WinXP up and running on your machine. 
Well also introduce you to the Windows 
Upgrade Advisor, Dynamic Update, and 



Microsoft's Product Activation scheme. 
Whether you're ready to get going or just 
scouting out the territory ahead, you'll 
benefit from learning about the installa- 
tion process in advance. 

Preparation Is Everything 

Keep in mind that installing an oper- 
ating system is not the same as installing 
other applications. The OS makes every- 
thing, including hardware and other pro- 
grams, work together. When you install 
an OS, you create an entirely new founda- 
tion from which your PC will run. And 
getting a clean install (without any errors 
and nagging performance problems after- 
ward) for an OS is far more crucial than 



for other installations: If your OS isn't set 
up properly, your whole computer will 
run poorly and unreliably. As such, 
preparation becomes very important to an 
OS installation. Many programs and 
hardware components (along with their 
device drivers) are optimized for partic- 
ular OSes. Changing the OS can affect 
performance and even render some pro- 
grams and peripherals inoperable. 
Similarly, because you're altering the very 
core of what makes your PC run, you run 
the risk of data loss. You'll want to make 
sure to protect your most important files 
and other information. 

Check your applications. The first 
step in preparing for an OS installation 
is to determine what other applications 
you will need to reinstall, upgrade, or 
replace afterward. For example, after a 
WinXP installation, you'll have to rein- 
stall Outlook 2000, upgrade any Norton 
Antivirus software, and replace several 
old DOS-based programs. Identifying 
these issues (preferably ahead of time) 
will help you plan better and avoid any 
potentially irreversible surprises. The 
best way to go about this is to check 
with the manufacturer of each program 
and hardware device you use to see if 
the product you purchased is WinXP- 
compatible and, if not, whether there 
are upgrades or updates available. 
Windows offers an Upgrade Advisor 
tool to help with this process, but you 
still should double-check your most cru- 
cial components on your own. 

Back it up. Next, you'll need to back 
up everything that you can't stand the 
thought of losing from your old system. 
Most nonsystem files (files that aren't a 
part of the OS itself) should remain intact 
after an installation, but the risk of error 
and data loss is unavoidable during an 
OS install. So, if you have years of finan- 
cial records, scads of scanned photos, or 
a folder full of songs from your favorite 
obscure folk singer, back them up. The 
best ways to do this is to transfer the files 
to another PC over a network, copy them 
onto a removable disk (such as a floppy 
or Zip disk), or burn them to a CD- 
R/RW. WinXP has an installation tool to 
help you transfer files and settings from 
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one Windows version to another; if you 
have important files, however, you'll 
want to back them up separately for 
added safety just in case the automated 
(but somewhat more complicated) trans- 
fer process fails. 

Gather all of your materials. After you 
back up your data, collect all of your 
materials. Gather your WinXP CD-ROM 
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installation CD-ROM in your optical 
drive. If nothing happens, double-click 
My Computer from your Windows 
Desktop and then double-click the appro- 
priate icon to open your optical drive. 
Navigate to the Setup.exe application 
(you may or may not see the .EXE exten- 
sion, depending on your existing Win- 
dows folder options) and double-click it 
to begin the installation. 



J 



Upgrade Report 

This report lists potential hardware and software issues with your computer. 



Setup found hardware or software on your computer that might not work 
with Windows XP. You should read and understand this upgrade report 
before continuing. For more information, click Full Details. 



Hardware That Might Need Additional Files 

• ThinkPad UltraBay Hot Warm Swap Driver (IBM ThinkPad UltraBay) 
V\ Software That Does Not Support Windows XP 

• ThinkPad DSP (in Control Panel) 

• TrackF'oint (in Control Panel) 

. .Software That Might Not Support Windows XP 

• Earthlink Update Manager (a startup program) 
Y\ Software That Must Be Reinstalled 

• IBM Thinkpad Power Management Device Driver 



Full Details 



Save As... 
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potential problems before you install. 



and registration codes, a pen and some 
paper (in case you want to write down 
options or settings), as well as any instal- 
lation CD-ROMs for other applications 
you might need to reinstall. WinXP has 
more robust hardware support than pre- 
vious versions, but you'll probably still 
want to grab your driver diskettes for 
your peripherals so you can set them up 
easily, if necessary. If you have a dial-up 
modem, broadband Internet connection, 
or LAN (local-area network), you may 
need to have the account and settings 
information on hand, as well. Contact 
your ISP or network administrator if you 
don't know what you need. 

Start the install. Finally, boot up your 
computer and close any applications that 
are running. Check your System Tray (the 
area on the far right end of your Taskbar) 
to make sure you've closed all back- 
ground applications. You won't have to 
worry too much about preparing settings 
and deciding which core and optional fea- 
tures to install. WinXP has more or less 
eliminated the "Custom" install option; 
almost everyone gets the default feature 
set, to which you can then manually add 
or subtract later from the Control Panel. 
To get started, simply insert your WinXP 



The Installation's Welcome 
Screen 

When the CD-ROM launches its 

■ setup application, the first thing 
you'll see is the Welcome screen. 
This is your gateway to all of the 
tools and features of WinXP's 
Installation. You'll see three options: 
Install WinXP, Perform Additional 
Tasks, or Check System Compat- 
ibility. If your PC is already running 
WinXP, you'll also see an option to 
Install Optional Windows Compo- 
nents. The Install WinXP option is 
pretty self-explanatory, but be sure to 
take advantage of some of the features 
offered in the other areas before you make 
the leap. 

Perform Additional Tasks. This option 
provides you with Windows-related tools 
to assist you in installing and setting up 
your WinXP system. 

• Set Up Remote Desktop installs the 
software you need to remotely control 
a Windows XP Professional system. 
Only WinXP Pro comes with the ability 
to be the host machine (to be remotely 
controlled via Remote Desktop), but 
you can use this feature to set up any 
Windows 95 or higher PC as the client 
(controller) machine. 

• Set Up A Home Or Small Office Net- 
work launches the Network Setup 
Wizard, which will then walk you 
through configuring a simple home or 
office network. 

• Transfer Files And Settings collects and 
stores files, folders, and settings from 
your PC and transplants them on your 
WinXP system. You can use this tool 
either to transfer data from one ma- 
chine to another or as a way to back up 
files and settings on a computer that 
you will be upgrading. 




• Browse This CD lets you directly 
view the files and folders contained 
on the WinXP installation CD-ROM. 

• View Release Notes displays informa- 
tion that was released too late to be 
included in the WinXP printed docu- 
mentation. The most useful parts of 
these Release Notes describe known 
issues with specific hardware and soft- 
ware products. You should browse 
through the Release Notes to see if any- 
thing applies to something you own. 
Check System Compatibility. This in- 
troduces you to one of WinXP's handiest 
features. You can click a link to visit 
Microsoft's System Compatibility Web 
site, where you can search for known 
issues with specific hardware or software 
products. The Check System Automati- 
cally option will launch the Upgrade 
Advisor, a tool that will help you identify 
potential incompatibilities between your 
system and WinXP. 

Dynamic Update. This is probably the 
first point at which you will encounter 
WinXP's Dynamic Update feature. 
Dynamic Update asks whether you want 
to check for the most current version of 
the installation files. If you agree, the 
installer connects to Microsoft via the 
Internet and looks for updates to the 
setup files. This utility is meant to ensure 
that you receive the most current installa- 
tion available, but it won't prevent you 
from installing the standard version on 
the CD-ROM if you decided not to use 
Dynamic Update. 

Installation By The Numbers 

Now that you've prepared for the 
installation, identified potential problems, 
and collected all your materials, you're 
ready to begin. WinXP's installation is 
easy to follow, but users who like the con- 
trol that the Custom Installation options 
provide will be disappointed with the "all 
default, all the time" model of WinXP. 
Alternately, users who simply click Next 
and I Agree during every setup will be 
pleased with the hands-off nature of 
WinXP's installation. It will prompt you 
for information at the beginning and end 
of the installation; in between, it will 
simply direct your computer to copy files 
and reboot several times. 
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These are the steps you will need 
to follow: 

1. You should have already backed up 
your important data, gathered your ma- 
terials, and closed all running applica- 
tions. If not, do so now. 

2. Insert the WinXP Installation CD. It 
should launch the installer and Welcome 
Screen automatically. If not, double-click 
My Computer on your Desktop, navigate 
to your CD-ROM drive, and double-click 
the Setup.exe application. (You may 
also see this as simply Setup.) 

3. This will launch the Welcome 
Screen. Select Install WinXP from 
the menu. 

4. After you begin the installation, 
you may be prompted to decide 
whether to perform an upgrade or a 
new installation. If you purchased the 
upgrade version of WinXP, you won't 
have this option; youTl have to have 
a supported previous version of Win- 
dows already installed and ready to be 
upgraded. In short, an upgrade will 
retain all your applications, data, and 
settings, without removing your cur- 
rent OS. The OS is simply migrated, 
or upgraded, to WinXP from its ex- 
isting state. On the other hand, a new in- 
stallation installs the OS from scratch, 
removing and replacing any existing OS 
in the process. If you are going to perform 
a new installation, you might want to 
manually uninstall your old OS before- 
hand, just to ensure a clean installation. If 
you don't already have a Windows OS on 
your hard drive or if you are running 
Windows 95 (which can't be upgraded to 
WinXP), you won't have a choice: You'll 
need to perform a new installation. Keep 
in mind, though, that only an upgrade 
installation can be uninstalled. If you per- 
form a new installation, you won't be able 
to revert to your previous OS. 

5. When prompted, accept the WinXP 
License Agreement and enter the product 
key you received with your CD-ROM. If 
you run into trouble, double-check your 
entry to make sure you haven't entered 
an incorrect number or letter. (Watch out 
for the difference between theletter O and 
the numeral 0.) 

6. If you chose to perform an upgrade 
installation or if you have the upgrade 



version of WinXP, the setup process will 
prompt you for an Upgrade Check. This 
will launch and run the Upgrade Advisor. 
If you haven't already done so, run an 
Upgrade Report to make sure the compo- 
nents of your PC are compatible with 
WinXP. If you already ran this utility in 
preparation for the installation, there's no 
need to run it again. 

7. If you chose to perform a new instal- 
lation, you will have the opportunity to 



Get Updated Setup Files 

Use Dynamic Update to get updated Setup files from the Microsoft Windows 
update Web site. 



% 



Some Setup files might have been updated since .you purchased 
your copy of Windows. 



To make sure that you have updated files. Setup can use your 
Internet connection to check the Microsoft Web site 



This requires the temporary collection of ;orne information about 
your computer hardware. No personal information will be collected. 
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The Dynamic Update feature ensures that you 
get the most current version of Windows XP's 
installation program. 



define your Setup Options. After you 
click the Advanced Options button, you 
can direct the installation to copy to or 
from a nonstandard location on your hard 
drive (not recommended for general use). 
Accessibility Options lets you opt to use a 
screen magnifier or have a narrator read 
the setup instructions aloud. You also can 
define the language in which your instal- 
lation should take place (U.S. English is 
the default). 

8. Just before beginning the actual 
installation and transferring files, WinXP 
will prompt you to let it Get Updated 
Setup Files. This is the Dynamic Update 
feature that checks with Microsoft (via 
an Internet connection) for updates to 
the installation. Microsoft included this 
utility to make sure you receive the most 
current install available, but the version 
on the CD-ROM should work fine if you 
aren't online or don't want to use the 
Dynamic Update option. 

9. If you're creating a new installation, 
you'll see a Welcome To Setup screen to 
prompt you through several steps. First, 



press ENTER to begin the installation. 
(You also can quit or repair an interrupted 
install from here.) Second, you'll need to 
choose which partition (normally, but not 
always, you will have one partition per 
hard drive) on which to install WinXP. In 
most circumstances, you'll select your C: 
drive here. In addition, you'll need to de- 
cide which file system to use; you can use 
either FAT32 (what Windows 95/98/Me 
users will have already) or you can con- 
vert your system to NTFS (a newer 
and more secure file system used in 
Windows NT/2000). Keep in mind 
that if you convert from FAT32 to 
NTFS, you can't convert back or unin- 
stall WinXP. If you have an existing 
Windows installation on your selected 
hard drive, you'll receive a warning 
that the process will overwrite it. 

10. This is where the easy part be- 
gins: Let the installation run. The 
preparation and copying of files can 
take one to two hours or more, de- 
pending on the speed of your sys- 
tem's optical drive, processor, hard 
drive, and other variables. The screen 
and progress meter won't change 
much during this time, which can be 
a bit disconcerting, and the timer that 
tells you how much time remains isn't 
generally very accurate. WinXP's instal- 
lation doesn't do a good job of letting 
you know that it's working fine; you 
may even start to think that your instal- 
lation has stopped working, but be pa- 
tient and just let the installation run. If 
you can't detect any progress for a very 
long time (such as 30 minutes or more), 
then you should try to start the installa- 
tion over (if possible). 

11. After the installation process 
is complete, new (as opposed to an 
upgrade) installations will present you 
with options to enter in order to set up 
the system. You will need to define re- 
gional and language options (how num- 
bers, dates, and other information 
displays), enter your name and (if ap- 
propriate) your organization, provide 
your computer with a name, enter your 
modem and /or network settings (if ap- 
plicable), and set the date and time. 
(Windows defaults to U.S. Pacific time, 
so change the time zone accordingly.) 
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Finally, you'll need to set up your 
Internet connection, if necessary. If 
you performed an upgrade installa- 
tion, all of these settings will transfer 
from the older OS to WinXP. 

12. Users performing both new and 
upgrade installations will need to ac- 
tivate WinXP. Product Activation is 
another part of WinXP that Microsoft 
introduced to prevent piracy. Product 
Activation combines your hardware 
profile with your product key to 
create a unique identifier for your PC 
and your copy of WinXP. You can ac- 
tivate the OS now or do it later, but 
you only have 30 days to activate the 
OS or WinXP will stop working. The 
easiest way to activate is online; WinXP 
will connect to Microsoft with your 
unique identifier and verify that your 
product key hasn't already been used. If 
you don't have a connection to the 
Internet, you can wait to activate the OS 
manually (select Start, All Programs, 
and Accessories and then Choose Sys- 
tem Tools and Activate Windows) or ac- 
tivate it over the phone. 

13. The installation may prompt you 
to create an MSN (The Microsoft Net- 
work) account. This is one of the features 
that critics have highlighted as an 
example of Microsoft using its OS mo- 
nopoly to promote its other services. If 
you already have an MSN account or if 
you received one as a part of buying 
your computer, you can set it up now. If 
you have another ISP, you should skip 
the MSN setup and install your own 
ISP's software later. 

14. The final step for Windows XP 
Home users is to create user accounts. 
You should create separate accounts for 
each person using the computer. At this 
point, you just need to name each ac- 
count. After the installation, you can add 
or remove accounts and change the set- 
tings for each account from the User 
Accounts area of the Control Panel. (Such 
settings can include instituting password- 
protection or limiting file access.) 

At this point, your WinXP installation 
should be complete. It will prompt you 
to log on and then offer you an introduc- 
tory tutorial to WinXP. If you chose not 
to activate it as a part of the installation, 




Upgrading preserves your installed programs, data 
files, and existing computer settings. 



During Setup, it is normal for your screen to go 
blank for a few seconds and for the computer to 
restart itself several times. 



An upgrade installation gives you fewer options 
but keeps your settings and files intact. A new 
installation replaces all your previous settings. 



it also will remind you that you have 30 
days to do so. 

If you're happy with your default set- 
tings, you can simply begin using 
WinXP, reinstalling or upgrading any 
software as needed. If you want to adjust 
your settings and add or remove Win- 
dows components, simply open your 
Start menu, click Control Panel, and 
double-click Add Or Remove Programs. 
Choose Add/Remove Windows Com- 
ponents to select which Accessories, 
Internet tools, and networking services 
you want to use. If you backed up your 
system prior to installation with the Files 
And Settings Transfer Wizard (which 
wouldVe been a very smart thing to do), 
you can now complete the process and 
import anything you elected to transfer 
after the installation. From the Start 
menu, click All Programs, Accessories, 
and System Tools. Open the Files And 
Settings Transfer Wizard and indicate 
that this is the "new" computer, the one 
to which you want to transfer files. 

Uninstalling WinXP 

In certain circumstances, you may find 
that you want to uninstall WinXP. For 
example, you might discover that you 
have some incompatible hardware or 
can't replace a particular application that 
you need to use daily. Or maybe you 
simply don't like the design and us- 
ability changes Microsoft included with 
WinXP. Uninstalling is, on the face of it, 
a fairly straightforward operation. 
However, there are several things to 



keep in mind that might complicate 
the process somewhat. If you per- 
formed a new installation or con- 
verted your file system to NTFS, 
you won't be able to uninstall WinXP 
or roll back the file system. The only 
way to return to your previous sys- 
tem is to reformat your hard drive 
entirely (after booting from a Win- 
dows boot disk) and reinstall every- 
thing from scratch. 

Uninstalling is also fraught with 
peril: Your risk of data loss or corrup- 
tion is even greater during an uninstall 
than during an installation. If you 
simply don't like the look of WinXP, 
you can opt to use the classic Windows 
design. Just right-click your Desktop, 
choose Properties, and click the Themes 
tab in the Display Properties dialog box. 
Select Windows Classic as your current 
theme and click Apply. 

If you have more fundamental prob- 
lems with WinXP, the Add Or Remove 
Programs applet in the Control Panel 
will give you the option to uninstall it. 
(Remember that this option will not be 
present if you performed a "new" instal- 
lation.) Scroll down and look for the 
Windows XP Uninstall entry. You can 
uninstall WinXP or remove the backup of 
your previous OS. To uninstall, choose 
Uninstall, click Yes to revert to your pre- 
vious OS when prompted, and the unin- 
stall process will begin. The system may 
reboot a few times and then it will take 
you back to where you began when you 
started the WinXP installation. 

Easiest Install To Date, But 
Watch Out For The Pitfalls 

Although Microsoft has made WinXP's 
installation the easiest Windows installa- 
tion to date, there are still several poten- 
tial pitfalls to keep in mind. Make sure 
your hardware and software are compat- 
ible with WinXP and back up any impor- 
tant data before you begin. When in 
doubt, avoid doing anything irreversible. 
If you keep these tips in mind and make 
use of the installation tools WinXP pro- 
vides, you can achieve a graceful entrance 
to the world of WinXP. pct 

by Gregory Anderson 
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Windows 98 users, rejoice! With a 
few simple tweaks and down- 
loads, you can make your operating 
system look more up-to-date than before, 
even like Windows XP. Instead of the 
classic look youVe always known (which 
is boxier and not as colorful as WinXP), 
you can upgrade to a more rounded, 
brighter, and more powerful Desktop in- 
terface without making the full operating 
system upgrade. We've found a few 
shareware and commercial products 
that feature skins for Win98, which 
are images or themes that change the 
interface of your PC. We also found 
specific applications that you can 
download to add WinXP-like func- 
tionality to your computing routine. 

Granted, when you're done fol- 
lowing these simple steps, your oper- 
ating system may not look totally 
different — for that, you really do 
need to upgrade to WinXP. And, 
there's no way to add some cutting- 
edge WinXP functions, such as photo 
and Web publishing wizards and in- 
tegrated search functions. But, you'll 
be surprised just how much you can 
tweak Win98 and experience a new look 
and feel without too much effort. 

Internet Explorer 6 SP1 

One of the most critical upgrades you 
can perform in Win98 — one that pro- 
vides several WinXP-like improve- 
ments — is to upgrade to Internet 
Explorer 6 Service Pack 1. 

You can download this update at 
www.microsoft.com/windows/ie 
/ downloads / critical / ie6spl . 



There are several advantages to using 
the latest IE version, not the least of 
which is the increased speed you'll enjoy 
when visiting Web sites. The latest ver- 
sion also includes Outlook Express 6, 
which is a more robust email program 
than you may have used before. In terms 
of features that mimic WinXP, IE6 lets 
you send a Web image via email just by 
right-clicking and selecting the Send 
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Turbo Searcher not only functions like the 
Windows XP search function, but the two-paned 
approach, with fields on one side and results on 
the other, is also similar. 



option. And you can play music and 
movie files directly within the browser 
using the Media Bar, instead of using a 
separate media player. 

Desktop Themes 

You probably already know about 
themes, a term Microsoft coined for your 
Desktop with the release of Windows 95 
long ago that involves changing how the 
Desktop looks. There are themes that 
make your Desktop look like a sea 



Make 

Windows 98 
- Look Like 
■ Windows XP 



aquarium, a museum, or a spaceship. 
Icons all follow the same theme, so if 
your Desktop wallpaper is a spaceship, 
your My Computer icon might look like 
a moon. Even dialog boxes and appli- 
cations use a color scheme that fits 
the theme. 

There are programs available for 
Win98 users to change your Desktop 
wallpaper, icons, application windows, 
and color scheme to look like that of 
WinXP. One of the most popular tools 
for performing this visual upgrade is 
Stardock WindowBlinds ($19.95; 
www.windowblinds.net). (There is a 
free trial of WindowBlinds, but it's 
only available for Windows Me/2000 
users. Win98 users must purchase the 
program to use it.) After you've down- 
loaded WindowBlinds, find and 
double-click Wb35_pub.exe file, and 
a wizard will guide you through an 
installation process. 

The next step is to download and in- 
stall a Windows XP theme for earlier 
OSes, such as the one available here: 
www.wincustomize.com/download 
.asp?SkinID=2776&LibID=l. 
Once you download the theme, just 
double-click the file and WindowBlinds 
will load the theme automatically to your 
C:\WINDOWS\RESOURCES\THEMES 
folder. Now, to select the theme, right- 
click an area of your Desktop and click 
Properties. Click the new Skins tab, 
select the Windows XP theme from the 
Windows And Buttons drop-down 
menu, and select Apply. This will change 
all your icons, dialog boxes, and Desktop 
to look like WinXP. (To undo all the 
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changes, return to Display Properties, se- 
lect the Classic theme from the Windows 
And Buttons drop-down menu, and 
click Apply.) 

One word of warning, though: 
WindowBlinds and other Desktop skin- 
ning programs tend to slow computer 
performance slightly. And some Win98 
programs and drivers, such as Logitech 
MouseWare, may cause system con- 
flicts and appearance problems with 
new themes. 

Skin Existing Programs 

If you're not ready to apply a WinXP 
theme to all your dialog boxes and icons, 
there's a less intrusive option: You can 
apply a theme just to specific applications, 
such as your media player. (For the ex- 
ample here, you must have Win98SE.) For 
example, download WinAmp (www.win 
amp.com), and you can use a WinXP skin 
that makes the music player look like it's 
running on the updated operating system. 
Next, you'll need a WinAmp skin that 
looks like WinXP, available from 
www.1001winampskins.com. Just go 
here: www.1001winampskins.com/skin_ 
details.html?skin_id=2630. This and your 
other downloaded skins are available in 
the WinAmp skins library, located under 
the Options menu; just select it when you 
want an updated look. 

Icons 

If modifying your application's entire 
interface isn't what you're looking for, 
you can also change Win98's icons to 
make them look like WinXP's. In this 
case, you're not changing how the oper- 
ating system works or adding any func- 
tionality (such as the Skins tab we 
covered earlier that appears in the 
Display Properties dialog box after you 
install WindowBlinds). Instead, you're 
just adding new icons that replace those 
used normally by Win98. One powerful 
tool for making this change is Cam- 
tech 2000's XP Icons 3.0 (free; www 
.camtech2000.net). This program changes 
60 system icons used on the Desktop, in 
folders, and in the Start menu. There's 
also a full uninstall feature that you can 
use to go back to the icons you're used to 
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Camtech 2000's XP Icons 3 changes your 
Desktop icons and even dialog box but- 
tons to mimic the appearance of WinXP. 



in Win98. The program is simple-to-use; 
just download XP Icons 3.0 and double- 
click the installer to load the program. 
Then, double-click the XP Icons program 
icon. In the configuration screen, you 
can select from 140 icons that look like 
those found in WinXP, replacing the 
Recycle Bin, My Computer, and various 
disk drive icons. 

Font Smooth 

Win98 doesn't support ClearType, the 
WinXP technology that makes every di- 
alog box and application screen look 
crisp and more readable. However, you 
can make fonts look smoother by en- 
abling the Smooth Edges option. Just 
right-click anywhere on the Desktop, go 
to Properties, click the Effects tab, and 
enable the Smooth Edges Of Screen 
Fonts option. 

Photo Screensavers 

WinXP also features the My Pictures 
Slideshow (accessible under Display 
Properties) Screensaver, which uses 
specified photos stored in the My 
Pictures folder for a slideshow-type 
Screensaver. In Win98, you can achieve 
the same result using Screen Paver 
(free; registered version is $12.95; 
www.screenpaver.com). The program 
allows you to load a set of digital pic- 
tures you have loaded onto your com- 
puter and then run a slideshow that 




cycles through your shots. Screen 
Paver is highly customizable, more so 
than WinXP's My Pictures Slideshow — 
you can pause the Screensaver, choose 
from dozens of transition effects, and 
compose a message to display with 
your pictures. 

File Searching & File 
Management 

File searching in WinXP is fast and 
powerful, and it's available right from 
the Start menu. You can perform a 
search using certain criteria, such as last 
modified date or file size, and then dis- 
play the results in a panel right next to 
the search fields. In Win98, searches 
are slower and not as easy to perform. 
However, to enjoy the same kind of 
power and flexibility in Win98 that you 
do in WinXP, consider using KnownSoft 
Turbo Searcher (www.knownsoft.com). 
This program works the same way as 
the WinXP search, with search fields on 
the left and results on the right. 

Some users would say WinXP is a 
step back in terms of file management. 
Although you may be partial to the File 
Manager in Win98, Magellen Explorer 
(limited 30-day trial; buy for $29.95; 
www.enriva.com) is one good replace- 
ment that works just as well (better, the 
Web site purports) and looks similar to 
the WinXP Search tool. Drive icons on 
the right-hand pane look like they were 
styled directly after WinXP and the two- 
pane approach to moving files is handy 
when you need to manage a large 
number of files. 

Best Of Both Worlds 

Using these software programs and 
tweaking your Win98 operating system, 
you can duplicate some of the power 
and mimic the look of WinXP, or at least 
make it look more up-to-date. You may 
not be able to use a publishing wizard 
for photos or manage a wireless connec- 
tion as effectively, but you can avoid 
having to go through an upgrade just to 
get a brighter, more colorful, and more 
efficient Desktop, pct 

by John Brandon 
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Most Windows users never install an 
operating system. Typically, Win- 
dows is already installed on the system 
the average user buys. In addition, up- 
grading to a newer Windows version can 
require that you also upgrade your hard- 
ware, including your RAM, hard drive, 
and possibly even the CPU. 

Yet, installing Linux can be almost 
preternaturally simple, especially when 
compared to wrestling with a Windows 
upgrade on an old system. If you're new 
to Linux, any desktop-oriented commer- 
cial distribution should work, but we 
prefer SUSE LINUX 9.1 from Novell 
($29.95; www.novell.com). No matter 
which distro (distribution) you choose, 
you'll follow roughly the same steps out- 
lined in this article to install it. 

Choose A PC For Linux 

If you're planning to install a Linux 
installation, keep these things in mind: 

You can get information about whether 
your current hardware and peripherals 



will work with a particular distro at Linux 
Compatible (www.linuxcompatible.org). 

Many inexpensive modems and prin- 
ters (also known as winmodems and win- 
printers) will only work with Windows. 
LinuxPr inting . org (www . linuxpr inting 
.org) has a database of Linux-compatible 
printers and articles about printing. 
Linmodems.org (www.linmodems.org) 
offers information about using win- 
modems under Linux, as does Win- 
modems Are Not Modems (freeweb 
hosting.hostdepartment.com / g / gromitkc 
/ winmodem.html). 

Consider installing your distribution 
on a spare hard drive, which lets you 
avoid overwriting any data. 

Prepare The System 

Before you install a Linux distribu- 
tion, there are numerous things you'll 
want to do first, including the following: 

1. Back up your data. This is 
just a good habit to get into, but 
it's especially important to do 
before you undertake a major 
project, such as this one. 

2. Record your network con- 
figuration information. This will 
come in handy when configuring 
your Linux system. You'll want 
to record such data as the host 
name, IP address (Internet 
Protocol address; the address of a 
computer that's operating on a 
TCP/IP [Transmission Configu- 
ration Protocol] /IP protocol net- 
work. An example IP address is 



119.183.115.11), gateway router, and DNS 
(domain name server; a central machine 
that other machines in the same domain 
are linked to) servers, unless your system 
autoconfigures with DHCP (dynamic host 
configuration protocol; a method of auto- 
matically assigning an IP address to the 
systems connected to a network). You 
should be able to get some or all of this in- 
formation from your Windows Control 
Panel or your ISP's technical support. 

3. Check the cables. Make sure that 
the system's power, monitor, mouse, 
keyboard, network, and printer cables 
are properly connected. 

4. Gather up the manuals. Have the 
instruction manuals for your monitor, 
graphics card, and other hardware avail- 
able if possible. 

5. Make sure your PC can boot from 
a CD. You may need to enter the BIOS 
(Basic Input/ Output System; software 
built into the system that controls cer- 
tain routines and functions of the com- 
puter) menu when the system powers 
up. Watch the screen for the key combi- 
nation to enter the BIOS configuration 
menu. This is typically something sim- 
ple, such as pressing DELETE, F10, or 
ESC. You can then explore the menus 
for the option that enables booting from 
your CD drive. 

Start The Installation 

The following are typical steps for in- 
stalling Linux; we used SUSE LINUX 9.1. 

1. Turn on your PC, and insert the 
distribution's first installation CD or 
DVD, depending on the distribution, 




Figure 1. SUSE's installer software detects existing 
operating systems and offers you the option of 
booting one of those or installing Linux. 
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into the CD/DVD-ROM drive. You'll see 
a boot menu, as shown in Figure 1, with 
various options, depending on what's al- 
ready installed on your system. Choose 
the option to install Linux on the system. 
2. When the installation CD boots, 
you have about 10 to 20 seconds to se- 
lect the Installation option before the de- 
fault option, Boot From Hard Disk, is 
automatically selected. This prevents 



Figure 2. On some systems the installer will display 
installation options as a text-oriented application. 



"accidental" installations, especially in 
the event the installation CD is left in 
the PC after an installation has already 
been done. 

3. The opening installation screen lets 
you choose a language for the installa- 
tion, after which the installer probes 
your system for information about what 
hardware is installed and what hard 
drive partitions exist. SUSE 9.1 displays 
defaults it calculates for your system 
and lets you choose to accept those de- 
faults (click OK) or modify those selec- 
tions to customize your installation, as 
shown in Figure 2. 

Installation Choices 

The defaults that the SUSE installa- 
tion provides will usually work, so you 
could click Accept to start copying soft- 
ware to your hard drive. However, for 
the best results youTl want to modify at 
least some of the installation options. 
The following are ones to consider: 

1. System. This displays system data 
about the CPU, drives, network, video 
and sound cards, and other peripherals. 
You can view or write the data to a file. 



2. Installation mode. When an OS is 
already installed on a system, this option 
will let you do a new installation over an 
existing Linux OS, update or repair an 
existing Linux installation, or boot the 
PC from the existing OS. 

3. Keyboard layout. If you want to 
fine-tune the keyboard defaults, choose 
this option and use the Expert Settings 
option at the bottom of the keyboard 

setup screen. This lets you dis- 
able the CAPS LOCK key, turn 
the CAPS LOCK/NUM LOCK 
keys on or off at boot-up, etc. 

4. Mouse. The installer will 
probably detect and configure 
your mouse properly, but you 
may want to choose your mouse 
with this option and test it to 
make sure. 

5. Partitioning. This option 
lets you determine how your 
hard drive space is allocated 
and used (more on this option in 
a moment). 

6. Software. This lets you de- 
termine which software you want 

to install (more on this later). 

7. Booting. This lets you deter- 
mine how your system will boot, 
with such options available as 
booting to Windows or another 
OS when the system starts up. 

8. Time zone. This option lets 
you select the appropriate time 
zone for your situation. The de- 
fault is Pacific Time. 

9. Language. The default lan- 
guage for this distribution is 
English, American, but you can 
change it to a language that's ap- 
propriate for your situation. 

10. Default runlevel. Run- 
level specifies how Linux will 
operate. Options include running the 
system as a single- or multiuser ma- 
chine, as a networked machine, and 
using a GUI (graphical user interface) 
Windows manager or not. The default 
is 5, which sets the system to run as a 
networked multiuser system with a 
graphical login. 

For more information about the in- 
stallation option, read the distribution's 
manual, which should explain all the 



installation options and choices in detail. 
Until you have a firm understanding on 
the options, however, don't change any 
of the defaults. 

Partitioning 

Partitioning a hard drive is like di- 
viding up a large drawer with dividers; 
instead of having one big space, you 
have two or more smaller spaces within 
that same area. Figure 3 shows an ex- 
ample of what a partition table looks 
like. Linux requires at least two parti- 
tions. A swap partition, which is double 
the amount in size of the system's RAM, 
is used for overflow (such as when pro- 
grams that are running under Linux re- 
quire more space for data storage than is 
available from RAM), and a root parti- 
tion, which is used to store system files. 

The SUSE installer will detect the 
amount of available drive space and 
make a Best Guess partition table. This 
creates a swap partition and allocates 
any unallocated drive space into a sin- 
gle Linux partition. Existing partitions, 
such as those used for Windows, are 
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Figure 3. This screen shot shows a typical sample 
partition table. 



left alone as long as there are enough 
for Linux. 

If your entire hard drive is already 
partitioned for Windows, don't worry; 
the installer can automatically resize ex- 
isting partitions to make room for Linux, 
as shown in Figure 4. The default parti- 
tion scheme is usually just fine, but we 
prefer to keep our partitions between 
10GB and 20GB and save the rest of the 
hard drive for future expansion. 
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To modify the default partition 
scheme, click the Partition link. You'll 
see a list of proposed partitions with 
three choices: accept the partition 
table as is, modify the proposed parti- 
tion table, or create a custom partition 
table from scratch. Proceed carefully 
and follow the directions listed to the 
left of the partitioning window. This 
is where it pays to back up your data 
beforehand and /or have a spare hard 
drive because partitioning has the po- 
tential to permanently erase data 
from your drive. 

Choose Software 

With hundreds of applications and 
utilities to choose from, selecting soft- 
ware packages is an important part of 
any Linux installation. To make things 
simple, or in cases where your hard 
drive space is limited, choose the de- 
fault system, which includes KDE, the 
K Desktop Environment (www.kde 
.org), a program that provides the GUI 
environment under which you can 
start and use applications. 

You can also select software by a 
group. For example, you could choose 
Multimedia, GNOME, or Office applica- 
tions to get all the software packages in 
those categories rather than the subset of 
packages installed by default. In addi- 
tion, you could choose packages from 
the Package Groups option for a more 
fine-grained selection process. Click 
Productivity and youTl see a list of hun- 
dreds of packages. Clicking Office will 
give you a short list of office applica- 
tions. Clicking Spreadsheets gives you a 
short list of spreadsheets, as shown in 
Figure 5. You can also search for a pack- 
age by name. 

With your first installation, you may 
not care about choosing packages. It's 
probable you won't recognize or know 
what most of them do. Eventually, how- 
ever, you will want to review the pack- 
ages or search for ones you've heard 
about. Most open-source software is easy 
to download and install. 

After you've selected the packages you 
want, the SUSE installer will report any 
conflicts between the packages you've se- 
lected and any that require packages that 




The actual resizing will 
be performed only after 
you confirm all your 
settings in the last 
installation dialog. Until 
then, your partition will 
remain untouched. 

If you decide not to 
resize your partition. 
press Do Not Resize. 

This resets the values to 
the original size of the 
partition. 

The upper bar graph 
displays the current 
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Figure 4. You can resize an existing partition simply 
by using a slider. 
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Figure 5. Linux distributions will give you the option 
of choosing software packages by category. 

I you haven't selected. It also gives you a 
one-click option to continue. 

Configure 

After your installation options are set, 
click Continue and the installer starts 
copying your selections to your drive. 
SUSE 9.1 includes five CDs, though you 
may only use two or three, depending 
on what software you've chosen to in- 
stall. With the DVD installation, there's 
no switching between discs. This step 
may take an hour or more, as you're in- 
stalling the Linux OS plus applications. 
After software from the first CD is 
copied, the system will reboot. You'll 
have to swap out that first CD and put 
in the next one, but the system will 
prompt you to do the right thing. 

After the software is copied, the in- 
staller will proceed to the system-con- 
figuration steps, which include the 
following: 

1. Enter a root password. You'll enter 
a root password here twice. Write it 
down if necessary. If you forget your 



root password you may have to rein- 
stall your system from scratch to 
make any changes to it. You can 
change the password later, but only if 
you remember it. 

2. Configure the network. The in- 
staller will most likely figure out what 
your network configuration is. You can 
edit this, however. 

3. Test the Internet connection. At 
this point check the option to test your 
Internet connection. The installer will 
then initialize your Internet connec- 
tion, connect to the SUSE server, and 
check for any updates or patches. If 
there are, you can choose to down- 
load and install them now (your best 
bet) or later. 

4. Determine a user authentica- 
tion method. Check Stand-Alone 
Machine if applicable. If you're using 
a network client PC, you may want to 
touch base with your network admin- 
istrator. This is relevant only if you're 
using network authentication on a 
LAN (local-area network). 

5. Add a new local user. You have 
to add at least one user to the con- 
figuration, which will likely be your- 
self. Don't log in as root, however. 
Instead, enter your name, username, 
and a password twice. If you're the 
main user, check the option To Receive 
System Mail. 

6. Read the release notes. Skim the 
release notes for the particular distribu- 
tion you're using if you like. 

7. Configure the hardware. If you 
want, modify configurations for a 
graphics or sound card, monitor, printer, 
and more. You can also simply accept 
the defaults, which should work fine. 

8. The installation is now complete. 
Go ahead and reboot the system, but re- 
member to remove the last install CD. 

Enjoy Your Linux System 

You may find the interface familiar, 
but set aside some time to explore and 
experiment with configuring your desk- 
top and application launch panel. Before 
you know it, you'll wonder how you 
managed with Windows, pct 

by Pete Loshin 



36 January 2005 / www.pctoday.com 



PHILIPS 




'Television has always been telling me to lose weight, keep fit, and be in shape, 
Finally, television takes its own advice." Introducing Cineos, the new family of high- 

dcfinilion, large-screen televisions that have gone to the gym. With the 55" Cineos television, 
you get a huge 55" screen, but it's just 17 inches deep and weighs only 95 pounds. With the 
Cineos family of televisions, you finally get an I IDTV monitor that gives you flicker-free, 
crystal-clear images with the styling that not only gives you a great picture, it gives you 
back your room. Philips Cineos TVs. 

Visit Cineos at www.philips.com/cineos 



cineos 



The new face of HDTV 




€'- -** 



*1 



.*: a 



Cineos televisions are a striking example of 
cutting-edge design, Available in 44" 55"and 62". 




© 20O4 Philips Electronics North America Corporation, 



PHILIPS 




Experience... 



Philips new Flat TV with Ambient Light Technology 
will change the way you watch TV forever. 



FEEL the deeper viewing experience. 
EXPERIENCE the ultimate emotional impact. 
ENJOY the perfect match with your interior. 
DARE to push your experience to the extreme. 



ambi light 




- i ■ 



FlatTV™ in a whole new light. 



JlLxperts Only 




Install A 
• Wireless 
Network 



In a world where computers and 
other electronic devices are too often 
bound by wires — power cables, prin- 
ter cables, mouse cables, and so on — 
there's nothing quite like the freedom 
of a wireless network connection. 
Having access to a wireless network 
can change the way you use the com- 
puters in your home or office, giving 
you flexibility in where you locate com- 
puters and making it easier to add com- 
puters to the network. 

Setting up a wireless network may 
seem daunting, but it's really quite 
straightforward. If you want Internet 
access in several rooms of the house, 
setting up a wireless network is a 
breeze compared to stringing Ethernet 
cables through the attic and drilling 
holes in the walls. 

Like a wired network, a wireless one 
brings benefits beyond sharing an 
Internet connection. It will allow you 
to easily move files between your 
computers and share a single printer 
amongst two or more computers. 



A basic wireless network needs just 
two things: a wireless gateway and 
a wireless network adapter card in 
each computer. 

Step 1 : Choose A 
Wireless Gateway 

The heart of a wireless network is the 
gateway, a device that connects to your 
cable or DSL (Digital Subscriber Line) 
modem and communicates via radio 
with your PCs. Gateways go by many 
names, and although there are technical 
differences between those names, many 
products use the terms interchangeably. 

If you'll be using the access point along 
with your cable modem or DSL connec- 
tion, choose a gateway with an Ethernet 
port to connect to the cable modem. Pop- 
ular models include the Linksys WRT54G 
(about $70; www.linksys.com) and the 
NetGear DG834G (about $130; www 
.netgear.com). 

Some models, such as the Linksys 
WCG200 Cable Gateway (about $120), 
can replace your cable modem too. 



Instead of connecting the gateway to 
your cable modem, you plug your cable 
Internet line directly into the gateway. If 
you're renting a cable modem from your 
cable company, this option can save you 
money over time, but make sure the 
access point and the cable company 
support the same cable communication 
standard. (DOCSIS [Data Over Cable 
Service Interface Specification] is the 
most common.) 

If you don't have a broadband con- 
nection, choose an access point with a 
built-in modem. It will allow your ISP's 
dial-up connection to be shared amongst 
the PCs on your network. 

You also need to decide which wire- 
less protocol you want to use. The two 
main choices for homes and small offices 
are 802.11b and 802. llg. 802.11b is 
a slower, older technology, so conse- 
quently the hardware is less expensive. 
802.1 lg is about five times faster than 
802.11b. Although hardware prices 
have fallen considerably, 802. llg hard- 
ware still costs a few dollars more than 
802. lib-compatible hardware. Unless 
you are on a tight budget, 802. llg is 
worth the extra expense. It is backward- 
compatible with 802.11b, so that if a 
houseguest wants to surf the Internet 
using his 802.11b card, heTl be able to do 
so with your 802. llg network. 

There is yet another protocol called 
802.11a, but it is generally used in 
corporate networks, not in the home. 
Because it uses a different part of the 
spectrum, it isn't compatible with 
802.11b or 802. llg. Access points that 
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support these two are available, but 
unless you have a special need for 
802.11a in your home, the extra protocol 
isn't worth the extra money. 

Step 2: Choose Wireless 
Network Adapters 

You've chosen an access point, but 
don't check out at the computer store 
just yet. Each computer or other device 
that you want to access the wireless 



adapters are available for PocketPC and 
PalmOS PDAs. 

It isn't vital that the network adapter 
that you choose is the same brand as the 
access point. Because 802.11b and 802.1 lg 
are standards, you can mix and match 
hardware from different companies to 
create your network. You may be able 
to save cash by choosing the cheapest ac- 
cess point and network adapters without 
regard to brand. 




An access point distributes your Internet connection wirelessly. 



network will need a network adapter, 
the transceiver that talks to the gateway. 

Many new laptop computers have 
one already built-in. If yours does, you 
won't need to add any equipment to it. 
If it doesn't, there are a myriad of ways 
to add one: Network adapters are avail- 
able that plug into the computer's PC 
Card slot, PCI (Peripheral Component 
Interconnect) slot, USB (Universal Serial 
Bus) port, or Ethernet port. 

If your notebook has a free PC Card 
slot, a PC Card adapter is the best way 
to go. Otherwise, opt for a USB adapter. 
For a desktop PC, a PCI adapter will 
provide a fast, inexpensive wireless up- 
grade. CompactFlash and Secure Digital 



On the other hand, there are advan- 
tages to choosing hardware from the 
same manufacturer. First, the configu- 
ration software will have similar inter- 
faces, which can make setup go more 
smoothly. Secondly, some manufac- 
turers offer hardware that can transmit 
data much faster than the 802.1 lg pro- 
tocol officially supports. However, these 
performance enhancements can only be 
realized when you use hardware from 
the same manufacturer. Linksys hard- 
ware with SpeedBooster technology can 
run significantly faster than standard 
802. llg. Similarly, D-Link's XtremeG 
protocol runs twice as fast as 802. llg. 
But both speed-ups only work with 



hardware from the same company, so if 
you're looking for the ultimate in wire- 
less networking speed, it pays to be loy- 
al to one brand. 

Step 3: Choose A Location For 
The Wireless Access Point 

The location of your access point is 
important: It will affect the quality of the 
wireless network through the rest of 
your home. 

A wireless access point can typically 
interact with computers in a 200- to 300- 
foot radius, more or less, depending on 
obstructions. As you move farther away 
from the access point, the connection 
will become slower. Walls and other ob- 
structions, especially concrete and steel 
beams, further limit wireless range. So 
it's best to position the access point cen- 
trally in your home. 

If you install the access point in the 
office on the east side of the house, the 
signal may not reach all the way to the 
living room on the west side. However, 
the same access point located some- 
where in the middle could serve both 
rooms. Because it connects to your 
cable /DSL modem or phone line, the ac- 
cess point's location will be dictated by 
the location of cable or phone jacks. 
Stake out the jacks in your home and 
choose the one that is both central to 
where you want wireless access and lo- 
cated near a power outlet. 

Step 4: Install The Gateway 

Now you're ready to install the wire- 
less gateway. The procedure will vary 
from product to product, so follow the 
instructions specific to your model. 

If you have a cable or DSL modem, 
use an Ethernet cable (which will be in- 
cluded with the gateway) to connect the 
gateway's Internet or WAN (wide-area 
network) port to your cable/DSL mo- 
dem's PC Ethernet port. Plug the access 
point into the power outlet and turn it 
on. Turn your cable/DSL modem off, 
wait a few seconds, and turn it back on: 
This will force the modem to recognize 
its connection to the new access point. 

If you use a dial-up modem connec- 
tion, use a standard phone cable to con- 
nect the access point's modem jack to the 
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phone line. You'll have to configure the 
access point with the phone number of 
your ISP, along with your account user- 
name and password. Although you're 
probably used to your PC's modem 
dialing in to connect to the Internet, 
from now on the access point's built-in 
modem will make the connection. 

If the access point came with PC soft- 
ware, install it on the computer that 
you want to configure the access point 
from. The first time you configure it, 
you may have to connect the access 
point to the PC's Ethernet or USB port. 
After configuration, you can disconnect 
the cable and move the PC farther away 
for wireless access. 

Step 5: Configure The Gateway 

Now you need to configure the gate- 
way. Again, read the manual to find 
out how. On some models, the config- 
uration interface is accessed through 
your Web browser; others use special 
configuration software on the PC. The 
configuration software will walk you 
through the steps of setting up the 
wireless network. 

You'll be asked to choose a channel 
for your wireless connection. In the 
United States, 11 wireless channels are 
available. In isolated areas without 
many other wireless networks nearby, it 
doesn't matter much which channel you 
use. But in an office building or apart- 
ment with a lot of other wireless activity, 
there may be more interference on one 
channel than another. Cordless phones, 
baby monitors, and microwave ovens 
can create interference, so if your wire- 
less connection seems slow or unreliable 
later, try changing the channel. 

One of the steps will ask if you 
want to use DHCP (Dynamic Host 
Configuration Protocol), which makes 
network management easier by letting 
the access point dole out IP (Internet 
Protocol) addresses, domain name ser- 
ver information, and other network in- 
formation to the computers on the 
LAN (local-area network). This allows 
the networking details to be managed 
from a central point. If your ISP's do- 
main name server needs to be changed, 
for instance, the router will feed the 
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This Linksys wireless adapter fits in the PC Card slot of a notebook or PDA. 



new information to each computer so 
you won't have to update the network 
settings on each PC manually. In a 
home environment with even a couple 
of networked PCs, DHCP can make 
life much easier. 

The access point does another impor- 
tant job: It is also a firewall. A firewall 
isolates your PC from incoming connec- 
tions by unauthorized computers on the 
Internet — such as crackers and your ser- 
vice providers' other customers — while 
still allowing you to access the Internet. 
For users with a cable modem or DSL 
connection, it is essential to enable your 
access point's firewall function. The fire- 
wall is typically enabled by default; be 
sure to leave it activated. 

A firewall can conflict with certain 
software on your PC, preventing it from 
accessing the Internet. This is common 
with networked games, file-sharing ap- 
plications such as BitTorrent (www.bit 
torrent.com), and servers. If the firewall 
blocks your legitimate traffic, you 
can configure the gateway to allow in- 
coming traffic for specific applica- 
tions on specific PCs. Don't disable the 
firewall entirely. 

Step 6: Choose Wireless 
Security 

Because wireless networking trans- 
mits your information over radio waves, 
anyone within range of your hardware's 
antennas could snoop on your network. 
Don't worry, though. Every access point 
includes encryption protocols that 
can keep your private data private. 
However, encryption is usually dis- 
abled by default and the vast majority 



of access point owners don't bother to 
turn it on. 

That means, potentially, a nosy 
neighbor could use his PC to surf the 
Web using your Internet connection, 
read the private email that you send 
and receive, monitor the Web sites that 
you visit, snoop around the files on 
your computer, or send spam from your 
network. It seems that most people 
don't understand these risks, so they 
don't bother to turn on their access 
point's encryption. 

That said, some people do intention- 
ally leave their wireless networks unen- 
crypted in order to share Internet access 
with nearby neighbors and passersby. It 
can be a friendly gesture, but anyone who 
intentionally leaves her network unen- 
crypted needs to take strong precautions 
to protect the files on her computers, keep 
email private, and so on. Unless you're 
committed to learning how to batten 
down the hatches on your PCs, protect 
yourself by enabling encryption. 

Two types of encryption can protect 
the data on your wireless network. The 
older system, WEP (Wireless Encryp- 
tion Protocol), is supported by all wire- 
less equipment. A newer system, WPA 
(Wireless Protected Access), is available 
on more recently released hardware. 
WPA provides stronger encryption: If all 
of your hardware and operating systems 
support it, use it. If your access point 
or any of your network adapters don't 
support WPA, use WEP instead. WEP 
doesn't provide total security, but it is 
good enough to keep out casual snoops. 

All of your wireless hardware needs to 
support the encryption protocol that you 
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choose, so if you have one older wireless 
card that doesn't do WPA, all of your 
equipment will need to use WEP. How- 
ever, a firmware upgrade (see below) 
could add WPA encryption to an access 
point that doesn't have it now. 

The procedure for enabling encryp- 
tion varies from product to product, so 
follow the manufacturer's instructions. 
YouTl find a security menu in the ac- 
cess point's configuration software. 
Generally, you'll pick or be assigned a 
password in the access point software. 
The password may be a long series 
of hex digits, such as something like 
35BBD4F1C73CFC40A42382077C. 
Later, you will need to enter that 



Get one computer online before moving 
on to the next machine. 

The installation procedure is different 
from product to product, so read the 
manual for each network adapter. The 
usual procedure is to install the software 
for the adapter and then install the card 
itself. For USB and PC Card adapters, 
this simply means plugging in the card. 
If you'll be installing a PCI card on 
a desktop PC, you need to unplug 
the computer, remove the side panel, 
and install the card into an empty PCI 
slot. It's a simple process that will take 
five to 10 minutes. 

If a computer is permanently located 
in the same room as your access point, it 




Add this tiny USB adapter for 802.1 1 b access, which is the slower of two industry standards, to 
any notebook or desktop PC. Until you can upgrade to 802.1 1g, it will work just fine. 



password in the wireless security con- 
figuration window of each PC. 

Step 7: Install & Configure 
The Network Adapters 

Now that the access point is hum- 
ming, it's time to get each of your note- 
books and desktop PCs on the wireless 
network. You might have just one PC 
or a whole gaggle of them: Either way, 
every machine that you want to use 
away from the access point needs a 
wireless card. You should have no 
problem installing wireless access on 
any version of Windows, from Windows 
95 though Windows XP. You're not 
limited to just Windows: Computers 
running Linux, Mac OS, and other oper- 
ating systems can be members of your 
network, too. 

It's a good idea to install and con- 
figure network adapters one at a time. 



doesn't need a wireless card. Most ac- 
cess points offer bridging functional- 
ity, which means they can connect two 
networks — in this case, the wireless 
network and a wired one. So you can 
connect a computer (or several — usually 
up to four, depending on the access 
point) to the access point with an 
Ethernet cable. The advantage is that an 
Ethernet cable costs only a couple of 
dollars, compared to $30 or more for a 
wireless card. Mixing wired and wire- 
less devices can be a convenient way to 
build a network. 

Step 8: Upgrade The 
Access Point's Firmware 

Chances are the access point you just 
bought was sitting on a store or ware- 
house shelf for some time, so it's pos- 
sible that the manufacturer released a 
new version of the access point's 



firmware during that time. Now is a 
good time to check for a firmware up- 
grade and, if there is one, install it. 

Firmware is the software that's built 
into hardware, like any software, you 
can upgrade it. Manufacturers release 
firmware upgrades to patch security 
holes, increase compatibility with other 
products, and add features. 

Look at the status page of the ac- 
cess point's configuration interface to 
find out what firmware version it is cur- 
rently running. Then check the manu- 
facturer's Web site to see if a newer 
version is available. 

If there is, follow the manual's direc- 
tions to upgrade it. This is usually simply 
a matter of downloading a file to the PC 
and then running it. The program will 
write the new firmware to the access 
point's permanent memory. The pro- 
gram may take several minutes to do the 
job. Do not turn off the computer or ac- 
cess point until the program says that the 
new firmware is installed. Interrupting 
the process could leave your access point 
comatose, with partially installed 
firmware. When the firmware upgrade is 
done, you can delete the installer pro- 
gram from the PC. 

Step 9: Enjoy Your Wireless 
Internet Connection 

Now that the network and each com- 
puter are configured, enjoy your fast, 
wireless Internet connection. Roam with 
the notebook from room to room as you 
read your favorite blogs or send files ef- 
fortlessly from one PC to another. 

Step 1 0: Consider Connecting 
Other Devices 

You also might want to consider ways 
you can expand your network; it doesn't 
have to be limited to computers. You can 
add your Sony PlayStation 2 or Xbox to 
the wireless network, which will let the 
kids (and you) play networked games 
without having an Ethernet wire trip- 
hazard running from the computer room 
to the living room. 

Just connect an Ethernet-to-wireless 
bridge, such as the Linksys WET54G 
Wireless-G Ethernet Bridge (about $140) 
or D-Link DWL-G810 (about $90) to 
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your game console's Ethernet port. The 
console will see that it's connected to a 
network and let you play. It won't know 
or care that it's not a wired network. 

In the same way, you can add any 
other device with an Ethernet port to 
your wireless network. If there's a 
printer taking up space on your desk 
(marooned there because it's within a ca- 
ble's reach of your PC) you could move 
that printer virtually anywhere — to a 
closet, perhaps — as long as there's a 
power source in the new location. As a 
bonus, you may be able to share that 
printer with every computer on the net- 
work, so you can print from the note- 
book and the PC in the kids' room. 

Many digital video recorders, such as 
Series 2 TiVo and ReplayTV, can down- 
load program guide information over 
the wireless connection instead of over 
the phone. TiVo officially recommends 
using the Linksys WUSB11 adapter 
(about $40) for this, although other 
adapters may work. 

Step 1 1 : Expand The 
Reach Of Your Network 

If you find that your access point 
doesn't reach the far-flung nooks and 
crannies of your home, there are a 
number of ways to expand the reach 
of your wireless network. You don't 
need to live in a mansion to have this 
problem: Too many walls can prevent 
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the signal from reaching the den, 
or you may want Internet access out 
on the porch. 

If your access point has an external 
antenna jack, attaching a new antenna 
to it can boost its signal. Built-in an- 
tennas are typically adequate, but an 
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add-on antenna can boost the power 
by double or more. Aftermarket an- 
tennas are available from Hyperlink 
(www.hyperlinktech.com); Fleeman, 
Anderson & Bird (www.fab-corp.com); 
and other companies. 

But there's a problem, a super-pow- 
erful antenna on the access point may 
make its signal reach the next city, but 
your notebook's little antenna isn't pow- 
erful enough to transmit its signal back. 
For regular use around the house, a 
better solution could be to add a wire- 
less bridge, which is a second wireless 
access point that retransmits everything 
it receives back to the main access point, 
thus expanding the range of wireless ac- 
cess in your home. The bridge doesn't 
need to be connected to a cable/DSL 
modem — all it needs is power. 

Bridging isn't limited to just two ac- 
cess points: You can create a complex 
network of bridges that cover a large 
area. Many bridges use a technology 
called WDS (Wireless Distribution 
System). The WDS implementation 
from one manufacturer may not be 
compatible with another manufac- 
turer's version, so choose a bridge from 
the same company that made your 
main access point. 

There is a downside to bridging. The 
extra "hop" it takes for your data to be 
received and retransmitted by the bridge 
adds to the latency of your network con- 
nection, so your data will move a bit 
more slowly. 

Yet another option is to run an Ether- 
net cable from the main access point to a 
bridge located in the far-flung section 
of the house. Although this means string- 
ing a wire through the attic or other 
equally inaccessible areas (something 
you were trying to avoid, right?) it can 
allow you to place a bridge that isn't 
within radio range of the main access 
point. So, you could have the access 
point at the east side of the house and a 
bridge at the west: Together they will 
cover the whole house and the patio, too. 
There's no additional latency as there 
is with the wireless bridge, pct 
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Now, there's an easy, cost-effective way to meet online — GoToMeeting. 
Unlike other meeting technology, you're not charged per minute. Which 
means you can host as many meetings as you need, for as long as you 
want. Try it FREE for 30 days, and discover everything GoToMeeting 
can do for you, including: 

Unlimited Meetings for One Low Price 

Hold as many meetings as you need for just one low monthly rate. 

Start Meetings in Seconds 

No complicated logins or setup required. 

Increase Productivity and Sales 

Present, demonstrate and collaborate online — from anywhere! 




FREE 30-day, unlimited trial 

visit: gotomeeting.com/smart 



"GoToMeeting looks polished and inventive." 

-PC World, February 17,2004 
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Is It A Virus ... Or Something Else? 

The term "virus" is often used as a 
catchall phrase to describe almost any- 
thing that can go wrong with a computer. 
However, there are specific definitions for 
a virus, as well as for virus-like activities 
that might affect your PC. Familiarity 
with the most common security threats, 
and how each differs from the others, is 
one of the first steps in learning how to 
secure your computer. 

Viruses. Like its biological namesake, 
a computer virus is an infectious agent 
(a program) that replicates itself within 
the cells of a living host (a computer). 

Most computer viruses do more than 
replicate. They are also capable of deliv- 
ering a payload, in the form of another 
program, which may lay dormant on your 
computer until the occurrence of a pre- 
specified event such as an exact date or the 
launch of a specific application. When the 
target event occurs, it activates the hid- 
den program, which may do something as 
simple as write a greeting on your com- 
puter screen, or it may be destructive and 
delete all files from your hard drive. 

Simple viruses cannot spread on their 
own; they require assistance from people. 
Older viruses spread mainly by infecting 
floppy diskettes, which in turn infected 
computers. Modern viruses use other 
methods to gain access to computers, in- 
cluding Internet applications, Web sites, 
and email. 

Worms. Worms exhibit many of the 
same characteristics as viruses. They can 
replicate, and they can carry an additional 
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View security report 




Microsoft offers a free tool that helps ensure you have 
all the latest updates necessary to keep your Windows 
2000/XP computer secure. You can download the 
Baseline Security Analyzer at www.microsoft.com 
/technet/security/tools/mbsahome.mspx. 



payload. But unlike viruses they are quite 
capable of spreading on their own. A 
worm requires nothing more than an 
open connection (such as an unprotected 
LAN [local-area network] or the Internet) 
to spread to another computer. 

Trojan horses. A Trojan horse is pri- 
marily a method for propagating a small 
application. The application is usually a 
virus, but it doesn't have to be; it can be 
any type of data or application. 

In order to deposit its payload, a Trojan 
horse must trick you into thinking you 
are using or installing something else, 
perhaps a free program for checking the 
local weather. More commonly a Trojan 
horse purports to be a program that will 
rid your computer of a nasty virus, but it 
secretly installs one instead. 

In many cases a Trojan horse includes 
an application that actually performs the 
described function; that is, it may indeed 
eliminate a common virus or serve up the 
local weather forecast. In other cases the 
application appears not to work, perhaps 
displaying an error message that provides 
cover while the Trojan installs its payload. 
Trojan horses usually distribute via 
email attachments or through files you 
download from the Internet. 

Spyware. Spyware is designed to 
covertly gather information from a PC, 
generally personal information, such as 
passwords or email addresses. The spy- 
ware sends the accumulated data back 
to the developer. The data is usually sent 
in the background, after you open an In- 
ternet connection. 

Spyware uses the same tech- 
nique as a Trojan horse to deliver 
its payload by misrepresenting 
its contents. Spyware is usually 
delivered as part of legitimate 
applications, most often share- 
ware or freeware programs. In 
many cases the author of the 
application isn't aware of the 
spyware because it can hook up 
with the software at any point in 
the distribution process. 

Spyware may also be part of a 
commercial application, which 
may include a license agreement 
that acknowledges the presence 
of the spyware. 



Adware. Adware, a specific form of 
spyware, collects information about you, 
including what Web sites you visit and 
what words or phrases you use in Inter- 
net searches. The information may be 
sent back to the source of the adware, or 
it may trigger and display pre-embed- 
ded advertisements that appear to match 
your interests. 

Adware is generally more upfront 
about its intentions than typical spyware, 
although there are devious versions, as 
well. In many cases an adware compo- 
nent is offered as part of a quid-pro-quo 
arrangement. You get to use an applica- 
tion for free in exchange for providing 
market research or watching a few ads 
now and then. 

Pop-up ads. Pop-up ads were origi- 
nally a type of Web-based advertising. 
When you visit a Web site that employs 
pop-ups, a new browser window opens 
over the current window, displaying one 
or more ads. Because the ad window is 
separate from the main browser window, 
you cannot scroll past the ad content. 

A variation of the pop-up ad is the 
pop-under ad, which creates a separate 
window behind rather than on top of the 
current browser window. The ad only be- 
comes visible when you move or close 
the active window. 

Spam. Spam is email that almost no- 
body wants, but everyone seems to get. 

Spam is usually defined as junk email, 
but it may also be junk newsgroup or 
Web forum postings. Spam is most often 
seen as a marketing tool for mass distri- 
bution of product information. In other 
words spam is the electronic equivalent of 
junk postal mail. But unlike direct mail, 
where the cost is born by the individual or 
group doing the mailing, the cost of spam 
is born by the recipient or the recipient's 
ISP. It costs little or nothing to send spam, 
so there is little incentive for spam mar- 
keters to be discerning. 

In addition to serving as a (relatively) 
benign marketing vehicle, spam is also 
one of the major infection vectors for 
viruses and Trojan horses. 

Protect Yourself With Updates 

One of the simplest and most often 
overlooked ways to protect your PC is 
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Are Updates Really Essential? 



In terms of OS or application updates, 
many individuals believe in the old 
saying, "If it ain't broke, don't fix it." If 
you're not having problems with your 
computer, why risk introducing any? 
That logic may make sense for some ap- 
plication updates, but in general it's not a 
wise or effective approach to keeping 
your computer or network secure. An 
unpatched system is vulnerable to attack. 
The first sign that something is out of 
order with your OS could be a cata- 
strophic loss of files. Consider Microsoft 
Security Bulletin MS02-060 (www.micro 
soft.com/technet/security/bulletin/AASO 
2-060.mspx). This bulletin acknowledges 
and provides a solution to a problem 
in the original release of Windows XP. 
Because of this problem, a cracker could 

to keep your OS and applications up- 
to-date. Windows includes a handy 
Win-dows Update feature that makes 
it easy to keep up with the latest secu- 
rity releases (but only if you use it). 
Windows XP users have an additional 
advantage. They can configure the up- 
date feature to automatically notify them 
about new updates. WinXP Service Pack 
2 was initially available only through the 
automatic update feature, which empha- 
sizes the importance of keeping this fea- 
ture turned on. For more on Windows 



create a malformed URL that would 
cause WinXP, via the WinXP Help And 
Support Center application, to delete 
files or directories included in the URL. 
The URL could be a link on a Web page, 
or it could be embedded in an email 
message. Depending on your email client 
and how you configured it, you might 
not even need to click the URL for the 
file deletion to occur. This type of exploit 
can get through most firewalls and other 
security devices. 

Microsoft distributed WinXP Service 
Pack 1, which contains a fix for this 
problem, five days before the exploit be- 
came public knowledge and malformed 
URLs began appearing on the Web. 
Anyone who kept on top of OS updates 
was secure; everyone else was at risk. I 

Updates, refer to the "Are Updates 
Really Essential?" sidebar. Refer to 
"What's New For Security In WinXP 
Service Pack 2" on page 52 for more 
about WinXP SP2's security features. 

Protect Yourself With A Firewall 

If you are looking for additional secu- 
rity for your computer and its data, you 
can extend security further and prevent 
access in the first place. To implement this 
type of defense, you can install a firewall 
through dedicated hardware appliances 



that protect your computer and network, 
through software firewalls that run on in- 
dividual computers, or both. The primary 
purpose of a hardware firewall is to pro- 
tect a group of computers on a LAN. In 
most cases you need at least a basic un- 
derstanding of how network protocols 
work in order to effectively use a hard- 
ware firewall. Software firewalls are pri- 
marily designed to protect individual 
computers that connect to the Internet, 
and they are usually easier to set up than 
hardware firewalls. WinXP ships with a 
software firewall, although many of its 
features are turned off by default and are 
difficult to configure. WinXP SP2 includes 
changes in the way the software firewall 
is configured and used. Refer to "Does 
Windows Firewall Measure Up" on page 
56 for more on software firewalls. 

Don't Forget Backups 

In addition to applying security up- 
dates as they become available and 
using the Windows automatic update 
service, don't overlook the importance 
of routine backups. When all else fails, 
you can use a backup to replace most of 
your data. You will only lose anything 
you created after your last backup. In 
addition, if you use WinXP, you can use 
its Automatic System Recovery feature 
to restore your OS to a previous working 
condition, if necessary, pct 
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Working With Security Center 



Microsoft's dominance of the oper- 
ating system and business appli- 
cation markets has had the side effect of 
making its products the biggest targets 
for crackers. New viruses and avenues 
of attack appear steadily, making secu- 
rity the biggest issue facing Microsoft 
and its customers. 

Microsoft constantly works to patch 
security holes that are revealed in its OSes 
and applications, and all users should 
visit the Windows Update Web site (win- 
dowsupdate.microsoft.com) at least once 
a month to download these important 
fixes. With the release of SP2 for Windows 
XP; however, Microsoft has taken a more 
proactive approach to providing a more 
secure OS. This huge patch comes with a 
number of security enhancements, and 
knowing how to implement all of these 
new and improved features is vital to 
maintaining the integrity of WinXP. 

Enhancement Overview 

Many WinXP settings change when 
you install WinXP SP2. The Windows 



Firewall (which we discuss later) is 
turned on by default, which may cause 
some of your programs that access the 
Internet to lose their Web access. 
Installing SP2 turns off WinXP's Mes- 
senger service, which is not to be con- 
fused with the Windows Messenger or 
MSN Messenger communications appli- 
cations. The Messenger service provides 
a way for system administrators to send 
messages to everyone connected to the 
same network, but unscrupulous adver- 
tisers found a loophole in the utility that 
let them use it to send unsolicited mes- 
sages to computers using the service. 

You've likely noticed a change in the 
way WinXP downloads files, and in the 
way it lets you access those files. Each 
time you click a download link (as- 
suming you are not using a third-party 
download manager), WinXP pops up a 
File Download Security Warning, 
making you aware that Windows is 
downloading a program and asking for 
your permission to complete the down- 
load process. Launching a downloaded 



executable also brings up a Security 
Warning notice that asks for permission 
to install the file in case the file is dan- 
gerous. If you get sick of seeing these 
messages, you can deselect the Always 
Ask Before Opening This File checkbox. 

For years Internet Explorer users 
have clamored for an integrated pop- 
up blocker that prevents the unwanted 
advertisements from loading automati- 
cally, and finally Microsoft has deliv- 
ered. SP2 also improves IE security by 
implementing what Microsoft calls 
Local Machine Zone Lockdown, and all 
versions of Outlook, including Outlook 
Express, are reconfigured so pictures 
embedded in email messages do not 
download automatically. To learn more 
about security enhancements in IE and 
Outlook check out ''How Safe Are 
Internet Explorer & Outlook Express" 
on page 64. 

Security Center: Step-By-Step 

Of all the security enhancements SP2 
adds, the new Security Center is arguably 
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10 Resources 



the most important. The Secu- 
rity Center combines most of 
WinXP's security features into 
a single interface that lets you 
access the most important secu- 
rity settings from a central loca- 
tion. To access the Security 
Center, open the Start menu, 
click Control Panel, and click 
Security Center. The Resources 
pane on the left provides short- 
cuts to vital Web sites and doc- 
umentation, including a link 
that lets you check for security 
updates available from the 
Windows Update Web site. 

Firewall 

You can access most of the 
security-related features in the 
Security Essential pane on the 

right. After you install SP2, 

WinXP's integrated firewall is enabled 
by default. There's an exception if you 
use a third-party firewall, in which case 
WinXP scans your system to detect 
what firewall you currently use and re- 
ports on the status of the software in 
the Firewall section of the Security. If 
you don't want WinXP to monitor your 
firewall (so it stops sending you mes- 
sages about it), click the Recommen- 
dations button, select the I Have A 
Firewall Solution That I'll Monitor 
Myself checkbox, and click OK. 

If you want to manage the integrated 
firewall, click the Windows Firewall 
link at the bottom of the Security Essen- 
tial pane. Under the General tab in the 
Windows Firewall dialog box, select the 
On radio button to enable the Windows 
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When the Windows Firewall detects a 
program trying to access the Internet, 
click the Unblock button to let the 
software access the Web. 



The new Windows Security Center keeps all security-related 
settings in one convenient place. 



Firewall or choose the Off radio but- 
ton to disable the utility and click OK. 
If the firewall is enabled, you can estab- 
lish exceptions for particular programs 
or ports so the firewall lets those pro- 
grams or ports access the Internet. 

By default, the firewall displays an 
alert each time it detects a program 
that tries to retrieve information from 
the Internet and asks whether you 
want to create an exception for that 
program. If you choose Yes, Windows 
adds the program to an Exceptions 
list (under the Programs And Services 
heading), which you can access by 
selecting the Exceptions tab in the 
Windows Firewall dialog box. Unfor- 
tunately, the Windows Firewall does 
not care if the programs you install on 
your computer access the Internet and 
only send information — the firewall 
only alerts you when those programs 
try to download information. That 
means Windows Firewall does not pro- 
tect against spyware that tracks your 
browsing habits and uploads that data 
to a remote server. (See the "Stop 
Spyware" sidebar for tips on ridding 
your computer of spyware.) 

If you want to turn off the pop-up 
queries, access the Exceptions tab in the 
Windows Firewall dialog box and dese- 
lect the Display A Notification When 



Windows Firewall Blocks A 
Program checkbox. You can 
manually add software to the 
Exceptions list, by clicking the 
Add Program button, selecting 
the program's name to high- 
light it in the Add A Program 
dialog box, and clicking OK. 
To remove a program from the 
list, deselect the checkbox next 
to the application's name in 
the Programs And Services list 
under the Exceptions tab and 
click OK. If an application 
cannot access the Internet be- 
cause it reports that the fire- 
wall is blocking a port it needs 
to use, note the name and port 

I number, click the Add Port 

button, and enter the necessary 
information in the text boxes 

before clicking OK. 

If you ever use your computer on a 
wireless or wired network in a location 
that offers no network security, such 
as an airport, access the General tab 
and select the Don't Allow Exceptions 
checkbox. This activates the firewall's 
most aggressive security setting, and 
although it won't let your programs 
connect to the Internet, it also won't let 
anyone else access your computer 
without your permission. 

The Advanced tab contains a Restore 
Defaults button that lets you reset the 
firewall to its original configuration, and 
it also contains a Network Connection 
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The Exceptions tab lets you unblock 
programs that were accidentally 
blocked, and vice versa. 
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So What If I Don't Get Service Pack 2? 

Windows XP SP2 is controversial, and for good reason. Several programs no 
longer work once the patch is installed (for a complete list visit support.micro 
soft.com/kb/884130), and some users report additional problems such as operating 
system slowdowns and random system crashes. We've tested WinXP SP2 on several 
PCs and haven't noticed any problems aside from the known incompatibilities 
Microsoft listed, but there's no way to guarantee you'll have the same experience. 

Although we can't know how SP2 will affect your computer, we definitely know 
what will happen if you don't install it. Some of the latest security patches from 
Microsoft are available only if you have WinXP SP2 installed, and it is expected that 
most or all future updates also will apply only to versions of WinXP with SP2 in- 
stalled. If you decide to not install WinXP SP2, you'll need to be extra vigilant about 
keeping your PC secure using third-party firewall and antivirus software. I 



Settings checkbox that lets you add or 
remove firewall protection to installed 
network connections. For example, our 
test computer has a connection labeled 
Local Area Connection that gives our 
computer Internet access, so we must 
protect that, but our test PC also has 
a FireWire port that does not provide 
access to the Internet and does not nec- 
essarily benefit from FireWire protec- 
tion. If we remove the check mark 
from the 1394 Connection 2 (FireWire) 
checkbox under the Advanced tab, then 
we are able to eliminate firewall compat- 
ibility issues with the FireWire port 



while still keeping the Internet connec- 
tion (labeled Local Area Connection on 
our test PC) protected. 

You don't have to disable firewall 
protection for a connection entirely to 
troubleshoot Internet access issues. 
Instead, you can select the name of the 
connection that is causing problems, 
click the Settings button, and establish 
some exceptions. The Services tab lists 
all of the Internet-enabled services run- 
ning on the computer that the firewall 
protects; selecting the checkbox next to 
an entry removes firewall protection 
for that individual service. We don't 



Stop Spyware 



Firewalls and antivirus soft- 
ware are essential security 
tools, but they don't do a thing 
about spyware and adware. 
These annoying programs 
aren't necessarily malicious, but 
they're definitely not on your 
side. They are designed to track 
your browsing habits, target 
advertisements based on per- 
ceived user preferences, and 

sometimes even generate irri- 

tating pop-up advertisements so they 
appear to come from a Web site even 
though they do not. 

Fortunately several free tools exist 
that are designed to stamp out spyware, 
and we recommend using all of them 
for the best possible protection. Our 
favorites include Spybot Search & 
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Lavasoft's Ad-aware is a good application that 
lets you remove spyware from a computer, and 
the basic version is free. 



Destroy (free; www.safer-networking 
.org), Javacool Software's SpywareBlaster 
(free; www.javacoolsoftware.com), and 
Lavasoft's Ad-aware SE Personal Edition 
(free; www.lavasoftusa.com). These pro- 
grams are similar to antivirus software in 
that you must update them religiously 
to protect against the latest threats. I 



recommend that you do this because 
each exception basically opens a win- 
dow in your PC that intruders can 
access instead of going through the 
front door. You also can click the 
Add button to add a service to the list, 
but you'll need to know the service's 
IP (Internet Protocol) address, its ex- 
ternal and internal port numbers, and 
whether it uses TCP (Transmission 
Control Protocol) or UDP (User Data- 
gram Protocol). If you don't know any 
of that information stay far, far away 
from the Add feature, or you risk 
exposing your computer needlessly to 
attacks from the outside (or possibly 
from the inside). 

The ICMP (Internet Control Message 
Protocol) tab contains a slew of trou- 
bleshooting tools that are of little in- 
terest to the average user but that are 
invaluable for network administrators. 
The protocol lets computers on the 
same network share error messages 
and status data, making it easier to 
troubleshoot a PC remotely. Click each 
entry to see information about it in the 
Description area. 

Automatic Updates 

The Automatic Updates section pro- 
vides quick access to the eponymous 
feature that lets you configure WinXP to 
fetch security patches on its own. Click 
the Off button to toggle this feature on. 
To configure the Automatic Download 
settings or to turn the feature off, click 
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The Advanced tab lets you disable 
firewall protection for different 
connections, but only do this for con- 
nections that do not access the Internet. 
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But How Do I Tell If My PC Is Infected? 



The new security features in 
Windows XP Service Pack 2 let you 
know if there is no antivirus software 
running on your computer, but it 
doesn't actually add any antivirus capa- 
bilities of its own or scan your system 
for viruses or malware. To do that you 
need to install a third-party antivirus 
program or use one of the many online 
antivirus scanning Web sites to make 
sure no malicious software has found 
its way onto your hard drive. 

Plenty of third-party antivirus pack- 
ages are available ranging from commer- 
cial subscription services, such as 
Symantec's Norton Antivirus 2005 
($49.95; www.symantec.com) and 
McAfee VirusScan ($39.99; www.mcafee 
.com), to excellent free alternatives, such 
as ALWIL Software's avast! 4 Home 
Edition (www.avast.com) and Grisoft 
AVG Anti-Virus (www.grisoft.com). So 
there's no excuse to leave your computer 
unprotected. Just remember that no 
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Grisoft AVG Anti-Virus is a free and powerful 
antivirus utility that is frequently updated. 

matter what antivirus package you 
choose, it is only as good as its virus defin- 
ition, so download new definitions at 
least once a week or configure the soft- 
ware to automatically update itself. Also, 

the Automatic Updates link in the 
Manage Security Settings For section. 
The Automatic option grabs all avail- 
able recommended and critical updates 
and also installs those updates automat- 
ically. If you select it, you should use 
the drop-down menus to select the 
times you want WinXP to carry out 
the procedure. 



it is important to never run more than 
one antivirus program on your computer 
at once or you may experience system er- 
rors or complete system crashes. 

Even if you don't want to pay for, 
download, or manage antivirus software, 
there are online antivirus programs that 
can scan your computer directly from a 
Web browser. Trend Micro's HouseCall 
(free; housecall.trendmicro.com) is one 
of the best, and it's very easy to use. 

When you get to the site, click the Scan 
Now, It's Free link and use the drop-down 
menu to select your location before 
clicking Go. On the next page, SP2 does its 
job by preventing the scanner from 
loading because it is an ActiveX control. 
Click the blue shield icon and click Install 
ActiveX Control. If a box appears saying 
the page cannot be refreshed without re- 
sending the information, click Retry. 

Once again SP2 intervenes, dis- 
playing a Security Warning pop-up that 
asks if you want to install the scanner's 
CAB file (cabinet file, a compressed in- 
stallation archive). Click Install, wait for 
the software to download, and click Yes 
if you see a Confirm File Replace mes- 
sage. Select the Auto Clean checkbox 
and then select the boxes next to each 
drive you want to scan (or click the one 
next to My Computer to select every- 
thing). You also can click the plus sign 
(+) next to each entry to expand its 
contents and check individual folders, 
but we recommend performing a com- 
plete system scan. Click the Scan 
button and wait for the scan to com- 
plete. This may take anywhere from a 
few minutes to a few hours depending 
on the speed of your hard drive and the 
number of files stored on it. I 

The next option tells WinXP to grab 
updates on its own but lets you deter- 
mine when to install them. The option 
after that checks for updates and lets 
you know if any are available but 
leaves it up to you to download and in- 
stall the patches. The final radio button 
lets you turn off Automatic Updates al- 
together, but don't select it unless you 



are prepared to frequently visit the 
Windows Update Web site to download 
patches manually. 



Microsoft still does not offer any an- 
tivirus protection to its customers, so it's 
up to you to install third-party antivirus 
software. (See the "But How Do I Tell 
If My PC Is Infected" sidebar for more 
details.) The Virus Protection portion of 
the security panel simply tells you at a 
glance whether an antivirus package 
is installed and whether its virus defini- 
tions (the files it uses to detect old and 
new viruses) are up-to-date. If you are 
vigilant about downloading the latest 
virus definitions for your third-party an- 
tivirus software (all packages we've 
tested will let you configure the software 
to automatically do this), you can turn off 
WinXP's monitoring of the situation by 
clicking the Recommendations button. 
Select the I Have An Antivirus Program 
That I'll Monitor Myself checkbox, click 
OK, and WinXP will stop displaying 
messages all the time that urge you to up- 
date your antivirus software. 

Internet Options 

The Security Center also provides a 
direct link to IE's Internet Options in- 
terface. There are so many Internet se- 
curity options that we've devoted an 
entire article (as we mention previously 
in the article) to them in this issue, 
so be sure to check it out. 

No Silver Bullet 

There is no way Microsoft can make 
WinXP 100% secure, but a large part of 
the security burden lies on end users. It 
doesn't matter how quickly Microsoft 
rolls out security patches if users don't 
bother to download and install the fixes, 
so check Windows Update often. Better 
yet, use the tips in this article to con- 
figure WinXP to automatically check for 
updates on a regular basis and install 
them automatically. Being proactive 
helps everyone from individual users to 
enormous corporations keep their net- 
works and PCs more secure, pct 

by Tracy Baker 
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The only completely secure computer 
is one not connected to any net- 
work. In the Internet-centric world we 
live in, however, that's not an option. 

Firewalls keep out the bad guys by 
blocking suspicious Internet activity. 
Although important, especially for broad- 
band connections, loading a firewall is 
a basic security measure that only a 
minority of home users take. 

Responding to longstanding con- 
cerns, Microsoft included ICF (Internet 
Connection Firewall) with Windows XP 
and recently upgraded ICF to the more 
simply named Windows Firewall in 
Service Pack 2. Windows Firewall coor- 
dinates with the Security Center, an- 
other SP2 innovation that displays the 
status of your firewall, antivirus, and 
updates settings on a single screen. 
Most importantly, Windows Firewall 
turns itself on by default, a security 
measure lacking in the older ICF. 
That means most WinXP users now 
have at least the Windows Firewall 
securing their hard drives from Internet 
ne'er-do-wells. 

The biggest drawback of relying on 
Windows Firewall is that it only does 
half the job of most third-party firewalls. 
All firewalls, including the Windows 
version, prevent malicious inbound 
connections. That means it would be 



difficult or impossible for a cracker to 
smash head-on through your firewall 
and snoop around inside your system. 
Unfortunately, that's not the only way or 
even the most common way of compro- 
mising a machine. Viruses can still ride 
into your computer through email or 
certain types of Web pages (firewall 
or not) and, once there, start beaming 
information, such as passwords or other 
sensitive data, out rather than in. 

Comprehensive firewalls monitor in- 
bound and outbound streams. If a pro- 
gram attempts to open up a channel to 
the Internet without permission, the 
firewall blocks the potentially insidious 
communication and asks you whether 
you really want that particular bit of 
software phoning home. Windows 
Firewall, on the other hand, leaves the 
outbound gates wide open. The last 
line of firewall defense against some 
truly nasty spyware, Trojan horses, and 
the like is missing with Microsoft's 
built-in solution. 

That said, Windows Firewall is far 
better than nothing. The fact that it will 
install itself on WinXP machines and 
turn on by default will save many home 
and small-business users some unfortu- 
nate lessons in hacking techniques. 
Reading just this one article, however, 
vaults you to a relatively high state 



of computer security consciousness. 
There's no need to settle for Microsoft's 
half solution. Full-featured firewalls are 
easy to use and range in cost from rela- 
tively cheap all the way down to free. 

Third-Party Firewalls 

We took a look at some of the more 
popular firewall options. Many of them 
are currently sold as security "solutions" 
that combine firewalls with a variety of 
other protective software that may or 
may not be useful. Any one of these 
products provides adequate bidirec- 
tional protection; details such as ease of 
use and compatibility with existing soft- 
ware often help you decide which one to 
set to work on your own system. 

Agnitum Outpost Firewall. Outpost 
Firewall is the alternative firewall that has 
won more than a few converts. Although 
it packs plenty of advanced customization 
features, Outpost Firewall's main inter- 
face is easy to navigate. 

On the main screen, a large button on 
the left side of the toolbar controls just 
what Outpost Firewall will and will 
not let through. By default, Outpost 
Firewall Pro uses a batch of rules that 
safely lets popular programs interact 
with the outside world. With a couple 
of clicks, you can command the firewall 
to use these rules, use a looser or more 
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restrictive set of rules, or close or open 
the gates entirely. 

Outpost Firewall includes an inter- 
esting ability to use plug-ins for special- 
ized functionality. Although home 
users might not have a lot of use for 
this feature, network administrators 
might find plug-ins worth investi- 
gating. Outpost Firewall Pro comes 
bundled with a few plug-ins already, 
such as an ad blocker that wipes out 
most Web page banner ads and a con- 
tent blocker that bars Web sites con- 
taining specified keywords. 

Like Zone Labs' ZoneAlarm Pro 
(which we review later in this article), 
Outpost Firewall offers free and paid 
versions. Most home users will find the 
free Outpost Firewall fills their needs; 
the more advanced Outpost Firewall Pro 
includes features for building more com- 
plex rules governing data traffic and a 
better log system. Because Outpost 
Firewall Pro is newer, the built-in rules 
might work better with some of the 
newer software on your machine. For in- 
stance, we had trouble getting Outpost 
Firewall to allow Firefox to browse the 
Web. Outpost Firewall Pro managed the 
task without effort. 

McAfee Personal Firewall Plus. 
McAfee's program integrates itself into 
its developer's suite of programs. (This 



is something you will also see with 
Symantec Norton Personal Firewall.) If 
you already run McAfee's antivirus tool 
or some other component of the McAfee 
suite, this firewall would be a useful ad- 
dition to the fleet. 

WinXP SP2 includes the Windows 
Security Center, which provides a 
single screen showing the status of your 
firewall, antivirus, and updates set- 
tings. Rather than attempt to coop- 
erate with the Windows Security 
Center, McAfee creates its own Security 
Center that duplicates the functions of 
WinXP's built-in version. Like the 
Windows Security Center, McAfee's 
Security Center monitors the status of 
your antivirus program, even if it isn't 
the one McAfee sells. Of course, the 
McAfee Security Center does let you 
know exactly what McAfee products 
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are installed, and little red dots let you 
know what the company thinks you 
still need to buy. 

McAfee also works a lot like Norton 
Personal Firewall. Programs attempting 
to access the Internet trigger alerts that 
let you choose whether or not to grant 
access. The firewall keeps track of which 
applications are currently accessing the 
Internet so you always know what your 
computer is up to. A simple slider bar 



lets you change a variety of security 
options, letting you allow or disallow 
types of traffic. You can disable the 
firewall completely or disconnect all 
Internet contact. 

Sygate Personal Firewall. The first 
thing you notice about Sygate Personal 
Firewall is that the interface is a bit 
behind the times. The plain appearance 
does not mean Sygate skimps on what's 
really important. Like Symantec and 
McAfee, Sygate offers full inbound and 
outbound protection. As applications 
send out data to the Internet, Sygate 
makes sure that you gave permission for 
this to happen. The free version of 
Sygate Personal Firewall provides basic 
protection while Personal Firewall Pro 
adds in a number of advanced features. 

In addition, Sygate provides detailed 
support for building rules that allow 
or deny very specific types of traffic. If 
you want to leave a port on your com- 
puter open for a particular reason 
during certain times of the day and 
make it available only to specific out- 
side machines, Sygate can keep track of 
that. Sygate also records every imagin- 
able related event in logs advanced 
users can use to decipher where pos- 
sible attacks might originate. An email 
notification function lets you receive a 
special message whenever an alert is 
triggered, which can be important to 
system administrators trying to trace at- 
tacks or security leaks. 

In short, Sygate is a good firewall for 
users who know a little something 
about computer security. The interface 
can't compete with what you find in 
any of the other popular firewalls, but a 
pretty screen doesn't necessarily trans- 
late into better protection. Users who 
don't face down hackers on a daily basis 
might want something with a friendlier 
color scheme. 
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Symantec Norton Personal Firewall. 

This is a comprehensive choice for in- 
bound and outbound monitoring. 
What's more, if you already use other 
Norton products, such as Symantec's 
Norton Antivirus, you will be able to 
configure all of your security programs 
from one central Norton interface. 

Newer versions of Symantec's suite of 
products also cooperate with the 
Windows Security Center. The Windows 
Security Center normally reports the 
status of the Windows Firewall, but with 
Norton Personal Firewall installed, the 
Security Center reports on Norton fire- 
wall instead. There are still a few kinks 
that need worked out: We disabled 
Norton Personal Firewall from its own 
settings screen. However, the Windows 
Security Center still reported the Norton 
firewall as on even though Norton re- 
ported it as disabled. 

The firewall itself, on the other hand, 
is robust with many configuration 
options. The program will automatically 
create rules allowing common programs 
that Norton identifies as safe to access 
the Internet. You can change the settings 
to tighten up access if necessary and 
even lock down the computer from all 
inbound or outbound access. 

With free firewalls competing for user 
loyalty (Zone Labs' ZoneAlarm is one 



example we explore next), Norton 
throws in a few other features to make 
the price of the software seem more rea- 
sonable. Although mostly dispensable, 
some of these additions make sense. Our 
favorite feature is the Privacy Control, 
which intercepts numbers and terms 
you specify and keeps them from going 
out into the Internet. Not only does this 
protect against crackers, but it also can 
keep the younger computer users in 
your family from shopping with a 
grown-up's credit cards. 

Zone Labs ZoneAlarm. One of the 
first personal firewalls to gain wide- 
spread visibility among home users, 
ZoneAlarm is the de facto standard 
among those computer users who want 
a good firewall at a low price. The stan- 
dard version of the program is free, 
which makes it pretty attractive even 
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Zone Labs ZoneAlarm 

Free; $49.95 for ZoneAlarm Pro 

Zone Labs 

(415)633-4500 

www.zonelabs.com 

though the feature set is not as exten- 
sive as what you see in Symantec's or 
McAfee's firewall programs. 

ZoneAlarm is considered by many to 
be the gold standard in personal fire- 
walls, and we've seen no reason to 
doubt its security capabilities. This pro- 
gram offers some nice touches for the 
casual user. Like any good firewall, 
ZoneAlarm presents alerts from time to 
time when unfamiliar programs attempt 



to connect to the Internet. If you don't 
know to what software a particular alert 
relates, you can click a ZoneAlarm More 
Info button to figure out whether the 
program is behaving properly. 

Overall, we found ZoneAlarm to be 
the easiest of the firewalls to use. Even 
the free version includes an up-to-date 
interface and well-thought-out design. 
ZoneAlarm Pro adds identity theft/ 
privacy protection, pop-up blocking, 
and email virus protection. It also auto- 
matically configures the firewall to 
allow popular programs to safely access 
the Internet, which means fewer per- 
mission pop-ups. 

Checking Out 

If you've made the switch to a more 
comprehensive firewall, you'll likely want 
to disable the built-in Windows Firewall. 
Running more than one firewall can lead 
to frustrating conflicts that stymie legiti- 
mate Internet access. Some third-party 
firewalls disable the Windows version 
automatically. To see if Windows Firewall 
is affected, open the Security Center and 
click the Windows Firewall icon near the 
bottom of the screen. In the Windows 
Firewall dialog box, click Off (Not Recom- 
mended). Click OK. 

If the firewall you choose doesn't 
communicate with the Security Center, 
you'll see that security warning icon in 
the System Tray, and you may see a 
message pop up from time to time that 
informs you that something is amiss. To 
prevent these intrusions, click the 
Recommendations button under the 
Firewall topic and select the I Have A 
Firewall Solution That I'll Monitor 
Myself checkbox. Click OK. Windows 
will turn the firewall indicator to yellow 
and stop bugging you. 

Of course, your new firewall will 
bother you from time to time. Especially 
at first, you will need to train the fire- 
wall to recognize programs you use and 
allow them to access the Internet. A few 
clicks here and there, however, are 
much preferred over some evil bit of 
spyware transmitting your credit card 
number to Nigeria, pct 

by Alan Phelps 
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So Many Firewalls To Choose From 



All of the popular third-party firewall programs do a good job of protecting your machine from inbound cracker attacks 
and malicious outbound data transmission. They do a much better job, in fact, than Windows XP's new built-in Windows 
Firewall (available with Service Pack 2), which only monitors incoming traffic. Download the free version of a program, such as 
Zone Labs' ZoneAlarm, for basic protection; users of McAfee or Symantec products might want to complete their security suite 
with the same company's firewall. With several worthy, free options, there's really no reason not to run a firewall. 
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Protect Your PC With 
These Antivirus Programs 






As we've explained so far in our cov- 
erage of Windows Security, the main 
focus of Windows XP SP2 (Service Pack 2) 
is on protecting your computer from the 
types of malicious threats running ram- 
pant across the Internet. However, the 
SP2 fortifications that Windows Firewall 
and Automatic Updates features provide 
can only do so much when it comes to 
protecting your computer. You really 
need to reinforce that protection with a 
comprehensive antivirus program. 

In this article, we'll examine four of 
the most popular antivirus software 
packages. We'll begin with a generalized 
look at some of the most common fea- 
tures found in all antivirus packages and 
explain how they work. 

Antivirus Basics 

As you may know, the term virus is 
used to generally refer to any number 
of malicious programs. However, 
without getting too technical, it's safe to 
say that the central theme of a virus is 
to spread itself to as many computers as 
possible and to perform some type of 
destructive or malevolent action. As 
such, the main jobs of antivirus soft- 
ware are to prevent the spread of 
viruses and to prevent viruses from car- 
rying out their destructive missions. 



In order to carry out these jobs, all an- 
tivirus software relies on some form of a 
virus profile database, which it uses to 
recognize a virus. As such, an antivirus 
program must be able to automatically 
update the virus profile database on a 
regular basis. 

To keep up with the rapid onslaught 
of new viruses that spread extremely fast, 
an antivirus program must include a heu- 
ristic scanning feature that lets it detect 
new viruses based on virus-like activity 
before the virus is actually identified and 
placed in the virus profile database. 

Email is the main distribution mecha- 
nism for viruses these days, so an an- 
tivirus program must at the very least be 
able to monitor incoming email mes- 
sages in order to prevent viruses from 
getting into your computer. Because 
viruses can be introduced to a computer 
at any time while the computer is turned 
on, an antivirus program must always 
be running in the background, keeping a 
lookout for virus activity as the com- 
puter performs it normal tasks. This type 
of scanning is generally referred to as 
real-time scanning and is a feature 
found in all antivirus programs. 

In order to ensure that a virus hasn't 
inadvertently snuck into a computer, 
an antivirus program must be able to 



automatically perform a regularly sched- 
uled full scan. Similarly, an antivirus pro- 
gram must let the user run a manual scan 
at any time. 

If the antivirus program finds a virus, 
the program must be able to automati- 
cally remove the virus from an infected 
file or, failing that, be able to quarantine 
the file and subsequently the virus. 

Programs To Consider 

Throughout the next few pages, we 
will look at some of the more common 
antivirus programs and what each has 
to offer. 

eTrust EZ Antivirus 2005 v7 

Computer Associates is probably best 
known for its enterprise IT management 
software, but it also has a burgeoning 
consumer products division that brings 
the company's industrial strength secu- 
rity tools to consumer and small-business 
computer users. This line of products car- 
ries the eTrust EZ product moniker and 
includes firewall and spyware products, 
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Computer Associates 
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as well as the antivirus product. Further- 
more, Microsoft has included eTrust EZ 
Antivirus 2005 in its free Partner Pack 
for WinXP, which is available on the 
Microsoft site (www.microsoft.com 
/windows /partnerpack) . 

When it comes to providing extra fea- 
tures, EZ Antivirus is a bit on the light 
side when compared to the other pack- 
ages. For example, many antivirus pro- 
grams scan incoming and outgoing email, 
but EZ Antivirus will only scan incoming 
email. Furthermore, EZ Antivirus leaves 
the spyware and adware detection to its 
sister program, PestPatrol. Regardless of 
these shortcomings, EZ Antivirus does in- 
deed provide you with everything you 
need to keep your PC safe from viruses 
including automatic, real-time, and sched- 
uled scans of files, downloads, and attach- 
ments, as well as regular updates. 

As far as user interfaces go, EZ 
Antivirus' user interface is probably the 
cleanest of the bunch. Its pleasing blue 
color scheme is easy to read, and the 
simple layout of four tabs provides easy 
access to a variety of options and fea- 
tures, each of which is highlighted on 
large buttons with mnemonic icons along 
with very straightforward descriptions. 

F-Secure Anti-Virus 2005 

Headquartered in Helsinki, Finland, 
with offices in the United States, F-Secure 
has been in the antivirus business since 
1988. The Anti- Virus 2005 product pro- 
vides you with complete virus protection 
including real-time scanning, scheduled 
scans, incoming and outgoing email scan- 
ning, automatic virus removal, and reg- 
ular updates. In addition, the Anti- Virus 
2005 package includes F-Secure Anti- 
Spyware, a separate tool that can scan 
your system for hidden spyware, as well 
as protect your system from new spyware 
and adware infections with a background- 
monitoring feature called Ad-Monitor. 



F-Secure Anti-Virus 2005 

$64 

F-Secure 

(408) 938-6700 

www.f-secure.com 




When you install Anti- Virus 2005, it 
inserts itself into the Virus Protection 
slot in the Windows Security Center. 
The user interface for Anti- Virus 2005 is 
nicely designed and very easy to use. 

McAfee VirusScan 2005 version 9.0 

McAfee has been in the business of 
providing computer security since 1989, 
and you can see the evidence of its long- 
term commitment as soon as you begin 
to use VirusScan 2005. This package of- 
fers full-featured virus protection and 
can detect spyware and other malicious 
threats including adware, keystroke log- 
ging programs, and Web dialers. The 
virus protection includes continuous 
monitoring for virus-like activity, as well 
as virus checks on all inbound and out- 
bound email, instant message attach- 
ments, and Internet downloads. 

Even though the VirusScan interface is 
many sided, which makes it rather con- 
fusing at times, it is quite comprehensive. 
For example, VirusScan's standalone in- 
terface is designed to make manual virus 
scan operations very easy, but it offers 
only a few targeted configuration options. 

You will find the majority of the con- 
figuration options under the VirusScan 
tab of the McAfee Security Center, 
which provides the main interface to 
VirusScan, yet it is actually designed to 
host all the McAfee Security products. 
Even so, from the VirusScan tab, you can 
easily initiate manual scan operations, as 
well as access the configuration options, 
including the scheduler. Moving beyond 
the standard fare, the VirusScan tab con- 
tains a host of additional features. For 
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$39.99 
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example, you can learn about viruses by 
investigating the virus information data- 
base or check out the World Virus Map, 
which tells you where the latest viruses 
are infecting computers worldwide. 

In addition to its own user interfaces, 
VirusScan takes up residence in the 




Virus Protection spot of the Windows 
Security Center. 

Symantec Norton Antivirus 2005 

Although not the only big name 
player in the antivirus software market- 
place these days, Norton Antivirus is 
still considered by many long-time com- 
puter users to be one of the premiere an- 
tivirus packages, and version 2005 is no 
exception. It's packed with all the fea- 
tures and tools you need to protect your 
computer from viruses, as well as ad- 
ware, spyware, and other malicious 
threats. Norton Antivirus 2005 monitors 
your system in real-time. It also scans in- 
bound and outbound email and instant 
message attachments. Other features in- 
clude the ability to scan compressed 
archive files, an immediate mini-scan 
operation that automatically occurs after 
each virus definition update, and a basic 
firewall /port blocking technology aimed 
at stopping Internet worms. 

When you install Norton Antivirus 
2005, it immediately launches its new 
Quick Scan tool that checks the most 
common files and folders for pre-ex- 
isting viruses. Once the installation is 
complete, the program updates its virus 
definition list and automatically runs a 
full system scan. At completion, you'll 
find that Antivirus 2005 moves right 

Symantec Norton 

Antivirus 2005 

$49.95 

Symantec 

(877) 832-2420 

www.symantec.com 

into the Virus Protection slot in Win- 
dows Security Center, and it also takes 
control of the firewall duties. 

Antivirus 2005 's streamlined user in- 
terface, with menu system on the left 
and all options on the right, makes it 
extremely easy to find and configure 
the various features. The opening page 
provides you with a detailed status re- 
port, letting you tell at a glance what 
features are enabled, when the last full 
scan was run, when the virus defini- 
tions were last updated, as well as 
when your subscription expires. 
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This Is Only A Test 

Unless your computer actually gets at- 
tacked and you witness firsthand your an- 
tivirus program in action, how will you 
know that your system is adequately pro- 
tected? We wouldn't recommend that you 
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go in search of a real malicious threat; 
however, a fake virus might do the trick. 
Fortunately, you can download a fake 
virus from the EICAR (European Institute 
for Computer Antivirus Research) at 
www.eicar.com. Click the link titled The 



Antivirus Testfile Eicar.com to find a de- 
tailed set of instructions for downloading 
the fake virus and using it to test your 
antivirus program, pct 

by Greg Shultz 
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Think of them as a reprieve from the world around you. 

Whether it's the engine roar on airplanes, noise of the city, bustle in 
the office or the blare of neighborhood yard work, 
these headphones help you escape them all And 
they do it with the flick of a switch. You savor 
delicate musical nuances in places where you 
couldn't before. And when you're not listening 
to music, you can use them to quietly enjoy 

a little peace. Clearly, Bose QuietComfort® 2 headphones are 

no ordinary headphones. It's no exaggeration to say 

they're one of those things you have to 

experience to believe. 

Reduce noise with Bose 
technology. David Carnoy 
reports on CNET that 
our original noise-reducing 
headphones "set the gold 
standard." And according 
to respected columnist 
Rich Warten, our newest 
headphones "improve 
on perfection." They 
electronically identify and 
reduce noise while faith- 
fully preserving the music, 
movie dialogue or tranquility 
that you desire. As Jonathan 
Takiff reports in the Philadelphia 
Daily News, "Even in the 
noisiest environment, wearing 
these phones creates a calming, 
quiet zone fot easy listening or 
just snoozing." 

Enjoy your music with our best headphone sound quality ever. 

After trying QuietComfort" 2 headphones, audio critic Wayne 
Thompson reports that "Bose engineers have made major 
improvements." The sound is so clear, you may find 
yourself discovering new subtleties in your music. CNET says 
"All sorts of music - classical, rock, and jazz - sounded refined 
and natural." 



"The QuietComfort 2 lives up to its name, 

enveloping you in blissful sound in the utmost 
comfort. It's easy to forget they're on your head." 
That's what columnist Rich Warren says. And as 
Ivan Berger reports in The New 
York Times, the "QuietComfort 2 
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offers more conveniences than the origi- 
nal model." You can wear them without, 
the audio cord to reduce noise. Or, attach 
the cord and connect them to a portable 
CD/DVD/MP3 player, home stereo, computer or in-flight entertain- 
ment system. When you're done, their convenient fold -flat design 
allows for easy storage in the slim carrying case. 

Try the QuietComfort 2 headphones for yourself risk free. 

We don't expect you to take our word for how 
dramatically these headphones reduce noise, 
how great they sound and how- 
comfortable they feel. You really must 
experience them to believe it. 
Call toll free to try them for 30 
days on your next trip, in 
your home or at the office - 
satisfaction guaranteed. 
If you aren't delighted, 
simply return them for 
a full refund. 

Call 1-800-720-2673, 
ext. Q3271 today. These 

headphones are available 
directly from 
Bose - the most 
respected name 
in sound. Order 
now and you'll 
receive a free 
portable Bose CD 
Player with skip protec- 
tion - a $50 value. Be sure to ask about our 
financing options* So call and discover a very 
different kind of headphone - Bose QuietComfort" 2 Acoustic Noise 
Cancelling headphones. 



1-800-720-2673, ext. Q3271 

For information on all our products: 

www.bose.com/q3271 




FREE Bose 
CD Player 

when you 
order by 
Jan. 31, 

2005. 
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How Safe Are 
Internet Explorer 
& Outlook Express? 




Windows XP Service Pack 2 
Improves Your Security 



As processors get faster and 
Internet connections speedier, 
sometimes it seems that this new 
technology only results in quick- 
ening the pace of dealing with 
Internet and email problems. 

Spyware, spam, pop-up ads, and 

virus-laden email messages are just some 
of the virtual land mines users must tiptoe 
around when they go online or retrieve 
their email. 

For each of these problems, of course, 
you can find applications that will help 
keep your computer safer and your 
browsing experience cleaner. But the 
first line of defense in Internet security, 
especially for home users, should be a 
Web browser and email application 
loaded with security tools. 

Users of WinXP now have this option. 
The fixes and features packed into 
Service Pack 2, the long-awaited major 
update for WinXP, are all about secu- 
rity, especially in Internet Explorer and 
Outlook Express. 

An Updated Browser 

Somewhat lost in all the hype about 
SP2's new security features is that the 
service pack includes an entirely up- 
dated version of Internet Explorer. You 
won't see radical interface changes 
just by looking at the new IE, but you 
will notice several key improvements 
that will make your browsing not 
only more secure but more enjoyable, 
as well. 
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Internet Explorer's pop-up blocker efficiently squashes 
pop-up content and then subtly notifies you about its 



Pop-up blocker. A perfect example of 
this is IE's new pop-up blocker, a great 
tool for choking off those annoying pop- 
up ads that get in the way when you go 
online. We've looked at a number of dif- 
ferent pop-up programs over the years, 
and we're impressed not only at this 
tool's efficiency but also at how unobtru- 
sively it works. Of course, it's to be ex- 
pected that IE's pop-up blocker would 
integrate seamlessly into the browser. 
But this works with such efficiency, you 
almost have to look just to notice it. 

When the pop-up blocker stops pop- 
up content, the small Information bar 
appears near the top of your browser, 
right beneath the Address bar. You can 
click this message bar to access several 
options: You can temporarily allow pop- 
up content; always allow pop-ups from 
the site you're visiting; access even more 
settings; or get further help with this 
tool. From those additional settings, you 
can choose to disable the information 
bar and /or the sound that occurs when 
a message is blocked. Choose both to 
keep the pop-up blocker working en- 
tirely in the background. 

Download monitoring. If you've 
used IE before, you're familiar with the 



message that appears when you 
download a file from a Web site. 
With the new download moni- 
toring tool, Microsoft has tweaked 
the old message by bolstering the 
work. warning that downloading files 

from the Internet is potentially 

dangerous. You'll still get the same Run, 
Save, and Cancel options you had be- 
fore, but now you can click a What's The 
Risk? link to learn more. Think of the 
download monitor as a little speed 
bump that forces you to slow down and 
think through what you're about to do. 
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The new Download Manager acts 
as a speed bump to warn you of 
the potential risks involved in 
downloading files from Web sites. 

Secured RPC. Remote Procedure Call 
is a data-transmitting format that allows 
one computer to run a program on a 
server. Many legitimate programs rely on 
the RPC protocol, but its inherent flaws 
have allowed various malicious attacks, 
such as the insidious Blaster worm. 

SP2 features a more secure RPC 
that plugs these holes. However, you 
may need to visit the Web site of some 
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software makers to download updates 
for programs that rely on RPC but fail to 
work properly after you install SP2. 
(Visit Microsoft's SP2 information Web 
page at www.microsoft.com/windows 
xp/sp2/sp2_whattoknow.mspx for 
more information.) 

Controlling ActiveX controls. With- 
out ActiveX controls, the Web would be 
a more static place. ActiveX controls, 
along with scripts, enable the "in mo- 
tion" content you see online, such as 
real-time sports scores, stock updates, 
and animation. Overall, ActiveX controls 
and scripts are a good thing, of course, 
but people can use them for dangerous 
purposes, as well. Some Web sites may 
employ them to install a small program 
on your system or gain information from 
you without your knowledge. Therefore, 
it's imperative that you control which 
Web sites you allow to run ActiveX con- 
trols and scripts and which Web sites 
you want to block from running them. 

In the updated IE, Web sites in the 
Internet security zone (which contains 
all sites that you haven't placed in the 
Local Intranet, Trusted Sites, or Restric- 
ted Sites security zones) will not down- 
load all unsigned ActiveX controls 
(more on this later). If a site tries to 
download a control or script, IE will no- 
tify you through the same information 
bar it uses to tell you it has blocked a 
pop-up ad. Meanwhile, you can view 
the portions of the Web site that don't 
rely on controls or scripts. 
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Add-on manager. While using pre- 
vious versions of IE, you may have en- 
countered Web sites that try to add a 
feature or two to your browser, either 
without your knowledge or by misrepre- 
senting the true nature of the add-on. 
The updated IE sports an add-on man- 
ager, which alerts you to these attempted 
changes to your browser. This will help 
keep your browser in better working 
condition and reduce the chances that 
such unwanted, unnecessary programs 
will freeze up or at least slow down IE. 

New OE Features 

In giving you an updated Web browser 
through SP2, Microsoft did not neglect to 
bolster some security features in Outlook 
Express. After all, email programs can act 
like sieves when it comes to allowing 
viruses and worms to infect your system, 
especially if you carelessly open attach- 
ments or click links within spam email. 

Therefore, SP2 includes the new At- 
tachment Manager, which will block, by 
default, any file attached to an email 
message if it deems it a dangerous file 
type, such as one that contains script. 
When you attempt to open an attach- 
ment, you'll first see a warning asking 
you if you are sure you want to open the 
attachment. You can enable or disable 
this prompt on the basis of file types. 

In the past, OE allowed you to receive 
messages in the HTML format, which 
means the messages could contain pic- 
tures. (The default sending mode is still 
HTML.) But SP2 has added a feature 
that now blocks most, if not all, images 
embedded in email messages because 
senders can use these pictures as a 
way of identifying your computer. That 
could result in your receiving more 
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In its default mode, the new attach- 
ment manager will ask you if you 
want to open files attached to any 
email message, regardless of the type. 



A new feature in Outlook Express temporarily 
blocks images embedded in messages to 
prevent senders from identifying your 
computer and thus sending you more spam. 

spam. Just above the message area you'll 
see an information bar telling you that 
the pictures are blocked; you'll also see 
little red X's where the pictures would 
appear. To download and view the im- 
ages, simply click the information bar. 

Windows Firewall 

The new Windows Firewall, which 
replaces the old Internet Connection 
Firewall, is not technically part of the 
updated browser, but of course it goes to 
work every time you use IE. Enabled by 
default, this new firewall will help pre- 
vent a potential intruder from gaining 
unauthorized access to your system, 
whether you're browsing the Web or 
just connecting to a local network. If 
the firewall successfully blocks an at- 
tempted unauthorized connection or 
even just some features of a program 
communicating with your system, you'll 
see a Windows Security Alert asking if 
you want the firewall to keep blocking 
the connection or program features. 

You can allow exceptions to the 
firewall so that certain connection 
requests — an IM (instant messaging) 
buddy, for instance — will be allowed. To 
tweak the firewall settings, or to disable it 
in deference to another firewall program, 
go to the new Windows Security Center, 
located in the Control Panel (Start, 
Control Panel, and Security Center). 

Windows Security Center 

Apart from the tweaks and revisions 
you'll find in IE and OE, the inclusion of 
the new Windows Security Center in the 
Control Panel is definitely one of the 
most noticeable new SP2 features. 

We won't review all the aspects of 
Windows Security Center, because 
"What's New For Security In WinXP 
Service Pack 2?" (on page 52) does a 
thorough job of this. However, we 
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should point out that you can click the 
Internet Options link at the bottom of 
the security center in order to manage 
settings for IE. This opens the Internet 
Options dialog box — which you also can 
access through the Tools menu in IE — 
and displays the Security tab. 

Security zones. The Security tab is 
where you decide in which of the four se- 
curity zones to place Web sites. As we 
said before, any site that is not included in 
one of the other three zones automatically 
is considered part of the Internet zone, 
and its default security settings will apply 
to the site. You can easily tell which zone 
a site is in while using IE; just look at the 
far right corner of the status bar. 

By default, the Internet zone employs 
a medium level of security, meaning 
(among other things) it prompts you 
before downloading anything to your 
system. To raise the security level for this 
zone (IE won't let you lower it), click the 
Default button. Or, to modify more than 
30 specific settings dealing with ActiveX 
controls, file downloading, and more, click 
the Custom Level button to open the 
Security Settings dialog box. This laundry 
list of settings mostly allows you to enable 
or disable certain settings, such as whether 
to open a file based on content and not its 
extension. In other words, this is a good 
place to tweak some of the new features 
SP2 brings to IE and Outlook Express. 

Also, you can use the Privacy tab 
on the Internet Options dialog box to 
govern the acceptance or rejection of 
cookies from these Web sites and to en- 
able or disable the pop-up blocker. 
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You can modify security settings for the 
four security zones to which you can assign 
Web sites, but you can't lower the setting 
for the Internet zone beyond medium. 
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If you keep Automatic Updates enabled, you won't need to visit the 
Windows Update Web site to get the most critical updates. 



The other three security zones all 
employ a different default security level. 
The Local Intranet zone is set at the 
Medium-Low level, where most content 
will run without prompting you to 
make a choice. Sites you've placed in the 
Trusted Sites zone are governed by the 
lowest security level, which employs 
minimal safeguards. And the Restricted 
Sites zone runs at the highest security 
level, which blocks all cookies and won't 
download any ActiveX controls. As with 
the Internet zone, you can tweak secu- 
rity settings for each of these zones. 

Patch Security Holes 

Even with the impressive security 
strides Microsoft has taken with the re- 
lease of SP2, attackers will continue to 
find ways to exploit even the tiniest 
flaws found in IE and OE. These pro- 
grams are undoubtedly more secure 
now, but to keep them that way, youTl 
need to install the latest updates and 
fixes through Automatic Updates. 

With SP2, Automatic Updates is en- 
abled on your system by default. Just click 
this tool's icon in your System Tray, and 
you can begin the process of installing the 
most-needed updates it finds for your 
system. For more information about crit- 
ical and recommended updates that you 
can obtain through the Windows Update 
Web site, read the "Windows Update 
Tracker" article each month in PC Today. 



In the past, we've found patches that 
address such problems as denial-of- 
service vulnerabilities in OE, worm re- 
moval, buffer overruns, URL validation 
errors, and race condition vulnerabilities 
(which permit more than one process to 
work with the same data simultaneously, 
giving crackers an opportunity to control 
the targeted system) in RPC. You don't 
have to be a techie to fix these flaws; 
you should just be willing to download 
and install the updates that Microsoft 
provides at no cost. To underscore the 
importance of keeping your system up- 
dated, keep in mind that Microsoft has 
already released some updates for SP2. 

Low-Cost Protection 

The improvements in IE and OE are a 
big step forward, but they aren't meant 
to replace all security applications. For 
instance, even after installing SP2, you'll 
still need to run and maintain a good 
antivirus program. And keep the Auto- 
matic Updates enabled. Yes, it can be 
a little annoying to see Restart Your 
System prompts after the updates are in- 
stalled, but that's a very small price to 
pay keep your system better protected 
from Internet- and email-based attacks 

Along with a healthy dose of com- 
mon sense, SP2's features should do 
just that, pct 

by Rachel Derowitsch 
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Malicious code almost always masks 
itself as something desirable and 
then causes destruction to your computer. 
And with an older OS, you're often more 
vulnerable to such malicious attacks. But 
with vigilance and a few security patches 
you can recognize threats and keep your 
system secure, even if you're running one 
of those aging Windows versions such as 
Windows 98/98SE/Me/2000. 

Some of the potential problems associ- 
ated with these versions are rooted in the 
fact that they were designed more for 
home use than network use and were 
released before many of the current mal- 
ware problems existed. Because of the rel- 
atively old technology associated Win98/ 
Me, many computer experts recommend 
upgrading your system to Windows XP, 
especially if you have a 24/7 connection 
to the Internet or are running the com- 
puter as part of a company's network. 
However, for many people, that solution 
isn't practical. If you're in that group, try 
plan B, which is adding as much security 
as you can to what you do have. 

Because Win2000 is newer than 
Win98/Me, it is generally considered 
more secure. However, it still requires 
shoring up. To help you determine the 



best course of action for your exact sys- 
tem, we'll quickly look at the main securi- 
ty threats for it and give you practical 
ideas of how to build up your defenses. 

Know Your Enemy 

Spyware, adware, viruses, Trojan hors- 
es .. . together, they comprise the current 
threats for Windows-based computers. As 
a group, these malicious programs are 
often referred to as malware and can cause 
a variety of problems on your computer. 
For example, spyware tracks your online 
activities and sends the information to 
third parties so that they can bombard you 
with related ads. Of course, all this mal- 
ware doesn't operate on its own. It's 
designed and installed remotely (or 
spread via email) by intruders who want 
to control or trash your system. 

The Good Guys 

Just as your doctor tells you to exercise 
more to prevent major health problems, 
so will a few simple security procedures 
help keep your computer healthy. Install 
(and keep up-to-date) antivirus software; 
Symantec's Norton Antivirus ($49.95; 
www.symantec.com) is a good choice. 
Additionally, use a personal firewall, such 



as Zone Labs' ZoneAlarm, available as a 
free download at www.zonelabs.com. 
Always scan email attachments for virus- 
es before opening them and consider a 
spam blocker to prevent junk mail from 
reaching your computer in the first place. 
Computer experts also recommend 
uninstalling any programs that you don't 
use regularly. Every program on your sys- 
tem can potentially contain problems in 
coding that an intruder can exploit. Also, 
back up your system often in case mal- 
ware causes it to crash. Finally, because 
many security issues are spread via the 
Internet, limit the amount of time that 
your Win98/Me system is connected to it. 
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Keep up your defenses. One important 
security measure in Windows 98/Me/2000 is 
to install antivirus software and then keep 
virus definitions up-to-date. 
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Let's assume that youVe fol- 
lowed these general security 
guidelines, and we'll dig into 
some specific security steps you 
can take if you own one of these 
older versions of Windows. 

Don't Share 

OK, we know that your 
kindergarten teacher always 
told you to share. But in the 
case of File And Print Sharing in 
Win98/Me, we think she'd 
make an exception. Many of the 
security issues with these ver- 
sions are associated with this 
feature. To address this prob- 
lem, Microsoft released the 
Windows Share Level Pass- 
word Update. You can down- 
load and install this update to 
prevent the security problems 
associated with the File And 
Print Sharing feature. For more 
information about the Windows 
Share Level Password Update, 
as well as directions on how 
to download and install it, 
visit www. support. microsoft 
.com/kb/q273991. 

Alternatively, you can just 
turn off File And Print Shar- 
ing. In WinMe, choose Start, 
Settings, and Control Panel. 
Double-click Network to open 
the Network dialog box and 
click the File And Print Sharing 
button on the Configuration 
page. In the File And Print 
Sharing dialog box, uncheck 
both options and then click OK 
in all open dialog boxes. 

Patch It Up 

Another important security 
measure — and an often-over- 
looked one — is diligently 
installing the security updates 
or patches that Microsoft pro- 
vides. Updating your comput- 
er with these security patches 
is important because intrud- 
ers can otherwise exploit 
security holes. In most cases, 
these vulnerabilities have 
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Avoid security problems inherent in Windows' File And Print Sharing 
feature by downloading and installing the Windows Share Level 
Password Update. 
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Even if you're using an older version of Windows, you should still 
download and install security updates from Microsoft's Web site. 
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Microsoft releases service packs for most versions of Windows (and 
Windows components, such as Internet Explorer). These service 
packs include security updates, as well as other improvements to the 
operating system. 



existed since the time the soft- 
ware was first released — even 
under intense beta testing 
programs, it's nearly impossi- 
ble to completely test software. 
However, after holes are dis- 
covered, they offer an open 
door for intruders to infect 
your computer with intrusive 
or destructive programs. 

Luckily, Microsoft tries to 
make it easier for you to patch 
up the holes. The company 
aims to educate users about the 
importance of regularly updat- 
ing the software and maintains 
a Web site with available 
downloads at www.windows 
update.microsoft.com. Later in 
this article, we'll mention a 
handful of the most critical 
updates that you should down- 
load from this site. Addi- 
tionally, to alert you about the 
most crucial updates, we go 
over some of them in our 
monthly "Windows Update 
Tracker" article (on page 14). 

Turn On Autopilot 

If your life is too busy to 
remember to regularly down- 
load and install Microsoft's 
updates, you can change the 
settings in Windows so that it 
prompts you to do so whenever 
new updates are ready to go. 
While the exact steps between 
Windows versions vary, you 
can generally access the associ- 
ated commands in the Control 
Panel. We'll go over the proce- 
dure for turning on Automatic 
Updates in WinMe; you use 
similar steps in Win2000. 

Click Start, Settings, and 
Control Panel. In the Control 
Panel, double-click Automatic 
Updates. You have three main 
choices in the Automatic 
Updates dialog box, each of 
which balances control with 
convenience. The more control 
you give to Microsoft, the more 
convenient the process will be; 
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End Of Lifecycle Roadmap 

All good things must come to an end, even Windows versions. An operating 
system's lifecycle involves the product's release, the mainstream support phase 
(which includes free and paid live support, as well as free, downloadable updates), 
and an extended phase (with paid incident and online self-help support). During 
extended support, Microsoft usually only releases critical updates via its Web site. 
After extended support ends, you're on your own. 

Although Microsoft has general guidelines for its product support lifecycle, the 
company occasionally extends the deadlines. Here's what to expect in terms of 
support from Microsoft for the various versions of Windows: 


Operating System 
Or Product 


General 
Availability Date 


Mainstream 
Support Retired 


Extended 
Support Retired 


Microsoft Windows 98 


June 30, 1998 


June 30, 2002 


June 30, 2006 


Windows 98 Second Edition 


June 30, 1999 


June 30, 2002 


June 30, 2006 


Microsoft Windows 2000 
Professional Edition 


March 31 , 2000 


June 30, 2005 


June 30, 2010 


Microsoft Windows Me 


Dec. 31,2000 


Dec. 31,2003 


June 30, 2006 


Microsoft Windows XP 
Home Edition* 


Dec. 31,2001 


Dec. 31,2006 


Not Applicable 


Windows XP Professional* 


Dec. 31,2001 


Dec. 31,2006 


Dec. 31,2011 


*l_ifecycle dates vary depending on the Windows XP version, and are significantly later for systems with 
Service Pack 2 installed. 

To view a complete list of product lifecycle dates for Windows (as well as other 
Microsoft applications), go to www.support.microsoft.com/gp/lifewin. You can 
also find out more details about Microsoft's revised support policy for Win98/Me 
at www.support.microsoft.com/gp/lifean1. 1 



conversely, the greater control you exert 
over the process, the more you'll learn 
about each update. 

You can hand over significant control 
to Microsoft by choosing Automatically 
Download Updates And Notify Me 
When They Are Ready to Be Installed. In 
this case, every time you're connected to 
the Internet, Windows checks for new 
updates and downloads them without 
further confirmation from you. After 
they're downloaded, you're prompted to 
install them on your system. The next 
option (Notify Me Before Downloading 
Any Updates And Notify Me Again 
When They Are Ready To Be Installed) 
gives you more control because you 
choose whether or not to even download 
updates from Microsoft. The last option 
(Turn Off Automatic Updating. I Will 
Update My Computer Manually.) gives 
you total control but also leaves it up to 
you to remember to install the updates. 
This last option is the only reasonable 
choice for most dial-up users because 
they don't have an always-on connection 
and prefer to preview each update's file 



size before committing to a sometimes 
lengthy download time. After you 
choose an option, click OK to close the 
Automatic Updates dialog box. 

If you're running Win98, you'll need to 
follow a slightly different procedure. You 
can't change the settings to install the 
updates automatically at a predetermined 
time, but you can use the Critical Update 
Notification feature that prompts you 
whenever new patches are ready to 
install. First, go to Microsoft's Windows 
Update Web site and click Scan For 
Updates. In Pick Updates To Install, 
choose Windows 98 and Windows 98 
Second Edition (SE). Click Add to choose 
the Windows Critical Update Notification 
and then click Review And Install 
Updates. Finally, choose Install Now. 

After the Critical Update Notification 
feature is installed, Win98 checks for 
new updates whenever your system is 
connected to the Internet. If a new one is 
available, a balloon notification will pop 
up to inform you. You can click this bal- 
loon to view information about the 
update and then download and install it. 



Apply The Patches 

Now that you know where to find the 
updates, we'll go through a few of the 
most important ones. In addition to the 
critical security updates we've listed 
below, make sure to install the most cur- 
rent service pack for your Windows ver- 
sion. Typically, the service pack includes 
all previously released security updates, 
as well as other enhancements to the 
software. You can find the Knowledge 
Base article number after the title of each 
update, and you can visit www. sup 
port.microsoft.com to read more about it. 

Critical Security Update For Microsoft 
Windows 98 And Windows 98 SE 
(823559). This important update helps to 
prevent intruders from taking advantage 
of a security vulnerability in Win98/98SE. 
Intruders can exploit this hole and then 
control actions on your computer by exe- 
cuting any code that they wish. Hackers 
do this by overloading the HTML con- 
verter (a buffer overrun), which then 
allows code to be executed. This situation 
is potentially dangerous because the 
attacker only has to convince a Win98 
user to visit a Web site with the specially 
designed code; the user doesn't have to 
click anywhere in the Web site or take 
other action for the malicious code to run. 

Cumulative Security Update For 
Internet Explorer (834707). This important 
collection of patches helps plug numerous 
holes in Internet Explorer (a component of 
Windows) that attackers can use to exe- 
cute code remotely. Like many of the other 
vulnerabilities, this one allows intruders to 
gain control of your system and then 
delete data or run programs. 

Vulnerability In Windows Shell 
Could Allow Remote Code Execution 
(841356). This critical update takes care of 
a serious problem in most Windows ver- 
sions (including Win98/98SE/Me/2000). 
Here's how it works: If you're logged on 
your computer with administrative privi- 
leges, an attacker can completely take 
over a system. For example, the intruder 
can potentially install programs remotely, 
view your data, delete information, or 
create new user accounts, rcr 

by Linda Bird 
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Big Plan 




There's a computer war raging, and 
many of us are stuck in the middle of 
the battle. Even in the unsterilized world 
of Internet scams, dubious email attach- 
ments, and offensive pop-up banners, 
there is a first line of defense. Whether it 
means running a firewall, scanning every 
incoming message, or just avoiding nefar- 
ious Web sites, you can take precautions 
to ensure that your computer remains 
safe and secure. 

One company standing in the front 
lines — and often taking the most heat 
from end users and competitors — is 
Microsoft, the software giant that has bat- 
tled hackers and scammers in trench war- 
fare for the past several years. In early 
2002, Bill Gates dispatched an internal 
Microsoft memo that called for a new era 
of "trustworthy computing," and the 
phrase has been bandied around the 
Redmond campus ever since. According 
to Stephen Toulouse, security program 
manager at the Microsoft Security Re- 
sponse Center, the war rages on. 

"When we look at computer security, 
we see a more of a journey with no end 
point than a battle with one clear resolu- 
tion," says Toulouse. "There will always 



be criminals who seek to expose vulnera- 
bilities. Yet, we can make software more 
and more resilient to attack. There are 
tools you can use to protect your com- 
puter, and the tools will only get better." 

Help Microsoft Help You 

Currently, Microsoft suggests a three- 
point strategy to fight computer attacks. 
The company outlines its suggestions at a 
primary security Web site for consumers 
at www.microsoft.com/protect. 

First, Microsoft suggests running a fire- 
wall. In Windows XP with Service Pack 2, 
you can enable the firewall just by 
double-clicking Windows Firewall in the 
Control Panel and selecting On. Other 
products, such as ZoneAlarm Pro ($49.95; 
www.zonelabs.com), will provide similar 
protection for those running older oper- 
ating systems, such as Windows 98/Me. 

In some ways, a firewall is more im- 
portant than even an antivirus program 
because someone could potentially create 
a brand new virus or some malicious code 
that causes WinXP to crash and send the 
code to your computer long before a virus 
scanner even knows about the new threat. 
A firewall blocks hackers from finding 






your computer on the Internet and 
loading these programs without your 
knowledge. 

Secondly, Microsoft suggests enabling 
Automatic Updates. Toulouse pointed out 
that Microsoft uses Automatic Updates as 
the primary method for distributing secu- 
rity updates. The company has issued up- 
dates every second Tuesday of every 
month for the past few years, providing 
complete protection against newly de- 
vised attacks as they are discovered. For 
example, last May the company issued se- 
curity update 835732 to block any attacks 
from the Sasser virus, which causes 
WinXP computers to suddenly shut 
down. Toulouse said there are several op- 
tions available for receiving updates. In 
the Classic view of the WinXP Control 
Panel, you can double-click Automatic 
Updates and then decide whether to re- 
ceive and install the updates automati- 
cally, receive them and decide later to 
install them, or just receive notifications 
that a new security update is available. 

After the 2002 memo, Microsoft re- 
leased security updates on a regular basis. 
Those first updates caused a stir among 
users because the perception was that 
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WinXP was highly vulnerable to 
attack. In reality, there was a 
change in how the company has is- 
sued the updates so that end users 
and corporations can plan how 
they will deal with security threats 
and know that the updates are 
available on a consistent basis. 
"We're constantly getting feedback 
from users on how we can improve 
our updating process and commu- 
nicate about any new vulnerabili- 
ties/ 7 says Toulouse. "We have 
made steady progress. More and 
more users have enabled Auto- 
matic Updates and turned on the 
Windows Firewall, but we're al- 
ways listening, always tweaking." 

Some users choose to skip Automatic 
Updates altogether and use www.win- 
dowsupdate.microsoft.com instead. This 
Web site has a more user-controllable feel 
that helps dissuade any fears about auto- 
matic updates. The site scans your com- 
puter and makes suggestions, but you can 
select which updates you want to install 
and make decisions about what you want 
to protect on your computer rather than 
relying on forced updates. 

The third step involves antivirus soft- 
ware. Both McAfee (www.mcafee.com) 
and Symantec (www.symantec.com) re- 
lease regular virus signature updates for 
their products and use a similar process 
that Microsoft pioneered with Automatic 
Updates. Today, once you install a pro- 
gram such as McAfee Security Center, 
you can double-click the security 
icon in the WinXP System Tray and 
select whether virus signatures are 
loaded automatically or only when 
you decide to load them. Often, 
having the decision to load updates 
later has more to do with having 
more control over the updates. 

Strategic Security 

Another part of the WinXP se- 
curity strategy involves communi- 
cation. After each new security 
update, Microsoft releases lengthy 
and comprehensive Security 
Webcasts (available at www. mi- 
crosoft. com/security) that the 
company intends more for corpo- 




You can learn about the technical aspects of Windows XP secu- 
rity at www.microsoft.com/security, a comprehensive site with 
security bulletins, advice for companies, and detailed Webcasts. 



rate use. However, you can still learn 
about the basic security threat, even if 
the corporate issues are not as relative. 

Toulouse explained that there are en- 
tire security deployment teams who do 
nothing but create the bulletins and 
Webcasts and constantly expose any 
threats as a way to increase end-user 
awareness. These teams also monitor 
end-user complaints and suggestions 
and routinely incorporate new feedback. 

For corporate users and administrators, 
the company releases bulletins, offers 
email dispatch sign-up programs, creates 
lengthier Webcasts and security bulletins, 
and provides a Web site at www.mi- 
crosoft.com/technet to access all this and 
much more information. "For corporate 
users, our strategy is to provide more de- 




tailed information for the enter- 
prise in light of any mitigating 
factors and strategies already in 
place," says Toulouse. 

Future Plans 

Because the battle against 
virus attacks and computer 
hacking involves a long-term 
strategy, there's an evolving na- 
ture to the Microsoft security 
roadmap. One critical step oc- 
curred in June 2003 when Mi- 
crosoft acquired GeCAD, an 
antivirus company based in 
Romania. Toulouse explained 
that Microsoft plans to incorpo- 

rate new antivirus technology 

into a future security update, service 
pack, or full version upgrade. Most likely, 
the antivirus technology will be part of 
the Windows Firewall and will work 
hand-in-hand with other WinXP compo- 
nents to scan all incoming emails, 
Internet downloads, and hacker intru- 
sions that involve viruses. 

The next major Windows release, 
code-named Longhorn, will undoubtedly 
include comprehensive security com- 
ponents, such as a more powerful fire- 
wall, automated updates, Spyware and 
spam blockers, and possibly even a built- 
in antivirus application. However, 
Microsoft has not released detailed speci- 
fications for the new operating system in 
terms of security and Internet protection. 
Yet, even future releases from Mi- 
crosoft and other companies 
won't be entirely tamper proof 
because hackers and other crimi- 
nals will always find ways to cir- 
cumvent even the tightest of 
security measures. As long as the 
Internet is free and unregulated, 
there will be security concerns. 
In the end, computer security 
will become an even greater con- 
cern, even while the Internet be- 
comes an ever greater part of our 
daily lives, pct 



by John Brandon 



Every Windows XP user should check out www.microsoft.com 
/security/protect for information on basic steps to protect your 
computer from unwanted security breaches, such as viruses. 
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Is Linux 
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Secure Than 
Windows? 1 

"Experts" Discuss The Question 



7 



No computer is completely secure. 
YouVe got to accept the risk your 
PC will be cracked, hacked, or otherwise 
attacked. But is that risk higher with Win- 
dows or with Linux? 

Rather than simply rehashing the key 
points in the Windows vs. Linux security 
debate, meet Very Big Corporation tech 
support staffers Frieda Codd, a Linux 
sysadmin, and Winn Dozer, a Microsoft 
certified software engineer. 

As they get comfy in the break room 
with their morning coffee, Winn shows 
Frieda an article summarizing a Microsoft 
vs. Linux security survey. "See, Forrester 
Research says Microsoft Windows is just 
as secure as Linux. " 

"Winn," replied Frieda, "Windows 
won't be safe until Microsoft publishes 
source code for the world to see. Many 
eyes make the code safer, and with Win- 
dows code kept secret, only Microsoft can 
review it for security. Anyone can check 
Linux out for safety, and anyone can 
submit a patch, too." 

"Frieda, you just don't get it," offered 
Winn. "It's a matter of national security! 
Don't you remember when Microsoft's 
Group Vice President For Platforms Jim 
Allchin was testifying in 2002 about the 
antitrust thing? He said that sharing code 
could have national security implications! 



Anyway, Microsoft hires the smartest 
people to make sure Windows is secure." 

Frieda sipped her coffee. "Hmm. Listen 
to yourself, Winn. As I recall, eWeek re- 
ported on May 13, 2003, that Allchin 'ac- 
knowledged that some Microsoft code 
was so flawed it could not be safely dis- 
closed.' So Microsoft has to make certain 
none of their brilliant programmers de- 
cide to betray us by disclosing that flawed 
code to our enemies." 

Winn mulled that over. "Sure, but 
hackers can study open source looking for 
ways to subvert it." 

"So can anyone," Frieda countered. 
"Most people aren't evil, so I figure there 
are more smart, good guys looking to keep 
Linux safe. As for hiding malware in free 
software, it's possible, but the update 
process for open software is open, too. You 
can't just add malware and expect no one 
will spot it. And besides, how do we know 
there are no backdoors in Windows?" 

"Come on, Frieda. Microsoft stands be- 
hind its products, and if it doesn't, it'll go 
out of business!" 

Frieda countered, "But with its mo- 
nopoly, Microsoft has no real economic 
incentive to improve security, does it?" 

Winn huffed, "Microsoft has to take re- 
sponsibility for security flaws. Who stands 
behind your free software?" 



"Winn, Microsoft's liability is limited 
to replacing bad installation media. Read 
the end-user license agreement. If any- 
thing bad happens because of Windows, 
you can't blame — or sue — Microsoft." 
Frieda paused. "As for Linux, there's a 
huge community of open-source pro- 
grammers, as well as the thriving com- 
mercial Linux industry that takes care of 
releasing security patches. And if that in- 
frastructure fails, you can always do the 
programming yourself!" 

Frieda continued and tapped Winn's 
magazine. "But most of Windows' fea- 
tures are only made possible by opening 
the whole system to programs running re- 
motely or opened automatically. The Win- 
dows architecture is just too open, in a 
security sense, for its own good." 

"Hold on there, Frieda." Winn leaped 
forward in his chair. "A properly config- 
ured Windows PC is no more vulnerable 
than a Linux PC. It's only that Windows is 
so much more popular than Linux that all 
the hackers write malware that runs on 
Windows. If Linux ever got popular, it 
would be just as dangerous." 

Frieda sighed. "Linux is already pretty 
popular, about even with Mac on the 
desktop and challenging Windows in 
server markets. Even so, Linux vulnerabil- 
ities are less severe because it's harder to 
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// Do your own research, and you'll 

find that most widely-used open source 
software is more secure than proprietary 

software in the real world." 



get full root access remotely. It's harder to 
write damaging Linux viruses and easier 
to write them for Windows — even with- 
out seeing the code/' 

Winn pointed to the article. "Windows 
has fewer vulnerabilities and fixes them 
much faster. If you're downloading all the 
patches, Windows must be safer." 

"Winn, Windows viruses and worms 
spread far faster and are far more dam- 
aging than any Linux malware. They re- 
duce productivity globally and cost real 
money to fix: Expert estimates were as 
high as half a billion for Nimda; a billion 
for SQL Slammer; over $2.5 billion for 
Code Red; LoveLetter and Klez were esti- 
mated at $9 billion each!" 

Frieda sighed. "Those studies don't 
quantify severity differences very well. 
A Windows buffer overflow bug that 
enables attackers to add your PC to a 
zombie spam network is counted as one 
vulnerability, just as a Linux bug that, 
for example, lets a legitimately-logged- 
in user turn off a network interface 
without permission." 

Frieda shifted in her seat as she con- 
tinued. "You know, some studies looked at 
Web sites that report a bug once for each 
Linux distribution and each version — one 
bug might be counted a dozen times. Plus 
they counted bugs reported in apps in- 
cluded with Linux, but not actually part of 
the Linux OS. That would be the equiva- 
lent of counting all the bugs not just 
in Windows XP but also in Windows 
95/98/NT/2000 and in Microsoft Office, 
Adobe Acrobat, Photoshop, and Quicken." 

Winn jumped up. "Hold on — Micro- 
soft still publishes patches faster than 
Linux vendors. You can't contest that!" 

"Winn, we only know Microsoft found 
a bug when it tells us. How many has 
it found that it hasn't announced? I 
wouldn't go around announcing bugs for 



which I had no fix. Linux vendors work 
with the Linux development community 
to find and fix the bugs, and when some- 
body discovers a nasty one the patch gets 
out very fast." 

Just then, Winn and Frieda's boss, Max 
Power, stuck his head in the door of the 
break room. "Winn — Big problem. I need 
you right away. Hope you've got no plans 
for this evening, or this weekend for that 
matter! The Windows mail servers are all 
down, spam overload I think, so get on 
that pronto. And our desktop PCs are all 
infected with a new virus — that's gonna 
take priority, too, since we're dead in the 
water without our PCs. Plus, I think 
there's something wrong with the com- 
pany Web site. That's running on Win- 
dows, too, isn't it?" 

Winn's beeper and mobile phone both 
went off at the same time as he jumped 
up and grabbed his coffee. The boss 
smiled at Frieda and said, "Frieda, have 
a great vacation. Get plenty of rest. 
There'll be a lot more Linux boxes to 
take care of when you get back!" 

"In fact," continued Max, turning to 
look out the window, "I got the idea from 
Microsoft, odd as that sounds. That For- 
rester white paper on its Web site, Ts 
Linux More Secure Than Windows?' by 
Laura Koetzle. Here, look," Max con- 
tinued, waving a printout of the report's 
executive summary to Frieda and Winn, 
who had already quietly slipped out of 
the break room: 

" 'After collecting a year's worth of vul- 
nerability data, Forrester's analysis shows 
that both Windows and four key Linux 
distributions can be deployed securely.' " 

Max muttered to himself, "We just 
can't afford all the cost of lost produc- 
tivity from these Windows attacks, either. 
We need to fix what we can and get ready 
to migrate to Linux before it's too late." 



Winn, Frieda, and Max are all fic- 
tional characters, of course, but their 
arguments aren't. You can find more 
by hitting your favorite search engine 
with the words "Linux," "Windows," 
and "security." For more concise reports 
from both sides, computer security ex- 
pert and author David A. Wheeler pub- 
lishes a great report called "Why Open 
Source Software / Free Software (OSS/ 
FS)? Look at the Numbers!" (www. 
dwheeler.com/oss_fs_why.html), while 
Microsoft maintains a library of white 
papers comparing Windows and Linux 
accessible at www.microsoft.com/win 
do wsserver system / facts / analyses . 

Do your own research, and you'll find 
that most widely-used open source soft- 
ware is more secure than proprietary 
software in the real world. Linux on the 
desktop is effectively immune to the dev- 
astating email worms that have been so 
costly to the Windows-using community: 
The US-CERT (United States Computer 
Emergency Readiness Team), the opera- 
tional arm of the NCSD (National Cyber 
Security Division ) at the DHS (Depart- 
ment of Homeland Security), has even 
recommended not using Internet Explor- 
er (www.kb.cert.org/vuls/id/713878) 
due to security concerns. Meanwhile, the 
Apache open-source Web server (www 
.apache.org) has long been the gold stan- 
dard for secure Web serving. 

You'll also find research reports 
touting all kinds of security advantages 
to using Windows, but none of them tal- 
lies the costs of actual security breaches 
to Windows systems and compares 
them to costs incurred during attacks 
on non- Windows systems. If you're tired 
of wasting time and money fixing, 
patching, downloading, and reinstalling 
insecure Windows software, give Linux 
a try — you'll be glad you did. pct 

by Pete Loshin 

As you might guess from reading his 
tongue-in-cheek virtual debate, Computer 
Power User columnist Pete Loshin is a true 
Linux aficionado. He runs LinuxCookbook.com, 
owns shares of both Microsoft and Red Hat, 
and believes that Windows isn't for everyone, 
but neither is Linux. 
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Tweaks 



Work Smarter 



Can I force Windows to keep 
the Programs (or All 
Programs) menu sorted 
alphabetically instead of 
placing the icon at the end 
of the list? (Windows 
98/Me/2000/XP) 



by Tom Nelson and 
Mary O'Connor 



Yes, you can automatically alphabetize the Programs list, 
although not strictly A to Z. When you choose the alphabet- 
ized option, the entries in the Programs area of the Start 
menu are sorted by kind, as well as alphabetically. All entries 
that are folders appear first, followed by any individual pro- 
gram shortcuts. 

To force Program entries to list alphabetically, click Start 
and select Programs (in Win98/Me/2000) or click Start and 
select All Programs (in WinXP). Right-click any one of the en- 
tries under Programs or All Programs and select Sort By 
Name from the pop-up menu. 

You can also use the Sort By Name option for any folder in 
the Start menu, such as Favorites, Documents, or My Recent Documents. 
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You can keep the Programs 
list in the menu sorted 
alphabetically by using the 
Sort By Name option. 



Is there a way for the system 
to alert me when I have 
inadvertently turned on 
the CAPS LOCK? 
(Win98/Me/2000/XP) 
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Windows can't alert you about the CAPS LOCK key specifically, but it can alert you when 
you press one of a few special keys, including the CAPS LOCK key. 

Unlike older keyboards, many modern keyboards do not have a CAPS LOCK indicator. Even 
if they did, you might not notice the indicator when it lights up because the indicator light is 
often small. A better solution is for Windows to generate a sound whenever you press certain 
keys. If you hear that sound unexpectedly, you will know immediately that the key is suspect. 

In WinXP, click Start and select Control Panel. In the Control Panel window, double-click 
Accessibility Options. 

In the Accessibility Properties windows, select the Keyboard tab and put a check mark next 
to Use ToggleKeys. Click the Settings button right next to it. You can set a preselected 
shortcut key to enable and disable the ToggleKeys. Put a check mark next to Use Shortcut if 
you want to be able to turn the ToggleKeys function on and off from the keyboard (instead of 

going through the Control Panel to do so). Click OK and then 
click OK again to accept your changes and close the Accessi- 
bility Options control panel. 

The next time you press the CAPS LOCK, NUM LOCK, or 
SCROLL LOCK keys, accidentally or not, a tone will alert you. 
If you want to disable the ToggleKeys feature, and you en- 
abled it in the Keyboard Settings dialog box, press and hold 
the NUM LOCK key for five seconds or return to the 
Accessibility control panel and remove the check mark from 
the ToggleKeys option. 



Where can I go to find the 
most recent Office updates? 
(All Office products) 



Microsoft maintains a list of updates and downloads for Office and the individual pro- 
grams that make up the Office suite. You can browse the list of available updates and down- 
loads at www.office.microsoft.com/en-us/officeupdate. 

There are a few new updates of particular importance to Office users, such as Office Security 
Update (for Office 2003; see Knowledge Base article 838905) and Office Security Update (for 
Office XP; see Knowledge Base article 832332), both of which were released in mid-September. 
These updates fix a problem that can allow images to contain executable code that can run on 
your computer without your knowledge. This security update is also part of a recent Windows 
update. If you have recently updated your copy of Windows, you may already have this secu- 
rity patch. If this is the case, go to the Office Web site we provided above and click the Check 
For Updates link to determine whether or not you need to apply this patch. 
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Files from my digital camera 
and scanner are automatically 
given confusing numbers as a 
name when I upload them to 
my PC. Is there a quick way 
to give them more precise 
names without renaming them 
individually? (WinXP) 
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Scanners and digital cameras tend to give files somewhat cryptic names. Renaming 
them individually can be tedious. Windows XP can rename a group of files by 
appending a sequential number to the file name. 



If you want to take the easy way out, WinXP has a handy feature that allows you to add se- 
quential numbers to a group of files. You can select a group of files, such as the images you 
just downloaded from your digital camera, and change all of the files to have the same base 
name of your choice, plus a unique, sequential number. 

To rename a group of files, go to the folder where the files are located on your hard drive 
and select all of the files. Use your mouse to drag a selection rectangle around the files or click 
once on the first file and press SHIFT and click the last file in the group. To select files that are 
not contiguous, hold down the CTRL key while clicking each file. 

After you select the files you want to rename, right-click the first file in the group and select 
Rename from the pop-up menu. Type a new name for the file, such as pets, and press ENTER; 
or click outside the file name you just typed. WinXP will rename all of the selected files with 

the file name you just entered, plus a sequential 
number; for example, "pets (1)." 

If you include a number in parentheses in the 
base file name, it will be the starting number for 
the numbering sequence. If you do not include a 
number in the file name, the sequence will start 
with (1), but the file you chose to rename will not 
have a number. 

For example, if you choose three files and name 
the first file "pets," the new names would be "pets," 
"pets (1)," and "pets (2)." If you name the first file 
"pets (1)," then the new names would be "pets (1)," 
"pets (2)," and "pets (3)." You can choose any 
number, including negative numbers, as the starting 
number for a sequence. 
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I would like to be able to view 
two or more pages of a 
document at the same time. 
Do I have any options other 
than the Reading Layout 
view? (Word 2000/2002/2003) 




This is a job for toolbar customization. As you probably know, you can add buttons to, or re- 
move buttons from, Word toolbars to create a toolbar that has just the options you need with no 
extra buttons to clutter things up. What you need is a toolbar button that allows you to view 
multiple pages simultaneously. Word has this capability, but it is only available by default when 
the Print Preview toolbar is visible. All you need to do is copy the Multiple Pages button from 
the Print Preview toolbar to the Standard toolbar, and you will have the ability to see and work 
with multiple pages in various configurations when you are working in Print Layout view. 

To do this, click File and select Print Preview to display your document in the Print 
Preview format. In the Print Preview toolbar, locate the Multiple Pages button, which 
is a small green button with an icon that contains four pages. Right-click on a blank 
area of the toolbar and select Standard from the pop-up menu. This will open the 
Standard toolbar, so that the Print Preview and Standard toolbars are both on display. 
Right-click in a blank area of either toolbar and select Customize from the pop-up 
menu. A Customize window will open. If it is blocking your view of the toolbars, click 
and drag the window out of the way. When the coast is clear, hold down the CTRL 

key and place your cursor above the Multiple Pages 
button on the Print Preview toolbar. Still pressing the 
CTRL key, click and drag the Multiple Pages button 
to the location of your choice on the Standard toolbar 
and release the mouse button and the CTRL key. 
Close the Customize and Print Preview windows and 
return to Print Layout view. The Multiple Pages but- 
ton will now be available to use in Print Layout. 



Adding the Multiple Pages 
button from Microsoft Word's 
Print Preview toolbar to the 
Standard toolbar allows you 
to view multiple pages of a 
document simultaneously 
in the Print Layout view. 
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Is there anything I can do to 
speed up the Windows XP 
default logon screen? 
(WinXP) 
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The friendly Welcome screen that displays 
available user accounts does indeed slow the 
startup process a tad. However, the time dif- 
ference between using the default Welcome 
screen and the older Classic Windows 2000 
logon screen is pretty small. Nevertheless, if 
you're trying to squeeze out every last ounce 
of performance, you can change the way the 
logon process works and slightly speed up 
both the startup and shutdown processes. 

To switch to the Classic logon option, nav- 
igate to your Control Panel. If your computer 
is configured to show control panel options 
by category (the default option), select the 

User Accounts icon, then click the User Accounts Control Panel near the bottom of the 
window. If your computer displays in the Classic view, (that is, all control panel options are 
visible), double-click the User Accounts icon. 

In the User Accounts window, select the item labeled Change The Way Users Log On Or 
Off. Remove the check mark next to the Use The Welcome Screen option. This will also dis- 
able the Use Fast User Switching option. Click the Apply Options button. 

The next time you shut down or start up, WinXP will use the Win2000-style shutdown or 
logon processes. As an added bonus, youTl have also freed up system resources that Fast 
User Switching consumed. 



For slightly quicker logon times, you can 
configure Windows XP to use the older 
Windows 2000-style logon screen. 



Is there anything else I can 
do, besides change the logon 
screen, to speed up the 
startup process? (WinXP) 
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Adding /noguiboot to the last line of the 
XP splash screen and slightly speed up th< 



You can always throw out the use of the GUI (graphical user interface) during the startup 
process. This means you won't see the WinXP splash screen or any boot messages that nor- 
mally display during the GUI startup process. You will see just a blank screen until the logon 
window appears. 

To disable the GUI boot up process, open My Computer. In the My Computer window, 
double-click your hard drive. You will need to edit a hidden system file, so if they aren't al- 
ready, you should make the hidden system files visible. To do this, click Tools and select 
Folder Options. In the Folder Options window, select the View tab. In the Advanced Settings 
area, select the option to Show Hidden Files And Folders. Next, remove the check mark next 

to Hide Protected Operating System Files (Recommen- 
ded). You will see a warning about making system files 
viewable. Confirm that you're willing to live danger- 
ously by clicking Yes. Finally, click the Apply button. (If 
you want to show hidden files and folders system wide, 
click the Apply To All Folders button near the top of the 
Folder Options dialog box and click Yes to confirm it.) 
Click OK to close the Folder Options window. 

Double-click the Boot.ini file that is now visible. Or, 
if your system is configured not to show file exten- 
sions (the default option), double-click the Boot file. This opens the Notepad editor, which 
displays the contents of the Boot.ini file. Locate the line that contains /fastdetect (usually 
the last line in an unmodified Boot.ini file), and type the following after it: /noguiboot. The 
modified entry should now read: /fastdetect /noguiboot. 

Click the File menu, select Save, and then close the Notepad window. The next time you 
boot your computer, you will experience a slightly faster boot time. 



indows xp Home Edition" /fastdetect /noguiboot| 



boot file will remove the Windows 
e startup process. 
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I frequently use the Run com- 
mand. Is there a quicker way 
then going through the Start 
menu to access it? (Windows 
98/Me/2000/XP) 



By adding the 

Address bar to the 

Taskbar, you can 

quickly access many 

Run command 

functions without 

going through the 

Start menu. 
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CURRENTJJSER 
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There are several options for faster access to the Run command. The first option is only 

available to WinXP users. 
You can create a shortcut to the Run command and place the shortcut on your Desktop, for 

quick, double-click access. Select Start and click and drag the Run icon to the Desktop. Release 

the mouse button, and your shortcut is ready to use. 
One alternative that's available to Win98/Me/2000/XP users is to skip the Run command 

entirely and instead use the Taskbar's Address Toolbar. The Address Toolbar is usually 

thought of as a place to enter a URL, but this versatile feature can do almost anything the 

Run command can do. Better yet, once you set 
up the Address bar, it's always available for 
quick access. To add the Address bar to the 
Taskbar, right-click any empty area of the 
Taskbar and select Toolbars and Address from 
the pop-up menu. Depending on how many 
other items you have on your Taskbar, you may 
need to expand the Address bar to reveal the 
blank field where you can enter data. To ex- 
pand the Address bar, drag the separator lo- 
cated to the left of the toolbar until you expose 
the Address bar's data field. To try out your 
new Run equivalent, type regedit or cmd in the 
field and press ENTER or click the Go button to 
the right of the field. 
Finally, you can set any folder window on the 

Desktop to also display the Address bar. Open a folder window and select View, Toolbars, 

and Address Bar. The toolbar is now visible in any folder window. 




I tend to defrag my hard 
drives often because I do a 
lot of CAD (computer-aided 
design) and graphics work. 
Do you have any tips for 
easier, faster defragging? 
(Win98/Me/XP) 
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This one is a little tough. First, let's make defragging easier by adding a simple Defrag com- 
mand to the context sensitive pop-up menu. If you're a WinXP user, you can also use the com- 
mand line equivalent of the Windows Defrag command so you won't have a graphical window 
open to slow down the process or need to press buttons to optimize or analyze your hard drive. 
If you use Win98/Me, you can add the 
Defrag item to the pop-up menu, but 
you can't avoid the standard GUI. 

You must make some changes to the 
Windows Registry in order to add the 
Defrag menu to context sensitive pop- 
up menus. Click Start and select Run. 
In the Run dialog box, type regedit and 
click OK or press ENTER. Locate and 
select the following Registry key: 
HKEY_CLASSES_ROOT\DRIVE\ 
SHELL. From the Regedit menu, select 
Edit, New, and Key. A new key will 
appear below the Shell key. The new 
key will be highlighted, with its default 
name of New Key #1 already selected. To rename the new key, type Defrag and press ENTER. 
Make sure the Defrag key is still selected and, from the Regedit menu, select Edit, New, and Key. 
For this new key, type command. With the command key still highlighted, go to the right pane, 
right-click the (Default) value, and select Modify from the pop-up menu. Type defrag.exe %1 in 
the Value Data field and click OK. Close all open windows. 

When you want to defrag a hard drive, simply right-click the drive and select Defrag from 
the pop-up menu. A command prompt window will open while defragmentation is in 
process. When the defrag process is complete, the command prompt window will close. 
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You can add a Defrag command to contextual pop-up 
menus by making a few additions to the Windows Registry. 



PC Today /January 2005 77 




Tweaks 



Surf Better 



by Chris Pirillo 

Chris Pirillo is the founder 
ofLockergnome.com. He writes 

a monthly column for CPU 
magazine (www.cpumag.com). 



What is the quickest way for 
saving URLs to my Favorites? 



Oftentimes when you are surfing the Internet, you may stumble across a Web page that you 
want to quickly add to your list of Favorites. You can select the Add To Favorites option on 
the Favorites menu, or you can press the CTRL-D key combination while you are viewing the 
page to automatically add the site to your Favorites. Although using CTRL-D is slightly 
easier, Internet Explorer will automatically place the new favorite at the end of your Favorites 
list. If you have your Favorites organized into specific folders, youTl want to go in later and 
move the link you just saved into the appropriate folder. 



Can I view a list of my Favorites 
in a larger window? 



When you select Organize Favorites in the Favorites menu, IE displays your Favorites list 
in a small window in the Organize Favorites dialog box. Some people may not mind 
this format; however, others may want a different view. To view your list in a larger 
Windows Explorer window, press the SHIFT key while you click Organize Favorites in the 
Favorites menu. 



How can I make a Favorite avail- 
able when I'm not connected to 
the Internet? 
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You can make links on a Web page 
available offline, as well, using the 
Offline Favorite Wizard. 



A feature known as offline browsing makes Web pages available when you are not connected 
to the Internet. This means you do not have to connect to the Internet to revisit the Web page. 
A benefit of viewing Web pages offline is that you reduce your connection time. Instead of 
accessing a site or page from the Web server, you can access it from the cache on your local 
computer. To do this: 

1. Navigate to your favorite Web page, open the Favorites menu, and click Add To Favorites. 

2. Select the folder where you want to store the link to your favorite site and select the Make 
Available Offline checkbox. 

3. You can further customize your offline browsing by clicking the Customize button. 

4. Click the Next button in the Offline Favorite Wizard. 

5. If the Web page contains links, you can make the links available offline, as well, by se- 
lecting the Yes radio button in the wizard. Click Next to continue. 

6. Specify how you want to synchronize offline Web pages. You can do so manually or ac- 
cording to a schedule. (We explain each option later.) Leave the default option selected and 
click Next. 

7. If the site requires a password, you need to supply a 
username and password and click Finish. 

8. Click OK to close the Add Favorite dialog box. 



How can I quickly update my 
offline Web pages? 



The content on Web pages changes frequently, more often 
on some sites than on others. If you have Web pages that 
you can access offline, you probably want to make sure that 
you are viewing the most up-to-date information possible. 
For the pages you have available offline, you can easily syn- 
chronize the Web sites when you are connected to the 
Internet. This ensures that you also have current data when 
you are working offline. To manually synchronize your 
offline Web pages, open the Tools menu in IE and click 
Synchronize. The Items To Synchronize dialog box appears. 
Place a check mark beside those offline Web pages you 
want to synchronize and click the Synchronize button. 
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Using the Synchronize option in 
Internet Explorer, you can update 
your offline Web pages. 
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Can I set up a schedule for up- 
dating my list of Web pages that 
are available offline? 




You can create a schedule to specify 
the day and time in which Internet 
Explorer synchronizes your offline 
Web pages. 



You can update your offline Web pages manually (as we mention in the previous tip) or auto- 
matically. When configuring settings for an automatic synchronization, you can choose to sync 
pages when you log on or log off or when your computer is idle, or you can set up a schedule. 
You can use these steps to configure a synchronization schedule: 

1. Open the Tools menu in IE and click Synchronize. 

2. Click the Setup button in the Items To Synchronize dialog box. 

3. From the Synchronization Settings dialog box, click the Scheduled tab. 

4. Click the Add button to launch the Scheduled Synchronization Wizard. Click Next. 

5. Choose a network connection and place a check mark beside which offline pages you want 
synchronized. Click Next. 

6. Configure the time and day of the week when you want synchronizations to take place and 
click Next. 

7. Type in a name for the new schedule and click Next. 

8. Click Finish. 

The new schedule will now appear under the list of current synchronization tasks. 



How can I test the speed of my 
Internet connection? 



Some ISPs have options on their Web sites that let you test the speed of your Internet connection. 
However, if your ISP does not provide you with this service, there are Web sites available that 
provide this service for free. One Web site in particular is called Bandwidth Place (www.band 
widthplace.com). Click the Speed Test button on the right side of the page to access the 
Bandwidth Speed Test page. Select an Internet connection and click the Start button. The next 
page prompts you to select a region. Click Continue, and the test begins. The results of the test 
will tell you the speed of your connection and how long it will take you to download a 1MB file, 
as well as assign a subjective rating to your connection. 



Can I empty the Temporary 
Internet Files folder automatically? 



How can I access an FTP site 
in IE? 



The purpose of the Temporary Internet Files folder is to speed up Internet browsing. However, 
this folder can consume hard drive space. If you are not too concerned with performance in 
terms of browsing, you can choose to delete the contents of this folder automatically using the 
following steps: 

1. Open the Tools menu in IE and click Internet 
Options. 

2. Select the Advanced tab. 

3. From the list of settings, scroll to the Security 
heading and place a check mark in the Empty 
Temporary Internet Files Folder When Browser Is 
Closed checkbox. 

4. Click OK. 
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Check for signatures on downloaded programs 
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Configure the Temporary Internet 
Files folder to empty each time you 
close the browser. 



IE can also function as an FTP client, which means 
you can access FTP sites directly through IE. It is 
very simple and not much different from accessing 
HTTP sites. All you have to do is type the FTP site 
name into the address bar. For example, type 
ftp://ftp.microsoft.com in the Address bar and press 
ENTER to access a Microsoft FTP site. Some FTP sites 
may require you to provide a username and pass- 
word. For example, using the FTP site we mentioned previously, you would type ftp:// 
<username>:<passw onfe@ftp.microsoft.com, replacing username with the account name 
for the FTP server and replacing password with the password that corresponds to the user 
account. Alternatively, you can use the Login As command, available from IE's File menu, 
to specify your username and password. 
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How can I enable an 
automatic wireless network 
configuration? 



If you connect to a wireless network, you can configure Windows XP to automatically set up 
your wireless configuration. This is particularly useful if you are not familiar with config- 
uring a wireless connection. After you enable this option, WinXP will notify you when a new 
wireless network is available, and it will automatically configure the settings for your wire- 
less network adapter to match those of the wireless network. In WinXP's Classic View, you 
can use the steps that follow: 

1. Open the Start menu and click Control Panel. 

2. Double-click Network Connections. 

3. Right-click Wireless Network Connection and click Properties. 

4. Select the Wireless Networks tab. 

5. Select the Use Windows To Configure My Wireless Network Settings checkbox. 

6. Click OK. 



How can I access a shared 
folder on my Windows 98 
network? 



One of the main reasons for setting up a network, whether it is in a home or at your office, is 
to share folders and files. How you access a shared folder will depend on which version of 
Windows you are running. Regardless of your operating system though, you should know 
the name of the computer on the network where the folder is stored. In Win98, you can access 
a shared folder by double-clicking the Network Neighborhood icon on your Desktop. 
Double-click the name of the computer where the shared folder is located. Double-click the 
folder you want to access and type in the password for the shared folder. Click OK. 



Can I allow users to access 
the network using blank 
passwords? 



You can configure WinXP Professional Edition to allow network access with blank passwords 
by editing the local security password. Normally you will receive an error message unless 
you disable this option. To allow blank passwords, open the Group Policy Editor (open the 
Start menu, click Run, type gpedit.msc in the Open field, and click OK). Expand Computer 
Configuration, Windows Settings, Security Settings, Local Policies, and select Security 
Options. In the right pane, double-click Accounts: Limit Local Account Use Of Blank 
Passwords To Console Logon Only. Select the Disabled radio button under the Local Security 
Setting tab and click OK. 



I have a printer connected to 
my WinXP computer. Can I 
share my printer with other 
computers on the network? 
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Anytime you have a printer attached to a computer on your network, you can share the printer 
with people on other computers on your network. When you share the printer, you are essen- 
tially turning your computer into a print server. The only 
downside to this is that you must leave the computer that 
hosts the print capabilities turned on so other computers on 
the network can print to the printer. 

Sharing a printer is as simple as sharing folders and files 
among computers. Follow these steps to make your printer 
accessible to other network computers: 

1. Open the Start menu and click Control Panel. 

2. Double-click Printers And Faxes. 

3. Right-click the printer you want to share and click 
Properties. 

4. From the Properties dialog box, click the Sharing tab. 

5. Select the Share This Printer radio button and type a 
name for the printer into the Share Name field. 

6. Click OK. 
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You can share a printer to make 
it accessible to other computers 
on your network. 
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How can I make my printer 
accessible to a computer 
running a different version 
of Windows? 



If you have computers on your network that run different 
versions of Windows, you should make the appropriate 
drivers available so other users can connect to the shared 
printer. For example, if you want to share the printer con- 
nected to a computer running Windows NT 4.0, you 
should install the driver so users won't have to search for 
it when they access the printer. You can install additional 
drivers using your printer's Properties dialog box. Open 
the Properties dialog box using the steps outlined in the 
previous tip. Under the Sharing tab, click the Additional 
Drivers button. Select the appropriate checkbox for the 
Windows versions you want to install drivers for. Browse 
to the location of the drivers and click OK. Users running 
different versions of Windows will now be able to connect 
to your printer and automatically download the drivers. 
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Install additional printer drivers 
so other users can connect to 
your shared printer. 



How can I get rid of the user 
profiles on my computer if no 
one is using them? (WinXP) 



Each time a new user logs on to a WinXP computer, Windows creates a new user profile for 
that person. Oftentimes these profiles can become quite large and consume a lot of hard drive 
space. If you no longer need a user profile, you can delete it thereby freeing up space on your 
hard drive. 

If you open the System Properties dialog box, you can view a list of all the user profiles 
stored on a computer. Simply right-click My Computer on your Desktop and click Properties. 
Select the Advanced tab and click the Settings button under the User Profiles heading. 

Windows lists the size of each profile, giving you an indication of how much hard drive 
space each profile consumes. To get rid of profiles you no longer need, select them from the 
list and click the Delete button. Click Yes to confirm your actions and then close the System 
Properties dialog box. 



Can I display a logon 
message to users? 
(WinXP/2000/Server 2003) 



WinXP /2000/ Server 2003 have numerous security options that you can use to increase the 
security on your computer and network. One of the security options lets you create a message 
that appears when a user attempts to log on to your computer. Your message can inform 
users that the system is monitoring all unsuccessful logon attempts. You can create the logon 
message using the following steps: 

1. Open the Control Panel. 

2. Double-click Administrative Tools. 

3. Double-click Local Security Policy. 

4. Click the plus sign (+) to expand Local Policies and select Security Options. 

5. In the details pane on the right, double-click Interactive Logon: Message Text For Users 
Attempting To Log On. 

6. Under the Local Policy Setting tab, type in the message you 
want to appear. 

7. Click OK. 



How can I control my WinXP 
Pro computer from a 
computer running Win98? 



In order to remotely control a WinXP computer from a com- 
puter running Win98, you must install the Remote Desktop 
Connection client software. You need to install this software if 
you are running any OS prior to WinXP Pro. You can find the 
Remote Desktop Connection client software on the WinXP CD 
(either WinXP Pro or WinXP Home Edition). After you insert 
the WinXP CD into your Win98 computer, click Perform Addi- 
tional tasks on the Welcome page and select the Setup Remote 
Desktop Connection option. 




You must install the Remote 
Desktop Connection client 
software on PCs running a 
version of Windows prior to 
Windows XP. 
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The response time for my Start 
menu to open is too long. Can I 
make it pop up faster? (Win95) 



You can increase the response time of the Start menu, but you must perform a Registry edit. 
The Registry is a system file that maintains your operating settings. Be careful not to make 
any other edits or you could render your system inoperable. To be safe you can make a 
backup of your Registry. Some people may think this is a hassle, but it is not difficult; for 
instructions, visit the Microsoft Knowledge Base (www.support.microsoft.com) and search 
for article No. 132332. 

To improve the response of your Start menu: 

1. From the Start menu, select Run, type regedit in the Open field, and click OK. 

2. When Registry Editor opens, click the plus sign (+) to expand the HKEY_CURRENT_ 
USERXCONTROL PANEL Registry key. 

3. Locate the Desktop folder and select (click) it, but don't expand it. 

4. Right-click anywhere in the pane on the right, select New, and click String Value from the 
pop-up menu. 

5. Type MenuShowDelay in the box that appears and press ENTER. 

6. Double-click this new entry, enter a value between 1 and 10 in the Value Data field, and 
click OK. The lower the value, the faster the Start menu will open. 

7. Close the Registry Editor and restart your computer. 



When I start Windows, my 
diskette drive makes a weird 
crunching sound. What is 
causing this, and how can I 
stop it? (Win95) 



Do Win3.x and Win95 have 
Easter Eggs? 



The crunching or grinding sound occurs because Windows is searching for a system diskette 
from which it can start Windows. In older systems the BIOS (Basic Input /Output System) 
was often set to check the A: drive for system files first. You can change this behavior within 
the BIOS, setting your system to check the C: drive (and even a CD-ROM drive) before it 
moves to the diskette drive. 

At startup, press the DELETE or Fl keys before Windows starts. If this does not open the 
BIOS Setup program, restart and try pressing F2 or F10 (or check your PC's documentation). 
Look for one of these options and select it: Startup, Boot, Boot Order, or Boot Priority. The 
boot order may be a single option listing various drives, or it may be a listing of drives in 
order of preference. Follow the on-screen instructions to change the boot order. 

Alternately, you may see a Boot Up Floppy Seek option. If you have a bootable CD, you can 
disable this option. However, if you rely on a boot disk for 
startup when trouble occurs, do not disable this feature. 




Easter Eggs are funny or interesting behaviors in programs 
that programmers hide for users to discover. Some behav- 
iors are not true Easter Eggs but rather programming 
glitches or undocumented features. Nevertheless, whether 
accidental or intentional, programming oddities are fun to 
discover and execute. 

Win3.1 has several documented Easter Eggs, and they are 
even more common in Win95. One popular Win95 Easter 
Egg, which also works in Windows 98/Me, is Volcano. 

1. Right-click your Desktop and select Properties. 

2. Click the Screen Saver tab. 

3. Choose 3D Text from the Screen Saver drop-down menu and click the Settings button. 

4. Type volcano as the screen saver text and click OK. (The name of the text dialog box 
varies with the OS.) 



Enable the Volcano Easter Egg, 
and the names of volcanic 
mountains near Microsoft's 
headquarters in Washington will 
bounce around your screen. 



Now, instead of having the word volcano display as your screen saver (the logical be- 
havior), youTl see the names of various volcanic mountains in the area near Microsoft's 
headquarters (Redmond, Wash.). 
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A friend told me for best 
performance I should tweak a 
file called System.ini. What is it, 
and how do I tweak it? (Win3.x) 
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Use Notepad to make 
performance-enhancing tweaks to 
System.ini and other system files. 



The System.ini file stores user and system preferences. You can perform numerous tweaks 
to the System.ini file that will increase system efficiency. First, locate the System.ini file (often 
in the C:\WINDOWS folder), and open it using a text editor such as Notepad (open the Start 
menu, select Programs, and click Accessories). Make a copy of the file, naming it System.old 
or something similar. If problems occur, you can replace the tweaked file (you'll need to re- 
store its proper name). 

One of the most commonly tweaked areas is the [386Enh] section, an area that deals with 
running Win3.x in Enhanced mode. Scroll to it and make the following edits (you can add 
new items at the end of the section): 

1. Add (or increase to) DMABufferSize=64 

This expands the communications buffer (area reserved for storing commands until pro- 
cessing) between Windows and its devices and should improve device performance. 
Depending on your system resources, you may be able to set it even higher. 

2. Add PageBuffers=32 

This increases the size of the buffer used to store data during processing. Only use it if you 
have more than 4MB of RAM and are using a permanent swap file with 32-bit disk access. (To 
check or change your swap file and disk access settings, open the Main program group in 
Program Manager and double-click the Control Panel icon. Double-click the 386 Enhanced 
icon and click the Virtual Memory button. 

3. Add MaxBPs=768 

This tweak increases application breakpoints (instructions within an application that 
let it pause for system input or processing), which can reduce system errors and 
lockups substantially. 



For more information and tweak suggestions for Win3.x, go to support. micro 
soft.com/kb/q83435 and support.microsoft.com/kb/q83436. Numerous users also 
recommend these same edits for Win95, but Microsoft's technical documentation does 
not support them. 



I accidentally damaged my instal- 
lation floppies (or CD depending 
on your Windows version). Can I 
procure more? (Win3.x/95) 



Can I change the font size in 
Windows? (Win95) 



Microsoft no longer sells early versions of Windows. However, numerous software companies 
sell used software. A particularly good resource is eBay (www.ebay.com). (Be sure to buy the 
correct media format.) You should also check your local telephone book for listings of used 
software vendors. ^^^^^^^^^^^^^^^^ 

Win3.x/95 are also available online, especially within file- 
swapping user groups. Because of their age, many users as- 
sume that Win3.x/95 are no longer under copyright and may 
be tempted to download these files. Be advised that all ver- 
sions of Windows are copyright protected, and downloading 
Windows from anyone other than Microsoft is piracy. 
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You can alter the font size and style of fonts in Windows. 
However, depending on the changes you make, you 
may change the appearance, not only of Windows items 
such as Desktop icons, but also of program menus and 
other elements. 

Right-click anywhere on the Windows Desktop. Select 
Properties from the pop-up menu that appears. Next, click 
the Appearance tab in the Display Properties dialog box. 
Click the Item drop-down menu and select one of the op- 
tions (Desktop, Menu, or Scrollbar, for example). Which at- 
tributes you can change will depend on the Item you select. Some options also let you edit the 
Fonts setting. Make your changes and click OK. Experiment until you find settings you like. 
You can always change them back. 



You can change the font size 
for most Windows elements 
and, in some cases, even change 
the font style. 
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Give your friends and family a gift they'll read, use, and thank you for all year. 

Order a gift subscription today, and well send a letter announcing your gift and 

mail the first issue within two weeks! PC Today makes gift giving easy 



Your Gift Subscription Includes: 

• Unlimited access to PCToday.com 

• 20,000-article searchable archive 

• 4 magazines for the price of 1 

• live, local customer service 

• Up to 78% savings off newsstand 

• FREE tech support 

Plus you can reward yourself 
with our Bonus Offer! 




Bonus Offer 

Order two or more gifts, 
and we'll send you a 
Smart Computing 
Encyclopedia Set 
absolutely FREE! 

A $19.95 value! 







Call to order your gift today! 

(800) 733-3809 

Order online at 

www.pctoday.com 



^Payment required with order. Offer valid in U.S. and Canada only 
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Tech Support & My Personal Library 

Could It Get Any Better Than This? 

Ever received an error message and didn't know what it meant 
or how to take care of it? Need some help on how to install . . . just about anything? PCToday.com 
has you covered. Check out the PC Today Tech Support Center, the latest addition to the 
PCToday.com site! Follow these quick and easy steps to access this great information resource. 

Get There 

Go to PCToday.com (www.pctoday.com) and click the link provided in the new 
Tech Support Center area at the top of the home page. 



Error Messages 
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ErrtH Tenor - Your PC's Scary Messages Can Help You Rasohe Syslem Conic 
Bio Bad & Blue - Understanding the "Blue Screen of Death* 

61* - Tips & Techniques for Suess-Free Tnuhtatoetng 

A-HalcM-Hand - Debuggers Let You Record 



Try It Out . . . 



Solutions Knowledgeba! 

Solutions to the issues we heat about the most 




Browse or search through the Error Messages 
or Common Problems and Frequently Asked 
Questions by clicking the appropriate links under 
each category. 



Basic Troubleshooting Articles 

We've assembled a comprehensive list of articles thai start al square one 
and work you quickly through all fundamental checks and tests. 
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Security & Privacy 

It's called "Wiarware'-desliuclh* viruses and worms, inlusive spyware fc 
adware, and nuisances like spam email and unwanted pop-ups. Check our 
Weblog for the lalest news and read ouj Basic Troublesh doling articles to 
kern how lo diagnose & combat them 



w 



The new Service Pack 2 provides improved - bul noi Dated. 10/4/2004 
foolproof- safely ftaiures lor Windows XP. THEY labour 7:J3:13 AM 
long hours to wrile Iheir soflware, testing... 

Mas t 



Take a look at all the helpful troubleshooting articles 
by clicking the link in the Basic Troubleshooting 
Articles area. 

Be sure to check out the latest security and privacy 
news with the Web log located in the Security & 
Privacy category. 



Preventive & Regular Maintenance 

Prewniwe Maintenance - An ounce of prevention ... 



Read what you can do to stop problems before 
they stop you with the Preventive & Regular 
Maintenance articles. 



Articles On How To Install... Just About Anything 



d 



Do it yourself! Read our specially written articles on 
How To Install just about anything. Be sure to add 
these helpful how-to's to My Personal Library! 



Don't Lose That Information! 

If you find an Error Message, Common Problem, Frequently Asked Question, or helpful 
article you want to keep for later reference, add it to My Personal Library. 

Make sure you are logged in on the PCToday.com home page. 

Click the listing or article and click the Add To My Personal Library link in the upper right. 

Create a new folder or add to an existing folder. Add a brief note if you want, as well! 
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The Hardware Scene T 



his month's collection of products features an inventive assort- 
ment of gadgets, computers, peripherals, and DVD devices. 
Many of the products boast innovative features, such as a DVD 
A Look At New & UpCOmillg Arrivals I duplicator that doubles as an external drive. Even better, most of 

them serve multiple functions, including a new HP all-in-one printer 
by carmen Carmack I tnat supports digital photos and a Tablet PC from Fujitsu that 
conveniently transforms into a notebook. 



Creative Zen Micro 



A direct competitor for the 
Apple iPod mini, Creative's 
new Zen Micro portable music 
player enjoys a larger capacity, 
more colors, and a longer bat- 
tery life compared to the iPod 
mini. And if that isn't enough, 
it comes with access to more 
than 2 million songs from 
Creative-approved music ser- 
vices, including MSN Music, Napster, 
and MusicMatch. 

The Zen Micro offers a storage capacity 
of 5GB, which holds about 83 hours of 
music recorded at 128Kbps (kilobits per 
second). The removable and rechargeable 




Zen Micro 

$249.99 

Creative 

(800) 998-5227; (405) 742-6655 

us.creative.com 

Li-Ion battery powers the player 
for a maximum of 12 hours. The 
pocket-sized player measures 3.3 
x 2 x 0.7 inches (HxWxD) and 
weighs 3.8 ounces with the battery. 

In addition to playing MP3, WMA 
(Windows Media Audio), and WAV files, 
the Zen Micro features integrated FM 
radio with 32 presets, a built-in micro- 
phone, and sleep and wake timers. If you 



use Microsoft Outlook, you can also syn- 
chronize calendar, contacts, and to-do list 
information with the player. 

To use the device with a PC, Creative 
recommends Windows 98SE/Me/2000/ 
XP, an Intel Pentium III 450MHz pro- 
cessor, 128MB of memory, a USB (Uni- 
versal Serial Bus) 2.0 port for transfers 
(USB 1.1 is also supported), and 30MB of 
free hard drive space for software installa- 
tion. Creative ships the player with soft- 
ware for importing, transferring, and 
managing music files. 

The player comes with a battery, a 
power adapter, a USB 2.0 cable, a combi- 
nation belt-clip /stand, an installation 
CD, and documentation. Creative Labs 
provides a one-year hardware warranty, 
a 90-day service warranty, Web-based 
support, and telephone support. 



Dell Dimension 4700C 



At 12.7 x 3.8 x 14 inches (HxWxD), 
Dell's new Dimension 4700C fea- 
tures a slim tower chassis that doesn't 
require a lot of room. However, don't 
assume that Dell sacrifices power for size. 
The base unit comes with a speedy 
2.8GHz Intel Pentium 4 processor 520 
with HT (Hyper-Threading) technology 
and 512MB of memory. And you can opt 
for even more horsepower with a 3.2GHz 
processor and 2GB of memory. 

The SATA (Serial Advanced Tech- 
nology Attachment) hard drive is avail- 
able in a variety of capacities. Windows 
XP Home Edition is standard; WinXP 
Professional costs extra. Dell also offers 
a number of optical drives, including an 
8X DVD±RW drive that supports DL 
(double-layer) media. 
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Ports and connections are generous 
with the Dimension 4700C, with seven 
USB (Universal Serial Bus) 2.0 ports (two 
front and five back), a front headphone 
jack, a serial port, a SATA port, a PC card 
slot, a 56Kbps (kilobits per second) 
modem, and a 10/100 Ethernet connec- 
tion. For an additional $60, you 
can add Dell's Media Reader 
solution. This add-on lets the 
4700C read eight types of flash 
memory cards. Dell completes 
the Media Reader add-on 
package with front and rear 
FireWire ports. 

Standard audio and vi- 
deo features include a 
17-inch CRT (cath- 
ode-ray tube 




monitor, an integrated sound card that 
supports 5.1-surround sound, and an 
Intel Graphics Media Accelerator 900 
video card. You can upgrade these com- 
ponents and also add speakers. 

Dell ships the 4700C with the Word- 
Perfect Productivity Pack and trial ver- 
sions of McAfee Security Center, Norton 
Internet Security, and Norton Antivirus. 
The PC also comes with a Dell keyboard 
and a two-button scroll mouse. Dell pro- 
vides toll-free phone support, 
at-home service, and a stan- 
dard one-year warranty. 

Dimension 4700C 

$999 

Dell 

(800)915-3355 

www.dell.com 

Image courtesy of Dell. 
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Fujitsu LifeBook T4000 



Fujitsu's second-generation Tablet 
PC, the LifeBook T4000, retains the 
flexibility the original system offers. Key 
features such as a swivel display, an 
integrated keyboard, and long battery 
life are still present. These features 
make it easy to switch the PC between 
tablet and notebook mode. For the 
new LifeBook T4000, Fujitsu adds an 
integrated modular bay, an updated 
display, a faster processor, and en- 
hanced security features. 

The new modular bay accepts a DVD 
burner, a second battery, or a weight 
saver (a lightweight framework that you 
place in the bay when the bay is not in 
use). The improved 12.1-inch XGA 
(Extended Graphics Array) display has a 
180-degree viewing angle and an active 
digitizer for pen use. For the processor, 
you can choose between a 1.6GHz Intel 
Pentium M 725 or a 1.8GHz Intel Pentium 
M 745. The previous model, the LifeBook 
T3000, offered a 1.4GHz processor. 



To beef up security, Fujitsu harnesses 
several technologies. The LifeBook T4000 
includes a Kensington security lock slot to 
physically lockdown your PC with a 
cable. A dedicated smart card reader lets 
you control access to the Tablet PC, and 
Fujitsu also incorporates new TPM 
(Trusted Platform Module) tech- 
nology. TPM uses a built-in 
microcontroller to store 
security information, 
such as a password, 
and protects it 
from unautho- 
rized access. 

Additional 
specifications in- 
clude 256MB of 
memory (expand- 
able to 2GB), a 40GB 
hard drive (expand- 
able to 80GB), integrated 
802.11b/g wireless connec- 
tivity, a 56Kbps (kilobits per second) 




modem, a Gigabit Ethernet connection, 
two USB (Universal Serial Bus) 2.0 ports, 
a FireWire port, headphone and micro- 
phone jacks, and a docking port. A Li- 
Ion battery powers the unit for as many 
as five hours, and you get more than 
eight hours of battery power if you add 
a second battery. 

The 1.7- x 11.5- x 9.6-inch (HxWxD) 
system runs Windows XP Tablet PC 
Edition 2005 and weighs 4.3 pounds. 
For software, you get Microsoft 
OneNote, Adobe Acrobat 
Reader, and numer- 
ous Fujitsu utilities. 
Fujitsu backs the Life- 
Book T4000 with 
24/7 technical sup- 
port and a one- 
year warranty. 



LifeBook T4000 

$2,019 

Fujitsu 

(877) 372-3473 

us.fujitsu.com 



HP OfficeJet 7410 




OfficeJet 7410 

$499.99 

HP 

(800) 752-0900 

www.hp.com 



With maximum print and copy 
speeds of 30ppm for black and 
20ppm for color, the new HP OfficeJet 
7410 all-in-one printer is as much as 
40% faster than previous OfficeJet 
models. And to add to its multifunction 
arsenal, this new color inkjet not only 
acts as a printer, fax, scanner, and 
copier, it also incorporates new photo- 
handling features. 

For convenient photo editing, the all- 
in-one's control panel and 2.5-inch image 
display let you rotate, crop, zoom, and 



perform red-eye removal. You can print a 
proof sheet, and the OfficeJet 7410 pro- 
duces photo prints in a variety of sizes, 
including panorama. To easily transfer 
photos to the OfficeJet 7410, a built-in 
memory card slot reads CF (Compact- 
Flash), SM (SmartMedia), MS (Memory 
Stick), SD (Secure Digital), MMC (Multi- 
MediaCard), and xD-Picture cards. In ad- 
dition, the front USB (Universal Serial 
Bus) port lets you directly connect a 
PictBridge-enabled camera. 

The OfficeJet 7410 comes with a 150- 
sheet input tray, a 250-sheet plain paper 
tray, and a 50-page ADF (automatic 
document feeder). It also supports auto- 
matic duplex printing, copying, faxing, 
and scanning, and it scans and copies 
legal-size documents. 

The flatbed scanner has an optical 
resolution of 2,400dpi and a maximum 



enhanced resolution of 19,200dpi. The 
copier handles a maximum of 99 copies, 
offers resizing settings of 25 to 400%, 
and has a maximum resolution of 1,200 x 
600dpi (black) and 1,200 x 4,800dpi 
(color). For faxing, the all-in-one features 
a transmission speed of three seconds 
per page, automatic redial, a 150-page 
memory, and 110 speed dial numbers. 

Built-in 802.11g/b wireless and Eth- 
ernet networking lets you share the 
OfficeJet 7410 with as many as five 
computers. Plus, when you set up the 
printer to the network or connect it 
to the Internet through a broadband 
connection, HP's Instant Share technology 
enables remote users to send images and 
documents directly to the printer. 

The OfficeJet 7410 ships with a black 
inkjet cartridge, a tri-color inkjet car- 
tridge, a power supply, a phone cord, an 
Ethernet cable, HP utility and photo soft- 
ware on CD, and documentation. HP pro- 
vides a one-year warranty and toll-free 
phone support. 
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ILY SlimDVDup 
CD/DVD Duplicator 



If you regularly duplicate CDs or 
DVDs, the new ILY SlimDVDup could 
be worth a look. The device houses two 
DVD drives: one for the source disc and 
a second for the target disc. With this 
configuration, you can duplicate discs 
without monopolizing your PC. If you're 
having thoughts about copying commer- 
cial discs, note that the SlimDVDup 
cannot copy media that contains CSS 
(content scrambling system) encryption. 

The device reads a variety of discs, 
including DVD-ROM, DVD±R/RW, 
DVD-Video, CD-DA (CD-Digital Audio), 
CD-ROM, Photo CD, Video CD, and 
CD Extra. It writes to DVD±R/RW, 
CD-R/RW, and DVD-RAM media. Max- 
imum write speeds are 4X for DVD±R 
and DVD+RW, 2X for DVD-RW and 



DVD-RAM, 16X for CD-R, and 8X for CD- 
RW. The SlimDVDup handles standard 
4.7GB DVDs, 700MB CD-Rs, 650MB CD- 
RWs, 1.47GB mini DVD-Rs, 210MB mini 
CD-Rs, and 50MB business CD-Rs. 

Weighing about 4 pounds and mea- 
suring 1.5 x 6 x 7 inches (HxWxD), the 
SlimDVDup is portable enough to use 
offsite. What's more, when you at- 
tach it to a PC with the included USB 



(Universal Serial Bus) 2.0 cable, the de- 
vice doubles as an external DVD drive. 
You can use your computer to load 
audio, video, and other data from a disc 
to edit or copy. You can also select spe- 
cific tracks to copy and create custom 
CDs, and the device has a stereo jack 
with volume control for audio playback. 
The drive is compatible with Windows 
98/Me/2000/XP and Mac OS X systems. 
ILY ships the SlimDVDup with 
power cables, a USB 2.0 cable, a driver 
update CD, and documentation. The 
company includes a one-year parts and 
labor warranty, with replacement ser- 
vice and technical support. 



SlimDVDupCD/DVD Duplicator 

$699 

ILY Enterprise 

(562)801-2888 

www.ily.com 




LG Electronics 
GSA-4160B DVD Drive 



The latest version of LG Electronics' 
Super-Multi DVD burner, the GSA- 
4160B, is another entry in the recent 
flurry of DL (double-layer) burners. One 
difference from other entries in this 
market, however, is the drive's support 
for the DVD-RAM format. Although not 
commonly used due to its incompati- 
bility with most DVD players, the DVD- 
RAM format is convenient for data 
backup and storage. 

An internal drive, the GSA-4160B 
comes with a white or black front bezel. 



It uses an EIDE/ATAPI (Enhanced 
Integrated Drive Electronics/Adva- 
nced Technology Attachment Packet 
Interface) connection and is a standard 
half-height drive at 1.63 x 5.75 x 7.26 
inches (HxWxD). You can mount the 
drive horizontally or vertically. Rear 
panel connections include power, an 
EIDE/ATAPI connector, a mode selector 
jumper, and audio output. 

Keeping up with the current crop of 
DVD burners, the GSA-4160B can write 
to DVD+Rs at a maximum of 16X. For 




GSA-4160B DVD Drive 

$99 

LG Electronics 

(800) 243-0000; (201) 816-2000 

www.lgusa.com 



DVD-Rs the maximum write speed is 8X, 
and the drive's write speed is 40X for 
CD-Rs. Maximum rewrite speeds include 
5X for DVD-RAM, 4X for DVD±RW, 
and 24X for CD-RW. Maximum read 
speeds are 16X for DVD-ROM, 10X for 
DVD±R/RW, 5X for DVD-RAM, and 
40X for CD-R/RW. 

If you use the GSA-4160B with the 
DVD-RAM format, you'll need noncar- 
tridge, removable Type2 or Type4 discs. 
In addition, the drive supports DL 
(8.5GB) DVD+R media and an assort- 
ment of other formats including CD- 
Extra, CD-Text, CD-ROM XA, and Photo 
CD. It is compatible with Windows 
98/Me/2000/XP systems and comes 
with a variety of CD and DVD authoring 
tools. These tools include Ahead Nero, 
Ahead InCD, and CyberLink Power- 
Producer Gold2. For DVD playback, LG 
also provides CyberLink PowerDVD. 

The GSA-4160B ships with two drive 
IDE cables, an audio cable, mounting 
screws, software on CD, and docu- 
mentation. LG Electronics' one-year 
warranty includes parts, labor, and toll- 
free customer service. 
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SanDisk Photo Album 



Photo Album 

$49.99 

SanDisk 

(866) 726-3475; (408) 542-0500 

www.sandisk.com 

To make viewing and sharing digital 
photos more convenient, the new 
SanDisk Photo Album reads photo files 
from flash storage devices and displays 
them on your television. The player fea- 
tures four slots that support eight media 
types, and it also accommodates USB 
(Universal Serial Bus) flash drives. 
What's more, the device can even play 
MP3 audio files and video clip files. 

The included remote lets you control 
playback with features such as Thumb- 
nail, Slideshow, Zoom In/Out, and 
Rotate. You can also customize slide- 
shows with slide interval times, random 




or sequential 

playback, and a 

music soundtrack. The 

on-screen menus are also available 

in multiple languages. 

If you press the Store button when an 
image displays, the device sends the 
image to a "photo album." This essen- 
tially copies the image from its current 
source (media card or USB drive), and 
places it on a CF (CompactFlash) card 



that you insert on the back of the unit. 
The card acts as a digital photo album. 
According to SanDisk, a 256MB CF card 
can hold as many as 4,000 photos at a 
TV-viewable resolution. 

The SanDisk Photo Album handles 
JPEG (Joint Photographic Experts 
Group), Motion JPEG, MPEG (Moving 
Picture Experts Group)-l, and MP3 files. 
Although it is designed to work without 
a PC, you can attach the device to the 
USB port of a Windows 98SE/Me/2000/ 
XP system and use the SanDisk Photo 
Album as an 8-in-l card reader/writer. 
The SanDisk Photo Album supports CF, 
SM (SmartMedia), xD-Picture, MS (Mem- 
ory Stick), MS Pro, SD (Secure Digital), 
and MMC (MultiMediaCard) media. 

With dimensions of 2.6 x 7.4 x 0.8 
inches (HxWxD), the SanDisk Photo 
Album is compact and portable. To use 
the player, all you need is a television or 
projector with audio /video (RCA) in- 
puts. SanDisk provides a two-year 
warranty for the device. 



Sharp Actius MP30 



Sharp's new Actius MP30 notebook 
combines computing power with 
convenient entertainment features. 
Weighing just 2.8 pounds with di- 
mensions of 1.14 x 10.1 x 8.2 inches 
(HxWxD), the Actius MP30 sports 
a white chassis and a 10.4-inch XGA 
(Extended Graphics Array) display. 

For enhanced virus protection and 
security, the Actius MP30 features the 
1.6GHz Transmeta TM8800 processor 
and Windows XP Home Edition Service 
Pack 2. According to Sharp, this combi- 
nation provides the notebook with 
added security at the platform level by 
leveraging the advanced security fea- 
tures in the latest version of WinXP. 

Additional standard features include 
512MB of memory (expandable to 
1,024MB), an ATI Mobility Radeon 7500 
video controller, and a 40GB hard drive. 
For connectivity, the unit comes with a 
Type II PC Card slot, a 56Kbps (kilobits 
per second) modem, a wireless 802.11b/g 



connection, a 10/100 Ethernet connection, 
two USB (Universal Serial Bus) 2.0 ports, 
and a DirectHD port for connecting the 
notebook to another PC for file transfers. 

Sharp designed the Actius MP30 as 
a notebook that easily doubles as an 
entertainment device. For example, 
when you want to play a DVD, you 
can start the Actius MP30 without fully 
booting the PC. A CD-RW/DVD combo 

drive is standard, and 

Sharp sweetens the 

deal with an included 

plug-in remote control 

and earbud headphones. 

The remote lets you 

control CD and DVD 

playback with Advance, 

Pause, and Play buttons. 

The rechargeable Li-Ion 

battery powers the Actius 

MP30 for as many as 4.6 

hours in regular mode. To 

extend the battery life for ■ |* 



entertainment use, Sharp includes a 
mobile-mode switch that decreases dis- 
play brightness and requires a lower 
processor frequency. 

The notebook's software bundle in- 
cludes Symantec Norton Antivirus, 
InterVideo WinDVD, EasySystems Drag'n 
Drop CD+DVD, and Corel WordPerfect 
Office. Bundled accessories include the 
remote with integrated headphones, 
an AC adapter, a modem cable, and 
a DirectHD /USB cable. Sharp provides 
a one-year parts, labor, and express 
exchange warranty for the computer. # 



Actius AAP30 

899 
Sharp 

(800) 237-4277 
www.sharpsystems.com 
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Sony DVDirect 



Camcorder enthusiasts who want to 
easily transfer video to DVD will 
like the straightforwardness of Sony's 
new DVDirect device. The unit captures 
video in real-time from an attached 
camcorder or VCR and records it 
directly to DVD without connecting to a 
PC. What's more, you can attach the 
DVDirect to a PC and use it as an 
external DVD burner. DVDirect even 
supports DVD+R DL (double-layer) 
media recording for as many as 12 
hours of video on a single disc. 

For recording from a camcorder or 
other attached device, the DVDirect 
offers inputs for composite (RCA) video, 
S-Video (Super-Video), and analog 
audio. It features automatic start/stop 
recording with most camcorders and 
VCRs, and it records to DVD+R/RW 
and DVD+R DL media using the MPEG 





DVDirect 

$300 

Sony 

(877) 865-7669 

www.sonystyle.com 



(Motion Picture Experts Group)-2 video 
format. Another convenient feature is 
automatic insertion of chapters every 



five, 10, or 15 minutes so you can skip to 
different parts of the recording. 

When attached to a computer, the 
supported recording formats expand to 
include DVD-R/RW and CD-R/RW 
media. Maximum recording speeds in- 
clude 2.4X for DVD+R DL, 4X for 
DVD±RW, 16X for DVD+R, 24X for CD- 
RW, and 48X for CD-R. System require- 
ments for using the DVDirect with a PC 
include Windows 2000/XP, a USB (Uni- 
versal Serial Bus) 2.0 port, a Pentium 4 
1.6GHz processor, 256MB of memory, 
and 10GB of hard drive space. The 
DVDirect measures 2.6 x 6.46 x 9.21 
inches (HxWxD) and weighs 1.2 pounds. 

For video editing, authoring, and 
playback, Sony includes the Ahead Nero 
software suite. The suite also comes with 
software for creating backups on disc. 
An AC adapter, a USB 2.0 cable, and doc- 
umentation are also part of the package. 
Sony offers a one-year warranty, installa- 
tion assistance, and toll-free technical 
support for the DVDirect. • 



ViewSonic ViewMate 
CW2403 Wireless Desktop 



With a snazzy silver and black exte- 
rior, the mouse and keyboard 
in the ViewSonic ViewMate CW2403 
Wireless Desktop set can't help but catch 
the eye. The set also includes a matching 
cradle to charge the mouse and an 
adapter /receiver that is compatible with 
your computer's PS/2 or USB (Universal 
Serial Bus) port. 

The CW2403 Wireless Desktop works 
with Windows 95/98/NT4/Me/2000/ 
XP systems; however, only PS2 support 
is available for Win95/NT4. You can 
use the wireless mouse and wireless 
keyboard from a maximum distance of 
approximately 6 feet, which lets you 
extend the devices' reach when com- 
pared to their wired counterparts. 

Featuring 12 enhanced keys, the 
wireless keyboard has four multimedia 
hotkeys, a rotary volume dial, three 
Internet hotkeys, two application 



ViewMate CW2403 Wireless Desktop 

$64.99 

ViewSonic 

(800) 888-8583; (909) 869-7976 

www.viewsonic.com 

Image reprinted with 

permission from ViewSonic. 

hotkeys (preset to My Computer and 
Calculator), two user-defined keys 
(preset to Word and Excel), and a sleep 
key. Its dimensions are 1.1 x 18.3 x 7.64 
inches (HxWxD), and the keyboard 
weighs 2.04 pounds. 




The optical mouse offers a resolution 
of 800dpi for accuracy and a maximum 
surface scanning rate of 2,300fps (frames 
per second). Its contoured shape is 
designed to accommodate 
left- and right-handed 
users comfortably, and 
ViewSonic provides a 
programmable third 
button for additional 
flexibility. The mouse 
measures 1.41 x 4.08 x 2.27 
inches (HxWxD) and weighs 2.74 ounces. 
If you prefer, you can purchase the 
mouse ($39.99; model MW407) and key- 
board ($39.99; model KW208) separately. 
In addition, ViewSonic released a num- 
ber of wired, lower-cost devices and 
desktop sets at the same time it intro- 
duced the CW2403. These accessories 
range in price from $24.99 to $39.99. 

In addition to the cradle charger, 
receiver, mouse, and keyboard, View- 
Sonic includes a PS2 adapter, software on 
CD, and a user guide on CD. Should you 
experience difficulty with the CW2403 
wireless desktop set, ViewSonic also pro- 
vides a two-year warranty. • 
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File Organizers 

Programs That Help You Avoid Clutter 




A quick look at new computer speci- 
fications shows that the size of 
hard drives is increasing. It wasn't that 
long ago that a hard drive larger than 
1GB would have been enormous. Now 
hard drives of 40GB are standard and 
hard drives as large as 200GB are not 
unheard of. We used to worry about 
filling up our hard drive space with pic- 
tures and documents. Now we save 
everything on our hard drives, in- 
cluding most of our email messages, 
without a second thought. 

But all this space comes with its 
own set of problems. How can you 
find that letter from Aunt Sally or your 
proposal for a big contract? Unless you 
are extremely organized, finding those 
lost files can be very frustrating and 
time-consuming. 

What Are Your Options? 

When you need to organize your 
files, you have several options. You can 
use the built-in search utility that 
Microsoft includes with its OSes, but 
you may find the utility is cumbersome 



to use and that it isn't always the 
fastest method. You could also use 
Windows Explorer to its full potential 
by using subfolders and shortcuts; 
however, you would still need to be 
very organized and methodical. We'll 
look at three alternatives to Windows' 
built-in search utility and Windows 
Explorer in the next 
few pages. Each of 
these utilities takes a 
different approach to 
solving the problem 
of file management 
and organization. 




Idealab's X1 
Search 

XI Search tackles 
the problem of find- 
ing files you save to 

your hard drive. It is 

a nice replacement for Windows' built- 
in search utility. Unlike Windows' 
utility, XI Search finds files as you type 
in the search criteria, which lets you 



X1 Search 

$74.95 

Idealab 

info@x1.com 

www.x1.com 



much information or not enough rather 
than having to wait for the software to 
conduct a complete search of your hard 
drive. Once XI Search locates the files, 
the program highlights the keywords 
(in the list of files, as well as in the 
viewer) it used to find the files. You can 
also enter other criteria, such as file 
names, extensions, and sizes, as well as 
a few other file-specific options. 

XI Search can search email messages 
and their attachments for keywords, as 
well as Outlook's Contacts folder. When 
searching through the contents of email 
messages, the column headings change 
to appropriate values such as Subject 
and From. You can also perform other 
email functions such as Reply and Send. 
XI Search does not connect with your 
email server directly; instead it uses 
your existing email software to perform 
email functions. XI Search's ability to 
search email attachments makes it a 
better choice than the standard search 
function in Outlook. XI Search supports 
Outlook, Outlook Express, Netscape 
Mail, and Eudora. 

XI Search conducts searches very 
quickly because it indexes your hard 
drive into a database. It creates the 
database the first time you run the pro- 
gram. From that time on, XI Search 
updates the index periodically using a 
schedule that you set up. We didn't see 
any slowdown of our computer due to 
the indexing. 

XI Search goes be- 
yond simple search- 
ing by letting you save 
your search. This action 
doesn't save the results 
specifically; rather it 
saves the search criteria, 
which lets you retrieve 
similar results when you 
select the saved search. 
This ability makes it 
easy for you to monitor 
a set of files that belong 

to a certain project or 

emails from an individual, just as long 
as keywords exist in the file or as part of 
the file name. XI Search also lets you 
open a Windows Explorer window that 



quickly see if you have typed in too shows the actual location of the file 
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W Remember search terms in each tab 
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Set Visible Tabs I 



Date\Findwell 



Several options are available in X1 Search 
including one that lets you decide how to 
index your hard drive. 

within your file system, a feature that is 
similar to the Windows Search utility. 

XI Search also has key symbols that 
let you narrow the search results. For ex- 
ample, if you want to find all files con- 
taining the words "PC Today" but not 
files that contain the word "magazine" 
you would type PC Today -magazine 
into the appropriate search field. After 
some effort, we finally figured out how 
the search feature worked; a standard 
Help file would have made this task 
easier to accomplish. 

Unfortunately, XI 's interface does 
not follow normal Windows design. 
This makes it less intuitive 
than it could be, but there is a 
tutorial to help you through 
any initial problems. This is a 
minor inconvenience given 
the benefits of the program. 
We were also disappointed 
with the program's built-in 
help. As we mentioned be- 
fore, XI Search's Help feature 
is not a standard Windows 
Help feature; instead it is 
simply a text file. This meant 
that we could not search for 

keywords in Help. We also 

couldn't use it to find keywords in the 
contents of a file that may be stored 
within a .ZIP file. However, it will lo- 
cate file names inside a .ZIP file that 
matches the search criteria. 

Overall this is a very useful program 
that doesn't require much in the way of 
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ExplorerPlus 6.2 

$39.95 

Novatix 

info@novatix.com 

www.novatix.com 



system resources and is clearly superior 
to the stock Windows search utility. 

Novatix ExplorerPlus 6.2 

ExplorerPlus 6.2 is an alternative 
utility to Windows Explorer. Explorer- 
Plus 6.2 lets you do almost everything 
you would want to do without actually 
having to interact with the Windows 
Desktop or the Start menu. 

At first blush this program appears to 
be a nicer-looking version of Windows 
Explorer, one that seems 
to fit the themes of Win- 
dows XP or Office 2003 
better than the built- 
in version. But dig a bit 
deeper and you can find 
quite a few useful utili- 
ties for renaming mul- 
tiple files, creating self- 
extracting .ZIP files, and 
securing sensitive files. 
Explorer-Plus 6.2 also 
has a handy file viewer 
that will display just 
about any type of file, 
including Word docu- 
ments with formatting. 

Of all these extras, 
we found the file viewer to be the 
most useful. On many occasions we 
look through a directory on our hard 
drive and open Word docu- 
ments in search of specific 
files. The viewer makes this 
task child's play. When you 
enable the viewer, you can 
simply highlight any file to 
display its contents. 

You can add your favorite 
programs to ExplorerPlus' cus- 
tomizable launch, giving you 
single-click access to your pro- 
grams. If you need access to a 
command prompt, you can 
turn on the DOS Command 

Line, which gives you a place 

to enter a DOS command. The DOS 
Command Line is sensitive to the cur- 
rently displayed subdirectory. In other 
words, any command you enter at the 
DOS command will work only on the 
files and programs in the selected subdi- 
rectory. ExplorerPlus also includes an 



FTP program, file encrypter, and file 
compression capabilities. 

The Tools menu is home to common 
commands that let you add or remove 
programs or erase, format, copy, and 
label floppy diskettes. You also have 
quick access to the Recycle Bin's proper- 
ties and the built-in Synchronizer. 

The Synchronizer, which is also ac- 
cessible from the Toolbar, lets you 
compare two directories and move or 
copy files between those directories. 



NOVATIX ExplorerPlus [tm) V.G.D.O For Windows 98, HE, NT 4,0 

SP6a, 2000, XP and 2 003 

Copyright (c) 3CC3 Novatix Corporation, fill rights reserved. 

welcome to Novatix ExplorerPlus README.TXT. This file 
contains installation 

and uninstallation information, as well as support and 
licensing information. 



With the Viewer opened, ExplorerPlus displays the contents 
of the file you highlighted. 



The most common use of a utility such 
as the Synchronizer is for synchro- 
nizing documents between your 
desktop and notebook computers. 
Instead of simply copying the files, 
the Synchronizer lets you move the 
files from one machine or directory to 
the other, keeping the most recent ver- 
sion. The alternative to using the Syn- 
chronizer requires you to open the files 
and compare them manually. You 
might also use this feature for keeping 
backups of directories and files. 

ExplorerPlus gives you the ability to 
convert graphics files into more than 30 
different formats. And for those of you 
who have a library full of media files, 
you can use ExplorerPlus to play MP3 
and WAV files. However, the program 
was unable to play WMA (Windows 
Media Audio) files; the viewer did not 
recognize the WMA files as playable. 

The program's search capabilities 
are not as sophisticated or as fast as XI 
Search, but ExplorerPlus has a better 
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If you like to be organized, or if organizing the files on your computer is long 
overdue, you'll want to check out any one of the file organization programs 
we reviewed. Below you can quickly see which programs provide which features. 
For more information about any of the programs in the chart, check out the 
reviews in the main article. 



Program 


Idealab's 
X1 Search 


Novatix 
ExplorerPlus 6.2 


Wordwise Solutions' 
TaskTracker 


File Search 


X 


X 




Email Search 


X 






Text Viewer 


X 


X 




Multimedia Viewer 
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X 


X 


File Organizer 






X 


File Management 




X 


X 


FTP 




X 




Camera/ photo 
Downloading 




X 




Compressed 
File management 




X 




Encryption 




X 




Synchronization 




X 




Graphics Conversion 




X 





interface than the standard Windows 
Search window. The Search window, 
called FastFind, includes a viewer that 
lists files. The FastFind window also 
has its own toolbar that lets you mange 
the files ExplorerPlus finds, letting you 
copy, delete, or rename the files. You 
can also print the list of found files, 
which is good for archiving data. 

It appears that ExplorerPlus de- 
signers asked themselves what was 
missing from Windows Explorer and in- 
corporated some of those features into 
the utility. In the process they made a 
program that is quite useful without 
being overly complicated, and anyone 
(from Windows beginners to expert 
users) can use ExplorerPlus. 

Wordwise Solutions' 
TaskTracker 

TaskTracker is more of a project 
tracker or a Recent Documents folder 
on steroids than an explorer or search 
program. TaskTracker monitors the files 



you access and keeps 
a list of those files, ar- 
ranged according to 
file type. You can also 
add files to TaskTrack- 
er by dragging them 
into either one of Task- 
Tracker's open win- 
dows. The idea is that 
you have easy access 
to the files you are 
working with with- 
out having to search 
for the files on your 
hard drive. This is es- 
pecially useful if you 

work with programs 
that place data files into odd or dif- 
ficult-to-find locations. As you work 
with more files, TaskTracker becomes 
more useful. 

TaskTracker includes basic functions 
that let you rename or copy files. Dou- 
ble-click files to open them or use the 
menus to open files using different 




TaskTracker 

$25 

Wordwise Solutions 

info@wordwisesolutions.com 

tasktracker.wordwisesolutions.com 






programs. With TaskTracker, you 
can filter the list of files according to 
date, keyword, or type. The program 
also includes a viewer that lets you open 
image files. 

TaskTracker is designed to sit in on 
your Windows Taskbar. Double-click its 
icon and two panes appear; one lists re- 
cent file types and the other lists file 
names. We thought TaskTracker's inter- 
face was sub par compared to a standard 
Windows program interface. Menu 
items have limited access and the Help 
menu was labeled with an unintuitive 
"Did You Know?" 

Of the three programs we reviewed, 
TaskTracker gave us the most trouble. 
Display anomalies were quite fre- 
quent and included files that disap- 
peared from our display and icons that 
didn't even appear. The program also 
appeared to hang when we dragged 
files to it, and a message appeared that 
indicated TaskTracker was initializing 
data. We found the only workaround 
for this problem was to stop the pro- 
gram and restart it. We also managed 
to delete a file in our attempt to move 
it. TaskTracker ap- 
pears to be more of a 
work-in-progress than 
a finished product. 
We can see where it is 
headed, but it just 
isn't there yet. 

The Verdict 

We thought that the 
searching capabilities 
of XI Search were su- 
perior to the built-in 
search, as well as the 
search functions in 
ExplorerPlus. But it 
is essentially a one- 

trick pony. If what 

you need is searching, 
then by all means get this program. 
ExplorerPlus certainly has the most 
functionality. If you don't like to use 
the built-in Windows Explorer or you 
feel that it lacks capabilities, then 
ExplorerPlus is your program, pct 

by Rob Keiser 
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Graphics 



Jasc Paint Shop 
Pro9 



Jasc Paint Shop Pro 9 is the newest 
edition of the popular photo- and 
graphics-editing software. Retaining the 
usefulness of previous versions, PSP 9 
adds convenient new features that even 
experienced PSP users will appreciate. 

Features Galore 

On top of PSP's already rich graphics- 
and photo-editing capabilities, Jasc has 
adorned version 9 with a new Art Media 
feature. The new art tools let you get cre- 
ative with effects such as Pastel, Crayon, 
and Oil Brush. You can choose from a va- 
riety of canvas backgrounds, mix colors 
on the new Mixer Palette, and use the 
Palette Knife and Smear tools to blend 
media on the canvas. You can even use 
the Image Tracing feature to stylize a 
photograph using the art tools. 

For digital photos PSP 9 offers sev- 
eral new filters. To eliminate the colored 
glow in high-contrast areas, try the new 
Chromatic Aberration Removal Filter. 
The Digital Camera Noise Removal Filter 
removes graininess, and the Fill Flash 
and Backlighting Filters help to correct 
underexposed and overexposed areas. 

New graphics design features in PSP 
9 include tools that simplify creating 
banners and buttons, vertical text capa- 
bility, and improved shape tools. For 
productivity, Jasc added a new History 
Palette and Selective Undo feature. 
With this enhancement you can track 
all of the changes you've made to an 
image. Even better, you can select a 
specific change to undo without re- 
versing subsequent changes. 

Functional Interface & 
Documentation 

Once you understand a few basics, 
navigating PSP 9 is a breeze. The inter- 
face displays related items on toolbars 
and palettes, which you can show or hide 
as needed via the View menu. 



Paint Shop Pro 9 

$119 (download); $129 (boxed) 

Jasc Software 

(800) 622-2793; (952) 934-8888 

www.jasc.com 




paint Shop Pro 9 



Paint Shop Pro 9 
Overall Rating: 5 out of 5 

Interface: 5 Performance: 5 

Feature set: 5 Documentation: 4.5 



Documentation is plentiful, with an 
online help system and a users manual 
complete with an index and table of con- 
tents. The Help menu features a Learning 
Center with Quick Guide tutorials that 
address a variety of tasks. However, 
newbies may find the tutorials lacking in 
details, such as how to locate the Preset 
Shape tool or set a foreground color. 

Performance As Promised 

The old and new features that we 
tested in PSP 9 worked like a charm. 
Previous features, such as Red-Eye 
Removal, Background Eraser, and One 
Step Photo Fix, functioned just as nicely as 
before. Of the new features, we especially 
liked the Digital Camera Noise Removal 
Filter, which did a great job when we 
applied it to skin tones and other solid 
areas with graininess. The new Art Media 
tools are fun, and the Selective Undo fea- 
ture is a huge productivity bonus. 

To get the most out of PSP 9, you need 
a fairly powerful PC with a good share of 
memory. Minimum system requirements 
include a 300MHz processor, Windows 
98SE/2000(SP4)/Me/XP, 256MB of mem- 
ory, and 500MB of hard drive space. 
However, for best results, Jasc recom- 
mends at least a 1GHz processor, WinXP, 
and 512MB of memory. 

You can download and try PSP 9 at no 
cost for 60 days. Existing PSP users can 
upgrade at a reduced price of $59 
(boxed) or $55 (download). And if you 



want a product geared for home use, Jasc 
offers Paint Shop Pro Studio 1.0, which 
we review on page 94. pct 



by Carmen Carmack 



How To . . . 



Use The Mixer Palette 

The new Mixer Palette lets you 
create custom colors. Start by 
enabeling the Materials and Mixer 
Palettes located in the Palettes op- 
tion of the View menu. To create a 
background, click File and New. In the 
New Image dialog box, set the Width 
and Height to 300 pixels, select the 
Art Media Background radio button, 
and choose Canvas Simple in the 
Select The Canvas Texture drop- 
down menu. Select the Enable Fill 
Color checkbox and, if the color box 
is not white, click it, select white from 
the Color dialog box, and click OK. 
Click OK to create the background. 
On the Tools toolbar, select the 
form of art media you want. Next, 
use the Materials palette to select 
the first color for the mix. In the 
Mixer Palette, select the Mixer Tube 
tool and drag the selected color with 
the left mouse button. Taking care 
not to place it on top of the first 
color, select the second color and 
drag it. To mix, select the Mixer Knife 
tool in the Mixer Palette. Hold down 
the left mouse button and drag the 
colors together. To paint with the 
mixed color, click the eyedropper 
tool in the Mixer Palette. I 
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Audio 



CyberLink Power2Go 4 



CyberLink Power2Go 4 gives you 
all the tools you need to rip, burn, 
author, erase, and copy files to CD or 
DVD media. 

Power2Go handily burns audio CDs, 
but if you want to do more than just rip 
CDs to MP3 files and burn your own 
custom compilations, Power2Go can 
handle that task, as well. You can use 
the program to burn data discs (great 
for quick backups) or create slideshows 
and home videos that feature menus, 
music, and more. 

Power2Go supports multiple music, 
video, and image file formats, all of 
which you can burn to CD-R/RW, DVD- 
RAM, DVD+R9, and DVD±R/RW. Its 
Mixed Disc option lets you burn mixed 
content to CD using three formats: CD 
Extra, Mixed Mode CD, and HighMAT. 
Each format lets you burn different 
types of media to the same disc. 

Other cool features include the In- 
stantLayer feature, which lets you burn 
a maximum of 8.5GB of data onto 
double-layer discs, and the addition of 
PowerProducer, which gives you more 
expanded moviemaking options. 

Two Modes 

Installation is simple and smooth. After 
you load the program, it offers two modes 
of operation: Express and Advanced. 

In Express mode, Power2Go leaves a 
series of cubes on your Desktop, each one 
representing a different function: Data, 
Music, Movies, and Copy. Although the 
cubes are all stuck together initially, 
you can hide the ones you don't use 
and move them around your Desktop. 
Power2Go offers several skins to change 
the look of the Desktop icons, including 
some cool, retro wooden blocks. 

The Express mode's real draw is its 
ease of use when it comes to drag-and- 
drop burning. Just click the Record button 
when you're done dropping files and 
Power2Go automatically begins burning. 
Its Copy function works just as easily. 



Power2Go 4 

$49.95 
CyberLink 
www.gocy berl i n k.com ; ; 




Power2Go 4 

Overall Rating: 4.5 out of 5 

Interface: 5 Performance: 5 

Feature set: 4.5 Documentation: 4 



The Advanced mode offers all the 
functionality of the Express mode, but it 
is more customizable and provides more 
information about each step of the 
process. It's also home to the utilities 
you need to rip files and erase discs. 

Power2Go / s friendly interface leaves 
nothing to guesswork: The icons are all 
clearly labeled, and the step-by-step 
approach makes it clear what's hap- 
pening at each juncture. Once you 
specify what task you want to accom- 
plish, the Advanced mode offers a useful 
split-screen design. In the left pane, you 
can browse through your computer's 
content. The top-right window displays 
the files in any folder you choose. Select 
files in this window that you want to 
burn and drag them to the lower screen; 
you can store files here until you burn 
them. Add and Remove buttons are 
available if you don't feel like using the 
drag-and-drop approach. You can also 
go to the lower screen to reorder items 
and achieve the optimal lineup. 

One bonus to Power2Go's interface is 
its Disc Capacity Bar, which lets you see 
exactly how much burnable space you 
have left on your disc. Other programs, 
such as Windows XP's basic burning 
utility, leave you guessing until you are 
well into the burning process. 

The Bottom Line 

Power2Go's documentation leaves 
little to be desired. The PDF's (Portable 



Document Format's) instructions are a 
little bare-bones for the more compli- 
cated features, such as editing and cap- 
turing video. With such a great burning 
interface, a useful bonus would have 
been a label maker you could use to 
easily import a selected track listing for 
printing. Despite these minor shortcom- 
ings, Power2Go delivers a pretty punch 
with its multiple bells and whistles. If 
you've got some burning to do, Pow- 
er2Go is just the ticket, pct 



by Anne Steyer Phelps 



How To . . . 



Rip Audio 



u 



se the Rip Audio utility to copy 
tracks from an audio CD to 



your hard drive so you can play 
them easily through your computer. 

In the Select A Burning Task 
window, click Disc Utilities and select 
Rip Audio. Insert the disc you want 
to rip and select the proper drive 
from the Source drop-down menu. 
When the songs appear, select the 
checkboxes for the tracks you want 
to rip to the hard drive. Browse for 
the folder where you want to save 
the ripped files. If you want to select 
a different audio format (AAP3, WAV, 
or WMA [Windows Media Audio]) 
or quality, do so at this time. 

Click the Go button to start. 
Power2Go keeps you posted with its 
display of the progress. When it's 
done ripping, a status window con- 
firming completion appears. I 
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Allume Systems Internet 



.WHO'S WATCHING vni I? 



Cleanup 4.0 



We all know Big Brother is watch- 
ing — along with Big Marketer, Big 
Troublemaker, and Big Cracker. While 
you surf the Internet, your computer 
stores information about everything you 
do: It collects info about the Web sites 
you visit, chats you have, ads you view, 
Web forms you complete, and usernames 
and passwords you generate. 

You don't want other people to get 
their hands on this information, yet that's 
what many people try to do; some for 
nefarious reasons, others to deliver 
more targeted ads or spam. That's why 
everyone could use software to remove 
spyware and Web bugs, clean up Internet 
and email files, and control pop-up ads. 

Allume Systems (previously Aladdin 
Systems) Internet Cleanup 4.0 does all this 
and more. It removes cookies, ActiveX, 
and browser plug-ins. It blocks certain in- 
vaders before they can install on your 
system. You also can configure Internet 
Cleanup to automatically clean cache files, 
history, and cookies. 

Primary Interface 

Internet Cleanup scans your system 
each time you launch the program. When 
the scan is complete, the program lists 
Cache Files, Unprotected Cookies, His- 
tory Items, ActiveX Controls, Plug-Ins, 
File & Folder Entries, Recent List Entries, 
and Spyware Categories it identifies. 

From this page, you can send Internet 
Cleanup off to clean up the system using 
Manual Clean or Auto Clean. Before you 
can take advantage of Auto Clean, you 
must click Settings and decide the para- 
meters of the cleaning. 

This main page is also home to the 
Schedule utility, which you can use to set 
the program to run at System Startup, 
System Shutdown, Application Exit, at 
specific Time Intervals, or Daily. 

Main Features 

Internet Cleanup offers three tools in 
one program: system cleanup (Manual 



Internet Cleanup 4.0 

$30; 15-day free trial 

Allume Systems 

(831)761-6200 

sales@allume.com 

www.allume.com 
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Internet Cleanup 4.0 
Overall Rating: 4 out of 5 

Interface: 3.5 Performance: 3.5 

Feature set: 4.5 Documentation: 5 



Clean and Auto Clean), privacy protec- 
tion (FileSystemGuard), and pop- 
up/cookie blocker (NetBlockade). They 
work successfully to varying degrees. 

Internet Cleanup is the main com- 
ponent for erasing cache, history, and 
similar files. You can set an Auto Clean 
function to perform on its own within 
specified parameters. Schedule it to 
run automatically at designated times 
or events. 

Auto Clean can be a bit overzealous 
and might return a few false positives. 
For the most control, you may want to 
use the Manual Clean tool, which lets 
you view each file, page, or image indi- 
vidually, and then you can make an in- 
formed decision as to whether to delete it. 

The other primary component, FileSys- 
temGuard, is designed to protect private 
information from being unwittingly trans- 
mitted or shared. You can block particular 
applications from running or password- 
protect specific files or folders. 

NetBlockade stops ads, pop-ups, 
cookies, and Web bugs. It includes cus- 
tomizable settings for blocking these 
elements and preventing private infor- 
mation from being covertly transmitted. 
But using NetBlockade might be more 
annoying than the pop-ups; in its zeal 
to prevent pop-ups, the program blocks 
even the items you click specifically. So 
if you're buying concert tickets and 
click the link to view the seating chart, 
for example, it prevents that window 



from opening. There's a keystroke you 
can use to get around this, but that 
adds steps to your Internet use rather 
than easing it. 

The Lowdown 

Overall, Internet Cleanup's advantages 
outweigh the minor obstacles created by 
the application's own ambition. It's rela- 
tively easy to use, and the scheduling fea- 
ture is a boon to those folks who forget to 
regularly sweep away the bugs, pct 

by Anne Steyer Phelps 






How To . . . 



Schedule Local 
Cleanup 

Open Internet Cleanup and click 
the Schedule button. There are 
five tabs, each with an Enable box 
and then a list of tools: Cache Files, 
Cookies, History, Recent Lists, Files 
And Folders, Instant Messenger Items, 
and Email Messages. You can enable 
one, several, or all the scheduling 
options and vary the tools you select. 
The System Shutdown tab offers one 
additional tool: Hidden Cache Files. 

Work your way through the tabs, 
selecting the desired tools. Be cer- 
tain to select the Enable Scheduling 
button on each tab you wish to use. 
The final three tabs offer additional 
customization, including tying tools 
to a specific application or sched- 
uling them at particular times. Click 
OK and you're set to go. 
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Graphics 



Jasc Paint Shop Pro 
Studio 1.0 



Jasc designed its newest product, 
Paint Shop Pro Studio 1.0, to appeal 
to home digital camera users. The soft- 
ware boasts most of the photo-editing 
and restoration features of its PSP (Paint 
Shop Pro) 9 cousin (which we review on 
page 97), but without some of the newer 
and advanced features. Paint Shop Pro 
Studio also comes with Paint Shop Photo 
Album 5 Standard Edition for managing 
and sharing photos. What's more, Jasc 
integrated the two products so you can 
easily switch between them. 

Looks Familiar 

Studio opens to a Get Started Guide, 
which highlights some of the things you 
can do with the software. More useful is 
the Learning Center palette, which con- 
tains helpful tutorials with step-by-step 
instructions for performing common 
tasks. The busy workspace, which is 
nearly identical to PSP 9, consists of 
menus, toolbars, and palettes that may be 
a bit intimidating for novices. 

More in tune with beginners, Photo 
Album presents a clean interface with 
standard menus and four tabs that relate 
to the software's core functions. 

Fun Features 

Studio offers nearly the same filters, 
effects, and tools as PSP 9. Missing fea- 
tures include new and advanced items 
such as Art Media tools, several cor- 
rection filters, and the handy Selective 
Undo feature. Studio 1.0 also offers 
fewer graphics features compared with 
PSP 9. However, intermediate users will 
find everything they need and more to 
enhance and correct digital photos. 

By contrast, Photo Album offers basic 
editing features, and most are automatic. 
Newbies will appreciate this ease of use, 
but intermediate users may become frus- 
trated by its lack of options and prefer 
the flexibility of Studio. 

For fun, Photo Album provides ready- 
made templates for creating greeting 



Paint Shop Pro Studio 1.0 

$69 (download); $79 (boxed) 

Jasc Software 

(800) 622-2793; (952) 934-8888 

www.jasc.com 




Paint Shop Pro Studio 1.0 
Overall Rating: 4.5 out of 5 

Interface: 4.5 Performance: 4 

Feature set: 5 Documentation: 4 



cards, scrapbook album pages, calendars, 
and more. Photo Album also offers man- 
agement tools to help you organize 
photos, burn CDs for archiving or sharing, 
or create slideshows. 

Performance & Documentation 

Because Studio is a subset of PSP 9, 
the editing and correction features work 
very well. We were also pleased with the 
performance of Photo Album, although 
the automatic correction feature did not 
always result in a better image. The 
creative aspects of Photo Album are 
easy to use, and they produce nice 
results. Unfortunately, there are only 
two scrapbook themes. 

You can create scrapbook pages and 
other projects from scratch in Studio, 
but the process is labor-intensive be- 
cause the product lacks preconfigured 
templates. We were also disappointed 
to learn that some features touted in 
Jasc's marketing materials are not pre- 
sent or not documented. For example, 
Jasc says you can create invitations 
and flyers, and experiment with inte- 
rior designs and landscaping, but it 
doesn't explain how. 

Studio offers a detailed online help 
system and practical Quick Guides (tu- 
torials) for performing more than 30 
tasks. Photo Album also has good on- 
line help and provides Show Me movies 
that illustrate how to use different pro- 
gram features. 



Wrap It Up 

Despite some advertised but undocu- 
mented features, Studio and Photo 
Album offer a lot for aspiring digital- 
photo enthusiasts. Novices will like the 
simplicity of Photo Album and can 
move to Studio as their learning curve 
progresses. Intermediate users will 
likely gravitate to Studio, but they 
can take advantage of the management 
features and handy project templates 
in Photo Album, pct 



by Carmen Carmack 



How To 



Create A Greeting Card 



To create a greeting card using 
Paint Shop Photo Album, open 
the program and click the Create 
tab. In the Choose A Project win- 
dow, click Greeting Card. In the 
Theme drop-down list, select the 
type of card you want and click 
Next. To define the photo and text 
position, select a Page Style and click 
Next. Use the Find panel to navigate 
to the folder that contains the image 
you want to use and click Next. 

To place the photo on the card, 
drag it from the thumbnails on the 
right to the designated area. Click 
Next, add the card text, and format 
it as desired. You may need to 
select the second page of the card 
to display the text area based on 
the card format you chose. Follow 
the on-screen instructions to save 
and print the card. I 
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INTRODUCING THE NEW BOSE® WAVE® MUSIC SYSTEM. 

PERFORMANCE everyone can recognize, 

SIMPLICITY everyone can appreciate. 

ELEGANCE that speaks for itself. 




ITS HERITAGE Popular Science called the original 
Bose Wave® radio "a sonic marvel." The Chicago Tribune a 
said its sound was "superb/' And Forbes ASAP magazine 
placed it on their "All-Time A-List" of technology break- 
throughs that have changed the world. Now, the award-winning predecessor has been 
engineered to a new standard of performance, simplicity, and elegance, 

ITS NEW PERFORMANCE 

• Reproduces one-half octave lower musical notes. 

• Produces even greater instrument clarity and definition. 

• Plays the newer MP3 CDs as well as conventional CDs. (MP3 
CDs can contain as many as ten standard CDs on just one disc.) 

• It may well become the primary music system in your home. 



FREE 

pping with 
>ur order. 



ITS NEW SIMPLICITY 

• No buttons! 

• It is completely and conveniently controlled by a small, elegant remote control. 

ITS NEW ELEGANCE 

• The original model has been repeatedly praised for its distinctive design. The new 
model has carried this design to an unprecedented level with the absence of all buttons. 

• A thin, slot-loaded CD player replaces the previous top door mechanism. 

IT COMES WITH A 30-DAY EXCITEMENT GUARANTEE. During 
this risk-free trial period please compare, side by side, the sound of your new Bose Wave® 
music system to that of larger and more expensive sound systems owned by you or your 
friends. You will appreciate our request when you make this comparison. 



TO ORDER OR FOR INFORMATION CALL 

1-800-901 "0231 , ext TF165 
Be sure to ask about our financing options. 

For information on all our products: www.bose.com/tf165 



Better sound through research^ 



©2004 Bose Corporation. Patent rights issued and/or pending. The distinctive design is also a registered trademark of Bose Corporation. 

lancing and free shipping offer not to be combined with other offers or applied to previous purchases, and subject to change without noti 

Risk free refers to 30-day trial only. Delivery is subject to product availability. Quotes are reprinted with permission: Marcelle M. Soviero, 

Popular Science, 12/93; Rich Warren, Chicago Tribune, 8/27/93; FbrbesASAP(in reference to the original Wave® radio), 11/27/00. 




Windows System Maintenance Tools 
Go Beyond The Basics 



Proper PC maintenance means taking 
precautions to protect the computer 
before something bad happens. Running a 
firewall and antivirus software, not to 
mention some good spyware detectors 
such as Ad-aware (www.lavasoftusa 
.com), is just plain required now for active 
Internet surfers. 

Such software protects the computer 
from external abuse, but it doesn't re- 
lieve you from the need of performing 
regular system maintenance to protect 
your computer from the abuse you in- 
flict on it all by your lonesome. Win- 
dows includes several System Tools to 
help with tasks such as cleaning up re- 
dundant files, disk defragmenting, or 
reviewing system information. The utili- 
ties listed here go beyond the basics to 
keep your PC in tip-top shape. 

Belarc Advisor 6.0 

Free for personal use (not available for com- 
mercial use) 
Belarc 

info@belarc.com 
www.belarc.com 
File size: 604KB 

Sometimes technical support is less 
than satisfying. For instance, when you're 
on the phone with a tech support repre- 
sentative and he asks if youVe installed 
Windows XP Hotfix KB842773, don't you 
wish you had that information at your 
fingertips? Or when he asks for the MAC 
(message authentication code) address 
for the network card or what version 
of Microsoft .NET your computer is run- 
ning? With the Belarc Advisor, you can. 



This lightweight download quickly in- 
stalls on a Windows PC and provides a 
detailed report on the hardware and soft- 
ware installed. And when they say de- 
tailed, they mean detailed. The computer 
profile begins with the basics — computer 
name and Windows logon, plus operating 
system and build number. It also includes 
processor clock speed and memory (both 
total and by slot); it also lists the system 
serial number. It lists printers, controllers, 
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The Belarc Advisor creates a customized 
scan of the computer and its installed 
hardware and software, creating a complete 
system profile that's stored locally. 



displays, bus adaptors, and communica- 
tion devices. But that's just the hardware. 
For software, it lists the software li- 
cense number and versions of installed 
software. This HTML profile is stored on 
your computer and stays there. It doesn't 
get sent anywhere. There's no spyware or 
spam — just a small banner ad (that 
doesn't blink) at the top of the report. 
You're never asked to send a report or 
even schedule regular scans. The advisor 
hangs out in the Start menu until you 
need the information. 



If you only download and install one 
of the programs mentioned in this ar- 
ticle, make it the Belarc Advisor. 

Registry Mechanic 3.0 

Free limited trial; $29.95 
PC Tools Software 
sales@pctools.com 
www.pctools.com 
File size: 2.3MB 

Ah, the Windows Registry. Like Area 
51, there have never been a Windows el- 
ement that evokes more interest and 
concern than this restricted area. We are 
warned away from making changes 
there ("Are you sure you want to do 
that?"), and you really don't want to run 
a PC with a corrupted or damaged 
Registry. Yet, sometimes it's the only 
way to fully remove a problem program 
or fix unexpected behavior. 

So what's a poor PC operator to do? 
Get a Registry cleaner program, of course. 
PC Tools' Registry Mechanic is just the 
ticket. This utility scans the Registry for 
common problems such as invalid entries 
and those that are left behind from pro- 
grams that have been uninstalled. 

Registry Mechanic scans various areas 
of the Registry looking for outdated, 
redundant, or otherwise unneeded en- 
tries. Scans are customizable. The custom 
controls, though, are mostly an illusion 
because the program doesn't provide in- 
formation about the various entries for 
users to make informed decisions about 
whether to scan or not to scan. 

Depending on how often you install or 
uninstall software, Registry Mechanic can 
find a few, a few dozen, or a few hundred 
unneeded Registry entries. The first scan 
we performed found over 300 problems, 
though others have reported upward of 
1,000. The bulk of the so-called problems 
were items such as Registry entries that 
fill in Most Recently Used files, which 
aren't really problems or even annoy- 
ances. And the trial version is feature- 
limited; it only allowed repairing of a 
handful of those so-called problems. 

Before running Registry Mechanic for 
the first time, we recommend clicking 
the Settings button and putting a check 
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mark next to Automatically Create A 
Backup Before Repairing. This is the first 
rule of thumb when doing anything 
with the Registry, and it's a little sur- 
prising that it isn't on by default, though 
you are prompted to make a backup be- 
fore repairing any items. 

A Registry cleaner isn't a must-have in 
the same way that a firewall and spy- 
ware detector are. It's a "good to have," 
especially for those running Windows 
95/98/Me. If you're going to make this a 
regular part of your arsenal, go ahead 
and pay the $29.95 to register and get the 
feature-complete version. Otherwise, 
look around for a program that is time- 
limited instead of feature-limited. 

BHODemon 2.0.19 

Free (donation recommended) 
Definitive Solutions 
sales@definitivesolutions.com 
www.definitivesolutions.com 
File size: 1.8MB 

We all get by with a little help from 
our friends, but sometimes it's nice to 
know who's doing the helping, espe- 
cially when it comes to browsing the 
Internet. There, helpers can quickly cross 
the line into spyware by installing pro- 
grams without your consent and per- 
forming other activities you'd rather they 
didn't. BHODemon identifies those less- 
than-helpful "helpers" that may have at- 
tached themselves to Internet Explorer. 

BHO stands for browser helper object, 
which is a component Internet Explor- 
er loads upon startup. BHOs are not 
necessarily spyware. Many, such as the 
Google Toolbar or the Norton Antivirus 
Shell, actually are helpful and are in- 
stalled only when the user decides to. 
Some, however, install themselves and 
then send tracking information about 
you and /or your browsing habits back 
to an unknown third party. The worst 
BHOs, such as CoolWebSearch, actual- 
ly hijack your browser, taking you to 
the Web site of their choice. They can be 
difficult to get rid of, so the best way to 
avoid them is to prevent them from in- 
stalling on your system in the first place. 

BHODemon lists the BHOs that are 
resident on your system. It does a good 




Registry Mechanic scans various sections of 
the Windows Registry for invalid or outdated 
entries. When the scan is complete, it lists the 
items and readies them for removal. 
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BHODemon finds browser helper objects that 
have been installed as add-ons to Internet 
Explorer. Although these listed here are 
benign, BHODemon finds spyware and other 
objects that can hijack the browser. 




X-Setup Pro displays over 1,500 configuration 
options for Windows, its helper applications, 
and other programs. Here, the various tweaks 
to Internet Explorer's Update & Install 
Options are displayed and explained. 

job of identifying them as benign or not 
and recommending whether to keep or 
remove them from your system. It also 
runs minimized in your System Tray to 
notify you if a BHO tries to install itself 
while you're browsing. 

X-Setup Pro v6.6 

Free for personal use; $8 for commercial use 

XQDC 

www.x-setup.net 

File size: 4.6MB 

There are things about Windows and 
various Windows applications that are 



just plain annoying. Many times when 
certain applications, such as automatic 
checking of updates, are installed, we 
just turn them off. X-Setup Pro allows 
you to edit Windows options, elements 
(such as the Control Panel), applications 
(such as Windows Media Player and 
Internet Explorer), and over 1,500 other 
items, all from one convenient interface. 

The tweak options are grouped in five 
categories: Appearance, Hardware, 
Internet, Program Options, and Win- 
dows Startup /Shutdown. Each category 
lists the tweak options or plug-ins avail- 
able. Some options, such as those under 
Information, merely display version num- 
bers and dates, but most are fully editable. 

X-Setup Pro lists the all plug-in op- 
tions for all the items available, regard- 
less of whether the items are installed on 
this particular computer. This feature is 
nice for administrators or others who 
manage multiple computers (you can 
save the settings to a REG [Registry] file 
and copy them to other computers) but is 
distracting to the average end user who 
may not have the programs installed. 

X-Setup Pro is a well-behaved Win- 
dows program. The Readme file displays 
prior to installation, so you can see what 
the program does and doesn't do. You 
have the option to install Desktop, quick 
launch, and Start menu icons, instead of 
assuming you would install them all. It 
also protects you from making changes 
that can have unexpected consequences 
by requiring you to enable critical plug- 
ins that newbies shouldn't explore. (Ad- 
vanced users can turn off this warning in 
Program Options.) X-Setup can also 
launch Windows utilities such as 
REGEDIT, SYSTEDIT, MSCONFIG, Dr. 
Watson, the Event View-er, and more. 

For making changes across multiple 
Windows programs, X-Setup Pro is a 
convenient, easy-to-use utility. New 
users may find it too easy to make 
changes though. X-Setup Pro doesn't 
have an Undo-type command, so make 
notes as you make changes in case you 
find a tweak didn't work out the way 
you wanted, pct 

by Cyndy Bates Finnie 
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Solve CD & DVD Problems 

You finally picked up that CD youVe been dying to listen to, and you decide to 
make a spare copy to keep in your car. You pop a CD-R into your recordable 
optical drive and burn a copy of the CD, but when you play it in your car stereo, it 
won't work. In fact, the copied CD won't play in any optical drive. 

Sound familiar? Optical drives are reliable devices for the most part, but occa- 
sionally they can cause some headaches. Recordable media isn't foolproof either. 
In fact, it's often the source of many common optical drive frustrations. The good 
news is that most optical drive-related problems can easily be solved, regardless of 
whether the drive or media is causing the problem. The bad news is that if your 
drive is broken, rather than just behaving badly, you'll probably have to replace 
the drive. The good news about the bad news is that optical drives are among the 
least expensive peripherals you can buy for your computer, so even if you do have 
to replace an optical drive, it won't cost too much. We'll examine some of the most 
common optical drive and media problems and show you how to fix them. 

Uncooperative Optical Drives 

Optical drives are popular upgrade components, but occasionally you can run 
into problems using a new drive. 

I just installed a CD-RW drive, but my computer won't detect it. 

This common optical drive problem can occur whenever you install a new CD- 
ROM, CD-RW, DVD-ROM, or DVD±/R/RW drive. There are a handful of rea- 
sons why your PC won't detect a newly installed optical drive, but the most 
common culprit is that the jumper settings on the new drive conflict with the 



jumper settings of another optical drive al- 
ready installed. The jumper on most new op- 
tical drives is set to "Master" right out of the 
box. Chances are the other drive installed in 
your PC is also set to master, and so the new 
drive isn't registering with your PC. To solve 
this problem, check the jumper settings on the 
back of both drives. 
You can leave one optical drive as the 
Master drive, but set the jumper for the 
other drive to Slave. The documentation 
for your new optical drive should indi- 
cate where the jumper should be placed 
to set it as a Slave drive. Remove the 
jumper and place it on the pins corre- 
sponding to the Slave setting and reinstall 
the drive. Restart your PC. It should now de- 
tect the second optical drive. 

I installed an optical drive, and now my 
hard drive seems to operate slower. 

Did you connect the optical drive to the 
same ribbon cable that your hard drive is 
using? It's best not to run an optical drive and 
a hard drive on the same ribbon cable because 
it can slow down your hard drive. Hard 
drives are designed to run on your PC's pri- 
mary IDE (Integrated Drive Electronics) con- 
troller, and optical drives should be connected 
to your PC's secondary IDE controller (the 
IDE controllers are gateways between your 
drives and the rest of your computer). When 
you open your PC's case, follow the hard dri- 
ve's ribbon cable to the connector to which it's 
attached on the motherboard. This connector 
should be the interface for the primary IDE 
controller, and there should be another iden- 
tical connector close by. Remove the optical 
drive from the hard drive's ribbon cable and 
connect the optical drive to the secondary IDE 
controller using another ribbon cable. 

I bought a new recordable drive, and 
my CD burning software doesn't 
recognize it. 

This problem is usually limited to users 
who've purchased a recently released record- 
able drive or to users who've purchased a 
new optical drive but haven't updated their 
burning software lately. Most CD burning 
software is compatible with almost all drives 
that were on the market when the company 
released the program, but the software might 
not recognize a drive that came to market 
after the program was released. That's why 
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companies such as Ahead Software 
(www.ahead.de; makers of Nero Burning 
Rom) and Roxio (www.roxio.com; Easy 
CD Creator) frequently post software up- 
dates for their programs that include 
support for the latest recordable optical 
drives. If your burning software doesn't 
recognize your new drive, go to the man- 
ufacturer's Web site and download the 
latest software update. 

I put a disc into the optical drive, 
and the optical drive can't read it. 

This problem can initially send users 
into a panic attack because they natu- 
rally tend to assume that the drive must 
be the source of the problem. But in the 
vast majority of cases, it's the media 
that's not working properly. Remove the 
questionable disc from the drive and 
pop in another disc, preferably a factory- 
stamped disc such as an audio CD. If the 
drive reads the audio CD, you know the 
drive is working properly and the disc is 
the problem. 

If you know you're using a readable 
disc, clearly the drive is the source of the 
problem. It's possible that the drive's laser 
has become dirty to the point that it can't 
read the disc. Open the drive's caddy and 
spray into the drive with compressed air. 
The blast of air should blow away any 
dust buildup over the laser. Pop a disc 
into the drive and try to read it again. 

If your drive still can't read any disc, 
even after you clean it, the drive may 
have a serious problem indeed. The 
drive's motor may not be working prop- 
erly, or the laser in the read head as- 
sembly may be malfunctioning. In either 
case, it's probably best to simply replace 
the drive. Drives are so cheap now that re- 
placing a broken drive is a more viable 
option than fixing it. 

Playback Problems 

If you just popped a CD into your 
drive but can't get it to work, try some of 
the following suggestions. 

My CD-ROM is scratched, and my 
drive can't read it. 

CDs scratch pretty easily, but they're 
designed to work even if they are slightly 



scratched or smudged with fingerprints. 
But too many scratches, or a severe 
scratch, can affect a drive's ability to read 
a disc. There are several commercial prod- 
ucts you can use to repair a scratched 
disc, such as Clear Kote ($9; www.clear 
kote.com). These products lighten the 
scratches on the surface of the disc so your 
drive can read them. Simply spray the disc 
with the solution, wipe with a soft, lint- 
free cotton cloth, and let the disc dry. 

The sound quality of an audio CD I 
created isn't very good. 

First, understand that a copy of an 
audio recording can only be as good as 
the recording of which you're making a 
copy. If the audio recording stored on 
your PC's hard drive is not of good 
quality, then the copy you burn to a CD 
isn't going to sound very good either. 

Most users record audio tracks to 
their hard drive in either the MP3 or 
WMA (Windows Media Audio) audio 
format. The quality 
of the audio record- 
ing is measured in 
Kbps (Kilobits per 
second) and is re- 
ferred to as the re- 
cording's bit rate. 
The higher the bit- 
rate you use, the 
better the audio re- 
cording will be. A 
bit rate of 128Kbps 
in the MP3 or WMA 
format is considered 
CD-quality audio. 
Keep in mind that 
the higher the bit 
rate, the larger the 
file will be. If you 
intend to copy your 
MP3 or WMA files 

to a CD-R, make sure you record those 
MP3s and WMAs at a higher bit rate. You 
can change the bit rate settings in the 
audio encoder you use to copy the CD to 
your hard drive. 

When I insert a program CD-ROM 
into the drive, it starts automati- 
cally. Is there some way to disable 
this in Windows XP? 



You can disable AutoPlay in WinXP, 
but WinXP Home users will have to delve 
into the Registry to do it. Click Start, then 
Run, and type Regedit in the text box. 
Click OK. Next, click the plus sign (+) 
next to HKEY_LOCAL_ MACHINE, fol- 
lowed by System, then CurrentControl- 
Set, and finally Services. Click the 
CD-ROM folder and then double-click the 
AutoRun file in the Explorer window. 
Type in the Value Data text field. Click 
OK and close the Registry editor and 
restart your system. Your PC will no 
longer automatically play program CDs. If 
you later decide to re-enable AutoPlay, 
follow the steps above but enter 1 instead 
of as the value in the Value Data field. 

I recorded an audio CD, but it won't 
play in my car or home stereo CD 
player. 

There are several reasons your car or 
home stereo might not play an audio CD 
you've created. Older CD players may not 
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You should record audio files with a bit rate of at least 128Kbps to ensure 
CD-quality audio. Lower bit rates may result in poor-sounding CDs. 



be able to read a CD-R, although most 
can, especially models released within the 
past few years. 

As with other CD-related problems 
we've discussed, the media may be at 
fault. It's best to use CD-Rs rather than 
CD-RWs when creating an audio CD. CD- 
Rs have a more reflective surface than 
CD-RWs, which means it's easier for an 
audio player to read them. Don't forget to 
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check out the copy of the audio CD after 
you record it to make sure the recording 
was successful. 

I created a DVD movie and it won't 
play in my DVD player. 

In this situation, it's most likely that the 
DVD recording didn't turn out well, but 
it's possible that the DVD player simply 
can't read a recorded DVD. Let's rule out 
the disc as the source of the problem first. 
Try to play the DVD in your PC's DVD 
drive or try to play it in another DVD 
player. If the disc can't be read in any 
DVD player or drive, then you'll need to 
record your movie to a new disc. If an- 
other player or DVD drive can play the 
movie, then it's pretty clear that the first 
DVD player simply can't play recorded 
DVDs. About 90 to 94% of DVD players 
(going back to models from 1997) can 
read recorded DVDs, according to re- 
search conducted by HP. 

Recording Issues 

Optical drives that allow you to 
write your own discs give you a great 
deal of flexibility for saving data. You 
can use them to back up your files or to 
create your own audio and video CDs. 
Here are some solutions to common 
recording problems. 

I tried to record a data CD, but the 
recording failed. 

More often than not, faulty media is the 
cause of a failed recording job and not the 
drive itself. If you try to record a data CD 
and it doesn't work the first time, pop an- 
other piece of recordable media into the 
recordable drive and try again. The second 
attempt will likely be a success. 

Next time you buy recordable media, 
you should consider a different brand, es- 
pecially if you are currently using cheap 
recordable discs. The quality of bargain- 
basement media is often not as good as 
that of name-brand media such as Ver- 
batim, Sony, Maxell, and others. This 
higher-quality media is not much more 
expensive than generic media, and if you 
have to throw some of the generic media 
away because it doesn't work, how much 
are you really saving? 



I created a video that I'm trying to 
save to DVD, but I keep getting a 
write error. 

It is possible the video you've created 
is more than your drive can handle. 
Video-editing software includes a lot of 
extras you can incorporate into a DVD 
movie, such as menus, transitions, and 
special effects. You should be able to in- 
corporate these items into your videos 
without any trouble. But the more you 
use them, the more complex the 
video will be, which increases 
the likelihood of a write error. 
Simplify the video and try to 
record it to DVD again. 

I received a buffer underrun 
error when I tried to record 
a CD-R. 

Buffer underrun errors are 
practically nonexistent when 
using a newer optical drive. All 
CD-RW and DVD-recordable 
drives sold today use some 
form of buffer underrun error 
protection. But users who stick 
with older CD-R or CD-RW 
drives may still run into this problem. A 
buffer underrun error occurs when the 
optical drive's buffer runs out of data 
when it is recording a disc. The drive 
doesn't have any more data to record to 
the disc, but it has no way to pause the 
recording, so the disc recording fails and 
the disc is rendered unreadable. 

Perhaps the best way to avoid buffer 
underrun errors is to simply buy a newer 
optical drive that has buffer underrun 
protection. You can buy a new (and very 
fast) CD-RW drive for as little as $40. 
However, if you're determined to stick 
with your tried-and-true recorder, make 
sure you shut down all programs that 
your PC is running in the background. 
You want your PC to focus all of its re- 
sources on the CD recording, not divide 
its attention among several tasks. 

I have a pretty fast CD-RW drive, 
but it seems like it takes a long time 
to record a CD-R. 

In this case, the source of the 
problem is likely the buffer underrun 



error protection we mentioned above. 
Drives that use buffer underrun pro- 
tection will pause a recording when 
the drive's memory buffer is nearly 
out of data. The drive will wait until 
the buffer fills again and then will re- 
sume the recording. If it's taking your 
drive a long time to record a disc, the 
drive's buffer underrun protection 
may be working overtime, pausing 
frequently as it waits for its buffer to 
fill again. 



File Edit Viei-.' Favorites Help 










E) Cl asc3350p 


Name 


Type 


Data 


g) (Default) 


REG SZ 


(value not set) 




© Q asc3550 
E) Q AsyncMac 
1+1 Pi atapi 
| Cl Atdisk 


f m 


REG DWORD 


0x00000001 (1) 




§>) AutoRun Alway sDisable 


REG MULTI SZ 


NEC MBR-7 NE 




at] D e p eril :l< 


REG_MULTI_SZ 


SCSI miniport 




[^Display Name 


REG_SZ 


CD-ROM Driver 




El-Q AudioSrv 


[So)ErrorControl 


REG_DWORD 


0x00000001 (1) 






at] Group 


: V. V 


SCSI CDROM Clas: 




; Q Battc 


I^ImagePath 


REG_EXPAND_SZ 


System32\DRIVER 




El O Beep 


ISSH Start 


REG DWORD 


0x00000001 (1) 




El-Cl BITS 


B8]Tag 


REG_DWORD 


0x00000002 (2) 




El Q Browser 


fi!f] Type 


REG_DWORD 


0x00000001 (1) 




EJ Cl cbidf2k 










El Q cd20xrnt 










E) Q Cdaudio 










El Q Cdfs 










B £} Cdrom 










□ Enum 








< 


> 


< 


1 


> 


My Computer\HKEY_LOCAL_MACHII :es\Cdrom 



You'll have to make changes to Windows XP Home Edition's 
Registry if you want to disable the AutoPlay feature. 



If this is the source of your problem, 
you should be able to speed up the 
recording process by closing any unnec- 
essary programs on your PC. Your PC 
will focus more of its energy on sup- 
plying a steady stream of data to the 
recorder, which means the drive's buffer 
underrun protection won't have to kick 
in as often. 

Prevention Is The Best Medicine 

You can avoid many CD-related prob- 
lems altogether by following a few 
simple guidelines. When installing a 
new optical drive, make sure the jumper 
settings are correct and that you've se- 
curely attached the cables to the drive. 
Pay a little extra for higher-quality re- 
cordable media, which will increase the 
likelihood that your recordings will be 
successful. And be sure to keep your dri- 
vers and software up-to-date. If you take 
these preventive steps, you'll have fewer 
optical drive problems, pct 

by Michael Sweet 
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Star Wars Battlefront puts you on the frontlines of classic 
Star Wars battles as a soldier of one of four armies: the 
Rebel Alliance, the Galactic Empire, the Separatists (Battle 
Droids), or the Republic's Clone Army. You may also pilot 
virtually every Star Wars craft that ever spent 
more than 10 minutes on the screen into bat- 
tle, as well. 

Each army offers five classes of soldier. 
Standard infantry provides a good balance 
of fire power, mobility, and toughness, and 
scouts /snipers provide speed and long-range 



Star Wars Battlefront 



$49.99 
LucasArts 
www.l ucasarts.com 
ESRB Rating: Teen 



support. Heavy weapons units excel at de- 
stroying vehicles, and tactical officers or pilots 
can repair vehicles and gun emplacements, dispense 
health and ammo, and auto-repair any vehicle they pilot. 
Each class is equipped with a variety of blasters and other Star 
Wars weapons. 

The fifth class of soldier in each army is unique and includes the 
Wookie Smuggler (Rebel Alliance), the Droideka (Separatists), the 
Dark Trooper (Galactic Empire), and the Jet Trooper (Republic Clone 
Army). The Wookie Smuggler is the toughest infantry in the game, 
and the Droideka (the rolling, crab-like destroyer droid first seen in 
"Star Wars Episode I") is equipped with shields and powerful, 
rapid-fire blasters. The Dark Trooper and Jet Trooper are both 
equipped with jump-packs for moving quickly across the battlefield, 
but their weapon complements differ. 

Pilots and officers are the optimal choice for piloting vehicles 
(though any class may do so) because of their auto-repairing 
ability. The vehicle roster is impressive, boasting over 25 vehicles: 
TIE (twin ion engine)-fighters, X-wings, AT-ATs (four-legged 
Imperial walkers), AT-STs (two-legged Imperial walkers), Y- 
wings, snow-speeders, TIE-bombers, speeder-bikes, droid walkers, 
and others. One player can pilot many vehicles, while others man 
defensive gun turrets. Whether it's dogfighting in starfighters or 
tromping over rebel troops in an AT-AT, the vehicular combat is the 
star of the show and more fun than a barrel full of jawas. 

Winning battles is accomplished by controlling command posts 
located on each battlefield, reducing the enemy's ability to field re- 
inforcements. Certain maps have additional objectives, such as de- 
stroying the Empire's shield generator on Endor. Battlefront boasts 
over 12 Star Wars environments, and similar to virtually every- 
thing else in the game, most or all of them should feel familiar to 
Star Wars fans. The level design is generally quite good, with levels 
small enough to get you in the action quickly but large enough to 
maintain the epic feel of the battles. 

Battlefront offers single- and multiplayer games, though 
Battlefront's real strength lies in its multiplayer game. The artificial 
intelligence of the computer-controlled bots in the single-player 
game is respectable but still not as good as what human players can 
offer in multiplayer. Regardless of how good AI is, fragging bots 
will never be as fun as fragging human players. 

Overall, Battlefront offers a good single-player game and an 
excellent multiplayer experience. It never felt quite as fast or fu- 
rious as some of the best the genre offers (Unreal Tournament 2004 
comes to mind), but the vehicular combat in Star Wars Battlefront 
is some of the best available. 

Star Wars Battlefront requires Windows 98\Me\ 
2000XXP, a 1GHz (or faster) Intel or AMD CPU, 256MB 
RAM , an 8X optical drive, 1.5GB free hard drive space, 
a DirectX 9.0c-compatible 64MB video card with hard- 
ware T&L (transform and lighting), and a DirectX 
9.0c-compatible sound card. A broadband Internet con- 
nection is required for Internet multiplayer gaming. I 
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The original Myst combined vivid, surreal graphics, a grip- 
ping, well-written story, and difficult logic puzzles, deliv- 
ering an experience as intriguing as it was beautiful. The 
decline of the adventure game genre ultimately nudged the 
Myst franchise out of the limelight it once enjoyed, but Myst IV: 
Revelation proves there is life in the series. Like its predeces- 
sors, Myst IV delivers a solid adventure game built on a com- 
pelling story and brought it to life with the lurid visuals that 
define the series. Playing Myst IV is like cozying up to a good 
book by a warm fire. 

Myst IV begins with a visit to Atrus, the 
man responsible for writing magical books 
that link to the world of Myst and other 
worlds (called Ages). As Myst IV begins, 
however, Atrus wants to check on his sons 
Sirrus and Achenar in the hopes that they 
have reformed and can reunite with the family. 

Myst IVs story doesn't stop with the manual's introduction; 
it unfolds gradually as you play. There are plenty of informa- 
tive journals found throughout the game, in addition to flash- 
back sequences that become available after you find a magic 
amulet early in the game. 

Graphically, Myst IV is as gorgeous as ever 
and seamlessly integrates 
video footage of its actors 
with the artificial 3D 
world to excellent 
effect. The envi- 
ronments are 



Myst IV: Revelation (DVD) 



$39.99 
Ubisoft 

www.ubisoft.com 
Rating: Teen 



vibrant and lively; birds fly around and sing and trees bend in 
the wind. In addition, even though you must still explore from 
one static point to the next, you may look around with a full 
360-degree field of view. 

Your journal is a vital tool for recording clues found in the 
game and storing pictures and any notes you care to add to 
them. You'll use this feature frequently, as you may need to 
reference important information to solve certain puzzles. 
However, we do have a few quibbles with Myst IV, all of 
them minor and mostly related to gameplay 
elements. The first annoyance is that most 
doors require pulling a lever or pushing a 
button to open. This is fine if there's a puzzle 
involved, but hunting for levers /buttons 
for oft-used doors grows quickly tedious. 
Additionally, some may find the journals a 
little difficult to read in their handwritten scripts, and cap- 
tions are (for some reason) only available in Dutch. 

These quibbles aside, there's little to gripe about other- 
wise. If you enjoy a good story, challenging puzzles, an easy 
pace, and plenty of enchanting scenery, Myst IV is well 
worth the $40 investment; even more so if you haven't 
played Myst III: Exile because that is also included in the 
DVD edition of Myst IV. 

Myst IV requires Win98/Me/2000/XP, a 700MHz or faster 
CPU, 128MB RAM (256MB for WinXP), a 32MB DirectX 9.0- 
compliant video card (64MB is recommended), a DirectX 9.0- 
compatible sound card, a 4X DVD drive or faster, and 3GB 
free hard drive space. I 
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Call Of Duty: United Offensive (Expansion Pack) 



Call Of Duty: United Offensive wrote itself into PC Gaming 
history books as the best World War II 3D shooter ever 
made, winning over 100 top awards in 2003. The expansion 
pack is equally stellar (although disappointingly short), 
boasting new American, British, and Russian single-player 
campaigns, a few new weapons, and some new treats for mul- 
tiplayer gamers, including 11 new maps, a few new vehicles, 
and three new game types: Domination, Capture The Flag, and 
Base Assault. 

United Offensive's single-player game consists of three sepa- 
rate campaigns during World War II. As an American you'll take 
part in the Battle Of The Bulge; as a British soldier you'll be instru- 
mental in the Invasion Of Sicily; and as a Russian you'll take part 
in the Battle Of Kursk. The missions are linear and tightly 
scripted, but the game's rapid pace and intense action hides the 
scripting well. The British campaign opens 
with a particularly innovative mission, 
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Call Of Duty: United Offensive 



Activist ;■■ :; 

www.activision, 
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where you must man a 
gunner in an RAF (Royal Air 
Force) B-17 bomber and shoot 
down German Luftwaffe 
while putting out fires and 
doing anything necessary to 
keep your plane in the air. 

United Offensive is the per- 
fect expansion pack for the 
perfect WWII shooter. On the 
medium difficulty setting it is 
very challenging (be prepared 
to save your game a lot), but 
still disappointingly short. An 

experienced gamer could probably finish it in less than 10 hours, 
but this doesn't lessen our recommendation. If you loved Call Of 
Duty, buy United Offensive. It's that simple. 

The expansion pack requires Win98/Me/2000/XP, an 
800MHz processor or faster, 128MB RAM, 1.2GB free hard 
drive space, a DirectX 9.0c-compatible 3D video card with 
32MB RAM, and a DirectX 9.0c-compatible sound card. A 
broadband Internet connection is required for Internet 
multiplayer gaming. I 
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The Sims 2 

The Sims (and its multitude of expan- 
sion packs) has topped PC gaming 
best-seller charts for years, cementing it- 
self into PC gaming history as the best- 
selling PC game of all time. The Sims 2 is 
an evolutionary step for the franchise, 
adding updated graphics and new fea- 
tures without changing the mechanics or 
fun of the original game. In all likelihood, 
The Sims 2 will continue the franchise's 
rule over PC game 
best-seller charts. 

Sims 2's Sim build- 
er has advanced con- 
siderably beyond the 
original game. The 
Sim builder allows 



The Sims 2 



$49.99 

Electronic Arts 
www.thesims2.ea.com 
ESRB Rating: Teen 



you to design your Sim's face, and you 
can also select his gender, age, astrological 
sign, and wardrobe. 

As Sims earn money, they can expand 
and improve their homes and upgrade 
their furnishings. This aspect of the 
game has changed little from the orig- 
inal. Sims aren't confined to their homes, 
either, and can call a taxi for a ride into 
town to pick up groceries, take another 
Sim on a date, or go dancing. 

New features include aging and Sim 
DNA, which is passed from parent 
Sims to their children. The Wants and 
Fears indicators also provide addi- 
tional insights into your Sim's motiva- 
tions. There are also new rewards and 
bonus items. Fulfilling a Sim's desires 
earns Aspiration points, which you can 




use to buy special bonus items such as 
a Thinking Cap. Fulfilled Sims are also 
happier and more productive than un- 
fulfilled Sims, and this improves their 
job performance and the chances for 
promotion. Sims reaching certain ca- 
reer levels also earn career reward 
items, which help advance their careers 
even further. 

The real entertainment in The Sims 
2 lies in manipulating Sims and situa- 
tions and then watching the results. 
Throw a bunch of diametrically oppo- 
site Sims into a small house with tiny 
rooms and a single bathroom, sit back, 
and watch chaos ensue. (It's better than 
reality TV.) 

The Sims 2 requires Win98/Me/ 
2000/XP, 256MB RAM, a 32MB video 
card, and 3.5GB free hard drive space. 
Computers equipped with a T&L-ca- 
pable video card require an 800MHz or 
faster processor. Computers equipped 
with a video card that is not T&L ca- 
pable must have a 2GHz processor or 
better. The Special DVD Edition of The 
Sims 2 requires a DVD drive. I 
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AMD Athlon™ 64 3400+ 

512KL2 Cache 
64-Bit Processor 
Model# ADA3400AXBOX 
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AMD Sempron™ 2400+ 

Socket A Processor 256K L2 Cache 
Model# SDA2400BOX 



* These model numbers indicate relative software performance among AMD processors. 



AMD Athlon™64 Technology 

• The only Windows®-compatible 64-bit processor 

• Streamlines multitasking performance with HyperTran sport™ technology, invented by AMD, which removes I/O 
bottlenecks, increases bandwidth and reduces latency 

• Enhanced virus protection for the upcoming Microsoft® Windows® XP SP2 

• Cool'n'Quiet™ technology offers performance-on-demand capability to reduce energy usage and enable a quiet 
environment for home computing 





Hitachi 400GB 7200 rpm 

I /'<A SATA 150 8MB Buffer - OEM 

Ik 

Maxtor OneTouch II 300GB ^^sT $149°° 

7200 RPM External Hard Drive Samsung 80GB 5400 RPM 

USB/FireWire Model# E01G300 Ultra ATA 100 8MB Buffer - OEM 





$29900 



Sony Cyber-shot® DSC-P93 

5.1 MP 3x Optical 2x Digital Zoom 



$399" 



Canon PowerShot A95 

5.0 MP 3x Optical 4.1 Digital Zoom 



$34goo 



Olympus Style Verve 

4.0 MP 2x Optical 4x Digital Zoom 




Memory 




J Inputs & Outputs 



$J45°° 
Kingston ValueRAM 240-Pin 

512MB DDR2 PC4200 - OEM 



$30500 

« SAGOO 

Corsair XMS Xtra-Low TO 

Latency 184-Pin 1GB (512MBx2) Sandisk Cruzer Micro 



DDR SDRAM PC3200 



512MB USB Flash Drive 








mi 



00 



$55" 

Sennheiser PC150 

High-power Stereo Headphones 
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Creative Inspire GD580 S.I Zippy EL-715 Electron 

Speaker System 47 Watts RMS Luminescent Keyboard USB 



Visit Newegg.com for today's prices and complete product line. 
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Did He Really Say That? 



Microsoft founder Bill Gates garnered a lot of attention in the press in mid-2004 
when he proclaimed the floppy diskette was dead. However, based on Gates' 
track record, don't bet any money on his pronouncement. Some other notably inaccu- 
rate declarations associated with Gates include: 

"Microsoft has not changed any of its plans for Windows. It is obvious that we will 
not include things like threads and preemptive multitasking in Windows/' (1990; from 
an interview published in the OS/2 Notebook. Threading and multitasking are two of 
Windows' strong suits.) 

"Anybody who thinks a little 9,000-line program that's distributed free and can be 
cloned by anyone is going to affect anything we do at Microsoft has his head screwed 
on wrong." (1995; while speaking to futurist George Gilder about the programming 
language Java. Shortly thereafter, Microsoft licensed Java.) 

Numerous media sources have reported Gates once considered the Internet a 
passing fad — or at most a precursor to something much bigger. Ironically, in 1998 
Microsoft told the DoJ (Department of Justice), "We had planned to integrate a Web 
browser with our operating system as far back as 1993." I 



Psychic Hotline Outperforms 
Microsoft Technical Support 



Dissatisfaction with technical support is an all too common problem for computer 
users. In frustration, two users, Michael Patrick Ellard and Daniel Albert Wright, 
decided to pit the Psychic Friends Network against Microsoft's technical support hot- 
line. The verdict? Neither was very helpful, but Psychic Friends Network was much 
friendlier and more responsive. 

According to notes of the event, posted at extlabl.entnem.ufl.edu/IH8PCs/other 
/psychic.htm, Ellard and Wright called Microsoft's Technical Solutions Line three times 
for help with problems relating to a Microsoft Access programming project. In one case, 
the Microsoft technical support person attempted unsuccessfully to solve the problem. 
In two other instances, the technician stated the problem was not his area and referred 
Wright elsewhere. 

Wright then posed the same three questions to an operator at the Psychic Friends 
Network. In each case, the operator, Ray, told them he suspected a connection 
problem — a physical failure — but that he could not identify it. He referred Wright to 
two other operators, Steve and Paul, who he said were much better at resolving com- 
puter issues telepathically. I 




DoE (Department of 
Energy) Secretary Sper — 
Abraham signs the 
BlueGene/L proce 
Smaller, faster, more effi- 
cient, and less expensive than 
the Earth Simulator in Japan, 
the DoE's new world heavy- 
weight champion restores the 
nation's leadership in high perfor- 
mance computing. 
Photo courtesy: Business Wire 



Team USA Wins 
Supercomputer Wars 
... For Now 

The DoE (Department of Energy) and 
IBM have developed a computer, 
the BlueGene/L, which is eight times 
faster than Japan's Earth Simulator (the 
world's fastest computer since 2002). 
Scheduled to debut in 2005, the 
BlueGene/L requires 1/6 the electrical 
power and consumes 1/10 the floor 
space of the Earth Simulator. Neither 
system is energy efficient by the stan- 
dards of the average computer user. The 
annual electric bill of the Japanese ma- 
chine is $10 million; that of the DoE ma- 
chine: a paltry $2 million. I 



Handheld Users Display Their Loyalties 

Despite marketing hype surrounding handheld /cellular phone hybrids, 
and turf wars between the Pocket PC and Palm formats, handheld users 
do not seem likely to switch allegiances to a new platform. In a recent survey 
conducted by mobile Internet provider AvantGo, 85% of Pocket PC users indi- 
cated they would stick with the platform, and 82% of Palm owners said the 
same. Additionally, 61.5% of respondents said their next purchase will be an- 
other handheld device, not a phone /handheld hybrid. Only 3% indicate they 
will migrate to a Symbian smartphone, and 4.5% say they plan to purchase a RIM 
BlackBerry. I 
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Indulge yourself. 








You deserve the visual experience that's the professionals' choice. And now 

you can get this grand view for under a grand. ViewSonic's luxurious 20" VP201b has 

ultra-high 1600x1200 resolution not even found on smaller LCDs. So indulge yourself 

in the screen with sharper text and more brilliant color, in the size that means less 

scrolling and searching, and in the style designed with your comfort in mind, including 

tilt, swivel and height adjustments and a sleek Thin Edge™ bezel ideal for multi-screen 
Add stylish ViewSonic" ViewMate" Desktop ° ° 

Collection accessories for the ultimate desktop, arrays. All from ViewSonic, the #1 display brand in the US* for price/performance. 



Find out Where to Buy at ViewSonic.com or call 800-888-8585 



ViewSonic.**!* 
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Cordless? Cellular? 



THE BLUETOOTH ENABLED CORDLESS 
Home phone meets cell phone— together 
at last. With Uniden's new Bluetooth 
enabled Digital 5.8 GHz Cordless Phone, 
now you can use your land line for 
crystal-dear communications anywhere 
in the house, or tap into your cell phone 
minutes to take advantage of free long 
distance? The DiqitaL 5.8GHz Cordless 



THE PERFECT BALANCE i 
AND PERFORMANCE 



DESIGN 



aLso features slim styLing and all the 
features you Love, Like a full-color 
LCD dispLay, recordable ring tones, 





§ 




UP TO 10 HANDSETS, ONE PHONE JACK 
downloadable background pictures, 
handset-to-handset text messaging and 
an optional wireless Bluetooth headset. 
ALL models also come standard with up 
to 10 handset capability from 
a single base unit, advanced 
phonebook features, caller ID, 
handset speakerphone _ 

h h , , t th ©Bluetooth' 

and a whole lot more.This HEADSET 
advanced cordless is even READY 
backward compatible with other Uniden 
Digital 5.8 GHz expandable phones. Now 
you can get the best of both worlds. 
Visit us at www.uniden.com. 

uniden 

A World Without Wires 



ione and depends on your personal cellular agreement. 
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